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2012 R2 / Windows Server 2012 / Windows 2008 Server R2 /
Windows 2008 Server / Windows 2003 Server / Windows 2000
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g 5 S S0 5S Rl 5]

SEPS 290w (sl (odmuw s LG i ()l

L e S S Sl il ol S s e Sl et Sl el

e TR FURNVY Y

sl anils

1 GHz 32-bit (x86) or 64-bit (x64) Intel Pentium or higher
2GB-4GB
5200 MB
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e Internet Explorer 7, 8, 9, 10, or 11
e Google Chrome 45, 46, or 47

e Mozilla Firefox 38, 39, or 40
1024 x 768

S s a5 Jen S S S 00 Sl Sl IS 6l
A dedicated Web server (lIS) *

Minimum 2 GHz processor or higher *

AGB RAM or higher *

rJole piuums D (5o jlus

e Microsoft Windows 10 Home / Pro / Enterprise / Education (32-Bit /
64 -Bit)

e Microsoft Windows 8.1 Professional / Enterprise (32-bit/64-bit)

e Microsoft Windows 8 Professional / Enterprise (32-bit/64-bit)

e Microsoft Windows 7 Home Basic / Home Premium / Professional /
Enterprise / Ultimate (32-bit/64-bit)

e Microsoft Windows Vista Home Basic / Home Premium / Business /
Enterprise / Ultimate (32-bit/64-bit)

e Microsoft Windows XP 32-bit SP3, 64-bit SP1 and SP2 / Professional
Edition (32-bit / 64-bit)

e Microsoft Windows Server 2012 R2 Standard / Datacenter (64-bit)

e Microsoft Windows MultiPoint Server 2012 Standard (64-bit)

e Microsoft Windows Server 2012 Standard / Essentials / Foundation /
Storage Server / Datacenter (64-bit)

e Microsoft Windows SBS 2011 Standard / Essentials

e Microsoft Windows 2008 Server R2 Web / Standard / Enterprise /
Datacenter (64-bit)

e Microsoft Windows 2008 Server Web / Standard / Enterprise (32-
bit/64-bit) / Datacenter (64-bit)

e Microsoft Windows Server 2003 R2 Web / Standard / Enterprise
/Datacenter

e Microsoft Windows Server 2003 Web / Standard / Enterprise (32-
bit/64-bit)

1S3l o )3 B (o)L

5,15 NET Framework 4.0 5 5 1IS 55,0 O a0 5L Culy 580 ) 680 Sy s kil 55 o

IIS Version 10 on Windows 10
1IS Version 8.5 on Windows 8.1 and Windows Server 2012 R2
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IS Version 8.0 on Windows 8 and Windows Server 2012
IIS Version 7.5 on Windows 7 and Windows Server 2008 R2
IS Version 7.0 on Windows Vista and Windows Server 2008
IS Version 6.0 on Windows Server 2003
IS Version 5.1 on Windows XP SP3
35,8 et IS 53 ol o 5 Slo S i
IIS Management Console ¢
Default Document ¢
Static Content

CGl »
ASP.NET 4.0 or later versions *

Java Runtime Environment (JRE) Igls syl

Loy ol s 13l () S sl s o b S S s 2 L o Ko S Al S

AL e sl ol Jaee 4 5L S LA s Gy b Sl O Ll gl 1y i 1)

JRE7,JRE 8

32-bit 32-bit JRE 7, 32-bit JRE 8
64-bit 64-bit JRE 7, 64-bit JRE 8

SEPS bty sl (oiiasaw 5Ll sy (o
AL e 25 le el O el a5l LS () Jer S S el

TR FURNVY Y

Sl andls

1 GHz 32-bit (x86) or 64-bit (x64) for Windows Vista or later

1GB
3200 MB

Internet Explorer 5.5 or later

:Jole (s ol o)l
e Microsoft Windows 10 Home / Pro / Enterprise / Education (32-Bit /
64 -Bit)
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e Microsoft Windows 8.1 Professional / Enterprise (32-bit/64-bit)

e Microsoft Windows 8 Professional / Enterprise (32-bit/64-bit)

e Microsoft Windows 7 Home Basic / Home Premium / Professional /
Enterprise / Ultimate (32-bit/64-bit)

e Microsoft Windows Vista Home Basic / Home Premium / Business /
Enterprise / Ultimate (32-bit/64-bit)

e Microsoft Windows XP Home (32-bit) / Professional Edition (32-bit /
64-bit)

e Microsoft Windows Server 2012 R2 Standard / Datacenter (64-bit)

e Microsoft Windows MultiPoint Server 2012 Standard (64-bit)

e Microsoft Windows Server 2012 Standard / Essentials / Foundation /
Storage Server / Datacenter (64-bit)

e Microsoft Windows SBS 2011 Standard / Essentials

e Microsoft Windows 2008 Server R2 Web / Standard / Enterprise /
Datacenter (64-bit)

e Microsoft Windows 2008 Server Web / Standard / Enterprise (32-
bit/64-bit) / Datacenter (64-bit)

e Microsoft Windows Server 2003 R2 Web / Standard / Enterprise
/Datacenter

e Microsoft Windows Server 2003 Web / Standard / Enterprise (32-
bit/64-bit)

e Microsoft Windows 2000 SP 4 Professional / Server / Advanced Server

Mac OS (sl s (Sodmuumn SLd (G340 )Us

Sl o 25 olBle S

Mac OS 0OSX, 10.6, 10.7, 10.8, 10.9, 10.10, 10.11

Intel or compatible
512 MB

1200 MB

Linux OS sl s (odammw S (s3do )Us
Solsle s 5 ol Bl o sl il 4 5L S s SIS () p oS Sl sl
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32-bit * BOSS 6

* Fedora 14, 19

e openSUSE 11.4,12.2,12.3

e Ubuntu 10.10, 12.04 LTS, 12.04.3 LTS, 13.04,
13.10, 14.04, 14.10, and 15.04

64-bit * Fedora 14, 18, 19

e openSUSE 12.2

e Ubuntu 12.04.2 LTS, 13.04, 13.10, 14.04, 14.10,
and 15.04

® Cent0S 6.3

Intel or compatible

512 MB
300 MHz or higher

1200 MB

toles JWs 1) 25 Jorle () 5ty 5 il Ol gt b oS 87 a8l Sl dnnd i (51

Quick Heal
Secunty Simplified
Quick Heal
. ~ Endpoint Security 6.0
\~/ e
User Guide
© 2015Quick Heal Technologies (P) Ltd. All Rights Reserved. Close
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& Extracting files for installation...

[ 1]

338 oSS i 03,28 b | sl Ayl 3 6 e Jul s i

Welcome to Quick Heal Endpoint Security 6.0
setup wizard.

This wizard will guide you through the following steps:

- Quick Heal Endpoint Security Server Settings.
- Quick Heal Endpoint Security Client Settings.

- Installation of Quick Heal Endpoint Security.

- Registration of Quick Heal Endpoint Security.

Itis recommended that you close all running Windows
programs before proceeding with the installation.

WARNING: This program is protected by copyright law and
International treaties.

Unauthorized reproduction and distribution of this program
or any portion of it may result in severe penalties and will be
prosecuted to the maximum possible extent under the law.

l Next == H Cancel

S SIS NEXT 4aS's (595 aslsl (gl il o S il 3 me 0 Lo 3oy dmis ) SleDIb

Software License Agreement QU i Ck H e a'

Please read the License Agreement carefully.

Quick Heal Endpoint Security End User License Agreement

PLEASE READ THIS QUICK HEAL ENDPOINT SECURITY END USER

LICENSE AGREEMENT (HEREINAFTER REFERRED TO AS THE "A

CAREFULLY BEFORE USING OR TRYING TO ATTEMPT TO USE THIS QUICK HEAL
SOFTWARE.

BY USING THIS SOFTWARE OR BY CLICKING THE "T AGREE™ BUTTON

OR ATTEMPTING TO/CONSENTING TO INSTALL THE SOFTWARE IN ANY WAY,
(SUCH ACTION WILLL CONSTITUTE A SYMBOL OF YOUR SIGNATURE),

YOU ACKNOWLEDGE AND ADMIT THAT YOU HAVE READ, UNDERSTOOD

AND AGREED TO ALL THE TERMS AND CONDITIONS OF THIS AGREEMENT.
THIS AGREEMENT ONCE ACCEPTED BY "YOU'[ AS AN INDIVIDUAL
(ASSUMING YOU ARE ABOVE 18 YEARS AND/OR HAVING LEGAL CAPACITY
TO ENTER INTO AN AGREEMENT ), OR THE COMPANY OR ANY LEGAL ENTITY

Do you agree to all the terms of this license agreement? I Agree

[ == Back ” Next > ” Cancel ]
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% Segrite Endpoint Security E3

Pre-requisite - Internet Information Services (lIS)

IS is configured on this system.

Click Next to continue with the installation.

<= Back ” Next == ][ Cancel ]

0315 isles dmio ol (Bl old ol S 5 caa 2wy 4 Net Framework 4.0 5 IS & 5,50 s
P e N X [1S Server ;5 wuls estizal HS 5l able 8 S50 5o] 25

Control Panel/Add or Remove Programs/Add or Remove Components/ Internet
[358 1ot Tsdoms 4aliy e 3,8 planil i InfOrmation Services(11S)

Installation Folder SE@ITE

Please select the installation folder.

Setup will install Seqrite Endpoint Security in the specified folder.

To continue installing in this folder, click on Next. To change the installation folder either
click on Browse and selectthe new folder or directly type the new path in the text hox
provided helow.

To quit the setup, click on Cancel.

I v :\Program Files (x86)\Seqrite\Endpoint Security 6.4

== Back ” Next == H Cancel

s 1y NEXE 5 Gl 1y 5 3 i e Olen 015 0 45 355 ot 46l ol jomns b dl o ol 5>
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Pre-Install Scan m

Quick Heal Endpoint Security will now scan the system for viruses and system
components before proceeding with the installation.

Scanning memory for viruses.

Db g 03l Jialed gealS alible Sl s 5 Sl dl e cnai 3l S

Unable to proceed with installation.
Endpoint Security cannot be installed on loop back IP address.

i S8 ! s dal s 0sls u:iuruﬁau@p,;mupwmuw&g,updw&;%&ﬁ\
ot SNAMe LW 4 Wil b s 5 LELNS) dns olansl &b gy 3 Sl [P 0T 4 5 0357 Jls 1,

(Al s 1S

Quick Heal Admin Console E

g Unable to proceed with Admin Console Inskallation,

This swstem is configured to obtain IP Address from a DHCP
{Dwnarnic Host Configur ation Protocol) server. Admin Consale
Server Installation is not supported on the system having
Crynamic IP.

To install, either configure this system with Static IP or install on
a systenn which is configured with Skatic IP.

‘5‘575}»IPj\_,]éib)f)jﬂé\fd)ﬂ)b.:ﬁwdbﬁ;%c&b\dhlp ngjj&)j&ﬂ%ﬁ.u‘dfnf
8 4 Skl IP eSS K B0 Slp s el asls Jholad play cpl S (e 0Lzl (DHCP) slils
.%Abfl.d:’-l&.i
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% Segrite Endpoint Security m
Server Information

Provide the server details.

Pravide the domain name or IP Address of the target
will be installed. Specify the HTTP port and SSL port.

— Server Information

SEGRITE

Server where Seqrite Endpoint Security

¢ Domain Name [

@ |P Address 192.168.0.50

=

—HTTP:
HITP Port: | 8093
— S5L
[V Enable Secure Socket Layer
SSL Port: | 9103

[ == Back ” Next == ][ Cancel ]

Q)xj(aﬁ@)jﬂru‘_g})j%jau|ajﬁ6h®)s))_jﬁﬁdb%‘A{Lﬁfbwabfd‘

S 3 ka1 LT (gl e oalinal Lad aKi 55 G b Gy 5 oS Sy 53 il o SSL s HTTP (ol

o les ¢SUSTNEXE 55y 2 5 03505 b 1y (2 3 ke &) g0 2!

You have specified [192.168.0.157:9099] as Quick Heal Endpoint
Security server and port number. Please make sure that the provided
information is correct, especially in case if multiple network cards
are installed on the computer.

Do you want to proceed?

No |

Aol SIS YES 4S5 (65, B b SleMbl A (gl
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Provide proxy settings if any.

If you are using a proxy to connect to the Internet then provide the proxy information. Quick
Heal Endpoint Security requires these information to register and download the updates.

—Proxy Settings
™ Enable Proxy Settings

Proxy Type: |H1TP proxy v I
Proxy Server: I
Port: | 80

Authenticate to connect through Proxy

User Name: I
Password: I

[ <<Back ” Next>> ][ Cancel ]

Nl (g3 0353 &S )y g0 93 Bl o 3N 4 (g s g (oS |y b e Dl plnil e el
syl |y NEXT 5 05 505 Jlasl 1 5 5 ProXY olebes el ST, 5 b

¥ Segrite Endpoint Security E

Client Installation Settings SE@ITE

Specify the path of the client computer where Seqrite has to he deployed.

— Installation settings

Specify one of the following variables for setting the client installation path. If you do not
wish to use the default variables then provide the specific installation path.

%BOOTDRIVEY: The Boot drive of the system.
Y%PROGRAMFILES%: The location of Program Files folder.

I %PROGRAMFILES%:\SeqritelSeqrite

Specify a port number to be used for Server and Client communications and
management. The specified port number should not have conflicts with network
environment or applications.

ClientAgent Communication Port: |5049

[ == Back ” Next == H Cancel

G LS p a5 Syse)d Lol gy (ST Cl sl 5o ,m b LS bliyl a4 by e g ot i oyl
sl HNEXt 5 Gl ity (o5 e ezl e al3T
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Quick Heal Endpoint Security has selected 5045 port for the
communication between server and client. Please make sure that this
port number is not being used on your network.

Do you want to proceed?

Authentication Q u i C k H ea I

Prevent unauthorized access.

Specify Administrator password to access Quick Heal Endpoint Security Webpage.

Endpoint Security Administrator Password
Password: |

Confirm Password: | =========

To protect anti-virus options from being changed without your permission, you can choose to
protect it by enabling password protection for the same.

Client Password
Password: |2

Confirm Password: | =====

| <<Back || mext>> || cancel |

L Sslite Do 4 S S e S SN Dlaal 4 g s 5 s S e Sl e Gl s ey e

Sabsyly
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SlEnmary Quick Heal

Review the summary.

Please go through the summary before proceeding with the installation.

Installation Path: C:\Program Files\Quick Heal\Endpoint Security 6.0
Web Server: Apache Server

Domain Name or IP Address: 192.168.0.157

HTTP Port: 8089

SSL: Enabled

SSL Port: 9099

Proxy: Disabled

Client Installation Path: %PROGRAMFILES % \Quick Heal\Quick Heal
Client Communication Port: 5045

[ <<Back |[ met=> |[ cancel |

S35 2 4alal gl das oo Bl 1) 0pSTE 0ds plawl SIS ol e Aol 5 0dd Jleel Sleas 1 slaoMst aomis o]
LS oSUs” Next

@ Important

To protect your system against network and Internet threats,

Quick Heal Endpoint Security Installer requires to install some
network components. During installation of these components, the
network connection will be temporarily disabled.

To proceed with the installation, click OK. To install later, click
Cancel.

Cancel |

Jo3 3 g 2 e Al 20 & Ll 53 s 00ls Gl g 5 IP 6 S 0 b e DS amis s

.)ﬂ@c)‘)&uwr@)b&rﬁ)l{:}ﬁ-‘sﬁy
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Installation Quick Heal

Installation in Progress.

Please wait while Quick Heal Endpoint Security is getting installed.

Copying application files...
L]

S 0l 350 S BB (S5 s ST el g S

Reomd Mo Quick Heal

Please go through the important information.

README.TXT

Quick Heal Endpoint Security 6.0
Copyright (C) 2013 Quick Heal Technologies (P) Ltd.
All rights reserved.

This readme. txt file covers compatibility issues, known bugs, and usage
information for Quick Heal Endpoint Security (QHEPS).

Known Issues:

Windows Client -
- Device Control

a. Only formatted USB Pen Drives with NTFS File System can be added for
authorization.

b. Customized Access to devices is not supported on Windows 2000,
Windows XP Service Pack 1 and previous, and Windows 2003 (Without SP)
operating systems.

c. Devices encrypted with the Device Encryption feature will not be
accessible on Windows 2000, Windows XP Service Pack 1 and previous,

2 ;

I << Back H Next == ][ Cancel ]

..gs&:lfNextL;,Mm\dtﬂqx.mA{CTUU;\,;,@,:
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Quick Heal Endpoint Security has been successfully installed on this computer. Now you
can register it to avail the full functioning and configure the Update Manager to download
the updates.

v Register Quick Heal Endpoint Security
v Configure Update Manager

) ) (o]

Register 0sy oo ol odd i Slgo b (2558wl il Joa S S das o eObI Lo 4 amis
Configure  gau § 5 osls Ll |y Jguams S5 5 ey s4mie (Quick Heal Endpoint Security

Sl dal s il |y Cot T & e s S o s Update Manager

Q Quick Heal Endpoint Security Registration

For registration Internet connection is required.

System is not connected to the Internet. et Setinae. ] Ret ‘
Please connect to Internet and try again s 9. =ety

© 2013 Quick Heal Technologies (P) Ltd. ’ Close |

G35 23035 Jeate S5l ar ) g 1l 548 oo 0313 Ealed Ggb o oty (Bl A1 g nd Sl 4 g e S
LS SIS Retry w.87s

oozl b il 1y sl 4 Il Ol o7 b ST 50) LBl uate 50 4 b s (038 s L
(8,8 olas 01 55 oSy
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6 Quick Heal Endpoint

Please enter Product Key:

You can find product key inside cover page of the User Guide. If you
have purchased the software online then you will find the product key in
the e-mail confirming your order.

© 2013 Quick Heal Technologies (P) Ltd. | Next H Cancel ‘

53 e 038 305 51 e 3,8 (o plowil i DL sl sl STl 3)ls 1) 3 e ST L Y

Purchased from: Fanoos ICT Co

Register for: Company use / Educational

Name: M5 S Ol ol

)lv\.if wl.os 4.: ‘bﬁf ‘5[_.& CJLFMJ" ..\Ju W DL .,\.:S é.(:l{ NeXt EXD) rJ OJ}Q.; JAL{ b ‘_5‘,9 C)bw‘
L3 8 el eSS

o 3
9 Connecton Setings [
[ Verson | SerwcePack | Viws Datwbase Dane
1500 [ XA [ 21 omary, 20015
Security - 64 Bit
i Verson [ ServiePack | Vs Duwbase Dure |
[ 1500 [ N | R T
v < Pac .,
[ —
ik el AnVirs fn Linus 32 Bt
Veruon Servce Pack x el
15.00 NA ‘_ l_‘
Ui 64 B
[ Vemon |  SeveePack | VewDwabmeDuz |
i 1500 1 NA I 31 Jammry, 3015 |
/|
core RR T

.J}.&JJ‘)%){{.\J‘)\}‘ rj
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g QuickHeal o
Updato Manager & v ren |

Configuration

(31 Enabi utomacUpstes [Rscammant)

(iF] Apways take BaCHIRD DEYNS AUWRIGAENG bW UDIAET
R T

e T

AL oo ) 20lse Jald Dleat ol a8 B (e Co Ty e 4 by e Dleey

s Sy kT 5 5

ST 23 s 8 53 K03 i palS 51 ol s TSIl il 51 ot Tiia T g 5 ool -

S (MAC 5 o #F oS 5 ¢ YV oS 5td (o PF 5oy ¢ o YY S5 s) CoT (6l Jgams § 5 liusl -
les DBl 1 oy 851 oS 0 L5 o 550 408 5 35 50 SLNS ¢ 5 4 s

kT sla e ptd s il

sy e T 8551 e 8 sl a5l 3 8 SIS

okd O3l g, e I e Update it s 5,18 Oods -

235 oy 4edS i -

Quick Heal Endpoint Security 6.0 has been
successfully installed.

—5o | T ) (oo

ey OLL 4 Cd go b (g 5Ldlad 5 s 45T s o Ol amin oy
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2 J9Saw Ciogussl Jas SwgS 1 oslatiwl & sloisl

JRS 95 (N 9SS gl 35 y0io (S e JguaS JU & HET
Do S0 3 o sSe i s bl JaS S J S sl )
Start > Quick Heal EPS Console 6.0> Quick Heal EPS Console

Avwes @ _‘_] —
= ’\—]
— - [
e
administrator
- e
- Documents
s —g— § R
Marterarce
Computer
4. Quick Heal Endpoint Security
| Quick Heal EPS Console 6.0 Network
| Administrator Guide
—
Chiept Packager Control Panel
@ Login Script Setup
£ Quick Heal EPS Console Dévicas ard Printars
&l Uninstall EPS Console
& Update Manager Administrative Tools >
] whats New
L o —J  Help and Support
. —
»ore | Run.
< Back. Windows Security
I Search programs and files [g Log off DI

- =

ScedS 5SS AL s s, o S Cusdll Oy Cod o pde J S Ll e iomen

Sl Sos e Gk 3l s Sose s s obl s essT L Ll gl el |l a3 3 g e
https://1P-Server:9099/ghscan6
s Ol 3 &S Sl pde e, Olea e 3e, s ADMinistrator s 5 i ¢, ol .Y

Endpoint Security 6.0

Account Login

User name Administrator
—

Confidential - sslo j=0
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2 J9Saw Ciogussl Jas SwgS 1 oslatiwl & sloisl

S B0 O 5 gmld

£} Admin Settings | (W Support ? Help | [3 LogOut

Endpoint Security 6.0 Total m Clients  Settings  Reports

T =
Quick Heal Endpoint Security 6.0 (Build 6.0.1) hreat Level - Normal

Endpoint Security Client, Version 15.00, Virus Database 29 Nov 2014.  Update Manager | View License

Network Health [S)

[ F7om ] TopAuads

Attack Name Type Endpoints

No data available

L L L ® & & ®
24 Nov 25 Nov 26 Nov 27 Nov 28 Nov 29 Nov 30 Nov

Status Security Compliance Assets

Protection Connection Update
Endpoint(s) Endpoint(s) Endpoint(s)
Deployed W Unprotected ™ Client Online Woffline Disconnected Virus Definition up-to- M Virus Definition not up
04 Deployment 05 02 o date -to-date
failed 03 01
03
Enumerate

Admin Settings M Support 2 Help

Endpoint Security 6.0 Total m Clients  Settings  Reports

Quick Heal Endpoint Security 6.0 (Build 6.0.1) Threat Level - Normal

6_9);3&:15[.3.3}&@ 0313 ‘J.:\i‘.a.) b;’hﬂ))jj.) @)U o|MMdWWer ‘L<'.’J w}b)\};)b
lasl 1y elds Slales Loy edaline |) S plil Sleyss » Cunss Lily5 .« Update Manager
23 LAl Al e e o View License J 5 b 5l oY 4 by e Sledbl agle

Mb‘_;a QJALJ.;J JJL; (J‘szjﬁj.; (JL"“}:Lg?L;‘)U GLJ,:..:‘).Q‘ dt}-JJZJJJ cd)t}z‘}?ﬁu) LSJ) )‘bja..: LJ 4.{.&.21

(U®9.29) wlo)lw Al aaiol waamidg .\

Network Health [S)

T s [mzom =] Toohums

Attack Name Type Endpoints

No data available

24 Nov 25 Nov 26 Nov 27 Nov 28 Nov 29 Nov 30 Nov
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s iles 1) 4l cedl 5 el Canss SIS o 4 Network Health .su

s o LIS s ged Soyso as by b s s SLiS] Cuxdy 4 bgs e DSl (ViFUS) Cons S
cele Vi - 4 (Last Week) =1 awis 51 ole Lils . View form ,z50 0p &b
R R P e N BRI S TRR LAY
Top Attacks _isu 53 S e ol Cor G olad @il 1) abye o3l DS 5 ey s

L o o ilazils 1y ST o is oS placadS

(;_tu.uuS) Olo)bw Al coaiol caasidg Y
Network Health ©

s TN PO ] Tophuacs

Attack Name Type Endpoints

No data available

S &hls S 5 el slacule Cunss 4 by e Sledbl Phishing wss g5, » SIS L

OLES Jlagad Spgo by ol ol il Wle sl sS s dils [ et 5 sl dal 018

Sl s i S placads Top Attacks s s S e ol G G s s
S o Cd Lilazils | Kb sl

(Status) oloilw Gl csis WS adg Y

Status Security Compliance Assets

Protection Connection Update
Endpoint(s) Endpoint(s) Endpoint(s)
Deployed W unprotected ™ Client Online W Offline Disconnected Virus Definition up-to- M Virus Definition not up
04 N/A Deployment 05 02 [} date -to-date
Failed 03 01

o3

Enumerate

5 s Do 4 eSS m bl ey S bu g Olesle il Sl amis (gaalsl s

o313 iuled ) pSwi p il Cund s 31 S les (SLALUS) sl S e 55 555 o e0ls Jioled Cele-

PN
Protection
e Sl eI Cuad camss ise ol s Protection (e

ezl S slues (Endpoints) LeedS IS sl 55 e 030

¥ Deployed M Unprotected ™ Client
04 N/A

gajfézy"‘e"‘ eSS 55 8 LS sluss 5 (Deployed Clients) oz

Enumerate
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Unprotected Computers in the ) ail s odd Chslbws e 5 olis coms Wl (g5, ool
Client ) 4.2'.9_].3'.\1.: s LGJT S £ C,\.:.E_éjﬁ L7 g_,m.a.' PLY &'LAC,\.%% sl B ) (network
JLs 4 e p kil Enumerate Now (g5, » SIS L ssd e ools oLis (Deployment Failed

23,8 o a3 Ll IS sl

g e 031y OLE CadS Cursy Lisw ol s LLonnection (o

Connection _
07 Sl 0l w L@.:‘ S 2 &.ﬁ&ﬁ}f S &LAQ..;‘% JS Sdas
Endpoint(s) - H
3o il 5 iy 058l ea S LS sl «(Endpoints)
¥ Online W Offline Disconnected
05

® 0 (T 0 ST aa 68 SIS slass (ONline) Ljls s b bl
sLeodS slaes (Offline) Wl 55w b gl e LI L 5 5 sels

) St Jlasl wlad a by e a8 03 Sy Sal oo 4 S

e I s T3 LG N R POV RO

3 5i 0 0315 il (Disconnected)

Spbe 0dls 0L il 5 Slayis s e Apdate (z

Update
07 Virus ) sii 55, glewdS sl (Endpoints) LaeodiS sluw
Endpoint(s)
S e Cun] &S SIS slaws 5 (Definition up-to-date
W virus Definition up-to- M Virus Definition not up . ..
s o o3ls las isw oul s (Virus Definition not up-to-date)

25t

(Security) gle)lw (Sisiel wamidg .&

Status Security Compliance Assets

&

Virus Protection is enabled for all endpoints Browsing Protection is enabled for all endpoints Phishing Protection is enabled for all endpoints

Web Security
Top website categories blocked in past 7 days Top 5 blocked websites
J URL Type Count

No data available
4

2

0

Vulnerabilities

Number of vulnerabilities in past 7 days Top vulnerabilities
Vuinerability severity Vulnerability 1D Severity Total detected
@ igh: 83% CVE-2011-3402 High
1/7 — CVE-2014-0541 High
Affected CVE-2011-3414 High
Endpoints B v 0%
CVE-2010-0194 High
View Details
CVE-2013-3197 High
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13 e 033 e Olejle a0 el 51 IS sles (Security) 093 S ppw 53

Gladsile 03 b 5 ol ()13 50 gmu 31 S Sl Wil 5 e 25 ol 53 Security (wa/f
AL Jle LS aas S5y 5 raps bl a5 50 5o AL atils s slacidIS ol
s Sl s Ss,e chilee 1 (Virus Protection is enabled for all endpoints) < s
5 (Browsing Protection is enabled for all endpoints) «  le Lil Jl beidS aan <)
3l Js LM aes oy p SIS clacyle b dblie 5 Siis clibloe oS Sy o
355 0 0315 0L (Phishing Protection is enabled for all endpoints) < ,Ls

Status Security Compliance Assets

<

Virus Protection s enabled for all endpoints Browsing Protection is enabled for all endpoints Phishing Protection is enabled for all endpoints

Ui ol 3 pd e enls LS O Sl 4 by e el i ol s AVED Security (o
sdalie ad Ol 5,8 48 e Jau 5 ol 3sdens 55 5 0331 Glacol slaw @ by e LoDl Wl 5 e
Ly ol 5l gl sl b5 ol 5los 8 K pde a5 )50 3 doles a1 izl | 6]
o 3 S50 Slarosl sl 5 s oo S 53 Loy S Sl e (ilad S5
3 g o e3ls LS ol

Web Security

Top website categories blocked in past 7 days Top 5 blocked websites

6 URL Type Count

No data available
4

2

2 3pme SlBl e sl e i e s ol i s ol 5 Mulnerabilities (z
G el @ el Gt Skl Al View details 5, » SIS L 55d o cd &S
SIS slee i (s s 01w (TOp vulnerabilities) el cun js aoled il db g s

g p o (Sl el g Ol s s e S

Vulnerabilities

Number of vulnerabilities in past 7 days Top vulnerabilities
Vulnerability severity

Vulnerability ID Severity Total detected
B sign- 83% CVE-2011-3402 High 4
i / 7 e CVE-2014-0541 High
Affected CVE-2011-3414 High
Endpoints . Low: 0%
CVE-2010-0194 High
View Details
: CVE-2013-3197 High
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(Compliance) glo)lw asls o 9 Il cow )a e umbg L0

Status Security Compliance Assets

Device Control

Top device types which breached the policy in past 7 days Top 5 users who attempted to breach the Device Control policy
6 User Name Endpoint Name Count

No data available
4

2

0

Application Control

Top applications blocked in past 7 days - Top 5 users who attempted to run restricted applications

6 User Name Endpoint Name Count

No data available
4

2

0

Gl 5 bl gs) » Cupdle camss 3l IS sl (Compliance) 033 S 5o

3 gs ooenls ol Ol slaciodIS

Device Control

Top device types which breached the policy in past 7 days Top 5 users who attempted to breach the Device Control policy
6 User Name Endpoint Name Count

No data available
4

2

0

ol gl il gle oK 035 35l g4 S 5l &S S, se s Device Control (s

© by Sledbl (ol eslizal s WIFi oo 55l £D/DVD Rom «(JU zust s,ls (215) USB
V3 aS gl el spdes sla olSaus gl Al o Ll e sdalin BBt ol s T (5les st
SIS lased Cose 4 Cor e o 1y Al |y abg e IS Cln 1SS dad S S,
S ol b y2i @lp |y dad p zin &S )8 0 Sledbl Cnly Caa 53 dole b oalive
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Application Control

Top applications blocked in past 7 days - Top 5 users who attempted to run restricted applications
6 User Name Endpoint Name Count

No data available
4

2

sl 3lwdsdms 5 4l J S 4 by e Sledlbl 25w ol 5 Application Control (o
CAA.M‘)J J..AJL;G OL:«J ‘)J—:}‘)‘}‘)VJQ @w LQLAML:JJ ‘.)'ij:'&ﬁ Qb%‘%W}b JJ;L;G ‘\Sb‘

g o G (il 1y ol s s laaal gl 2l (gl P o i oS (6 8 0 Sl

(Assets) glejlw slasle yuw Sld (IS camidg &

Status Security Compliance Assets

Hardware Changes Software Changes
Platforms
All
10
5
O " Windows Lin Mac
Software Installed
Least Installed
2
e e . —,’—¥«.—r
9 328 HP L Atheros Browser BulkSender Classroom Corel CorelDRAW CorelDRAW CorelDRAW
€10 Comp. e Communicat... Configurat Profess. Spy Prof. Graphics-  Graphics. Graphics. Graphics..
W,

5 Gl Slasie Lls Olsle sl gbls 51 S sl (ASSELS) pler S o

12 e 03ln Jholes Olesle a0l Gla DS (55l 3l 5

Status Security Compliance Assets

01 0

s (Hardware Changes) (sl | cove Sl uis 4,5 8 oS o ol 5T s Assets (walf
Soo o SAS L Lgd e Cnd OIS (655 4 4 o &y 50 (SOftware Changes) SRl

53,5 e LT (5 4y s i 5 IS Sl I LS5 e S Sl
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Platforms

All

L o oslial 4 55 oS Jlale slagtean 5 Lap iy DML (i ol s Platforms (o
o0 Ol 53 oS (S 5 S Gdus) Jolo i 3lAsS 5 U Jals DMl () 35 0 ]
Al e S a1 3 eslin

Windows / Linux /) e qree JS ol bzl 5 edisisl s 5LAID 65, » SIS L
35 3l Ly oS Slasein 5 slaas 5 5l @;E&:ﬁw;\ G5 S Sl Ol g5 e (Mac

Software Installed

Least Installed v

b

1 S . . P = %
I ‘ ‘

[

328t HP 4 ey Atheros Browser BulkSender  Classroor m Corel CorelDRAW  CorelDRAW  CorelDRAW
CIO Comp. e Communicat... Configurat. Profess... Spy Prof... Graphics - Graphics. Graphics. Graphics.
w.

0 LES (555 2 odd ad slalsBle AT e (i ol s S0ftware Installed (z

5‘3*:& 03l3 u.ll.LLu 4.]9}.:}& LF’U‘JAJ‘:}“" e‘,q.ﬁ
Cewdd O35 = Most Installed Clsl 5 o 5250 (5w 5l Latest Installed 5, , SUs'L

.bjSCA.él.i):j:,i.:ngﬁS}q-a\N4.3.).3\A.Libl)uga;a_%‘_g;)ﬁ@wMS&u)\jé\r}
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Clients b ca)s

il Jlesd

Client Status (/¥

£} Adm M Support )

Endpoint Security 6.0 Total Home m Settings  Reports
Clients
Client Status Client Action Client Deployment Manage Groups Manage Policies Assets
% B e
= 4L EPS Console Endpoint Name Group Policy Domain 1P Address M
44 Default EWALLCOM3 Default Default WORKGROUP 192.168.0.187
B-44 ADGroup
WIN-ENSEU7HHOE3 Default Default FANOOS 192.168.0.50
ESI-PC Default Default FANOOS 192168012
ASUS-LAPTOP Default Default WORKGROUP 192.168.0.190
EWALLCOM3 Default Default 'WORKGROUP 192.168.0.187
EWALLCOM3 Default Default WORKGROUP 192.168.0.187
nnnnnnn or Nafaulr Nafaule o

"] Show endpoints within subgroup

lew Status

3 oS den CodS WilE e amie cpl 3 s e Ol | el Candy S
Sl Ll 5 o o oo 15553 53055 pU 655 2 SIS Lol edalin |y ol glaey S
FalS b i Sledbl sl e Default 55ty o 8 a1 65 8 O 43 54 30 Gla 5 guelS
S p odd Jasl 108 cvlw (GIOUP) ccdl OF 520 cidS &S a5 5 (Computer Name)
S Kb ool (IP Address) il .ol (Domain) «uls (Policy) o5 5 L s of
Installation ) .z x5 «(StAtUS) G55 I L 5 3T cuns s (MAC Address)
s (Virus Database Date) L5 &=t (Product Version) cou!l J swams 4 (Status
S a Olge gay » SIS L s e wll Jisu opl s (Last Scan Date) Sl oy, =1 &b
VIEW  (saaSs (555 SIS 5 wodls Cobsl L 5,5 s el 5l e bl o b
Show computers  «,;8 o585 S5 L 38 e &l abg e CoMS 31 S oledibl Status
A3 S o o Sl 05 S 15 e la CdIS g4es WithIN sUbgroup
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2 J9Saw Cgussl Jus SwgS 1 oslatiwl & sloisl

Client Action 5w (o

1350 o S aio il 3 WS (6, 2 ) LB Cllee

£+ Admin Settings M Support ? Help 3 Log Out

Endpoint Security 6.0 Total Home m Settings  Reports
Clients
Client Status Client Action Client Deployment Manage Groups Manage Policies Assets

Scan
Scan Endpoints

Update
Update to latest virus definitions

Tuneup
Improve performance of endpoints

Application Control Scan
Determine Authorized, Unauthorized and Installed applications in your network

Vulnerability Scan
Scan for vulnerable applications installed in your network

(B [8)[D (kL

Note:

» Some client actions are not applicable for the clients installed on Mac and Linux platform. Please refer the Administrator Guide for more
details.

sy dlpl Ol o dled (Sl 5 ol s 1 LEaDIS as ol 5l Al5 o amio (pl )3
35l 35ms 55 BOO 0l Sl

3ol 5e o dalsme 4l e ST Ll s sl oo oy so S350 s w0 LIS Jluis s Aol b
(Gl OF Slosssn @ phl Lsh dalss o e 5 o358 Joate 63 & e S S ol
led ol |y CedS Slayis s sies 3 el 3Ll e

Ord b LB bl il wgr Lss ol S oS Sl as S LK wilg e 4K ke
Al g bl s Sles 5 G e ot SIS

23 Ll Cossdee Jlesl 5 DS S g5y p eld sl glaasl Sl IS S s s
Al San 593 ol 5l S Csli Jlasl & 50

ol Ble s 5 ol lms slaoolls S 51 S 2158 beidS (g5, (S S s Sl
33,8 o Il s &5 5 IS Slags iyl 4lS o) ol an o

Sope Sl GSUl s bl U (ileang Glesisn (oSl UGl izes

213 g 80 Do 4y el gl 55 el (5 sael 4
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Scan
4“'-’~J§U'l‘ sz)ﬂ&.:.lSl._».)j.idn oslaul Hﬁd‘)‘)ﬁb ob)" u%%&@jﬁjjciw‘ LE‘J'.’

Aoled (Sl 5 ol ab g e 05 8 511 B 550 SIS Wil 5 e 45 550 0 5L Gl o2

Scan

Select the computer(s) from the list below and then choose an action to perform.
To perform manual scan on selected client computer(s), click Notify Start Scan. You can also change the scan settings by clicking on the Scan Settings.
B>

B4\ FEFSERE [J] Computer Name Group Policy Domain IP Address
A\ Default [J EBRAHIMNEJIAD-M Default Default WS2003 192168294 2
[] ZAKIZADE-HOSEIN Default Default WS2003 192.168.3.124 =
[] S-SEYEDPOUR Default Default WS2003 1921683129 |
[J ESMAEIL-MOALLE Default Default WS2003 152.168.3.140
[J ESMAEILI-HASANN Default Default WSs2003 192.168.2.163
[ JAVAN-DABIRKHAN Default Default WS2003 192.168.3.203
[J AHMADI-ALIASGHA Default Default WORKGROUP 192.168.2.158 ¥
| >
[ Show offline clients
[0 Show computers within subgroup
Scan Settings Notify Start Scan Notify Stop Scan Stop Notification

Aoled i 1y sy ge 5 aeslS IP L b il o oYU e anr G2 b

48 s 1, Show offline clients «, 8 560 slacods 2l <l

I, Show computers within subgroup «. ;3 o535 .5 3 355 Gl jselS 2l sl
Aoles S

Al e i LB SCaAN SEtings asss 3 b 5l Sl Slades

Aoles SIS 1 Notify Start Scan wass ab g e 5 sl Sl 51 o Sl g2 Iyl 1

NOtIfy 4aS> RN ;::J§ ;ﬂ:%j;’.a A.E‘,.l]c %%6})ﬂ&§¢w‘ CJL;.L«.G .L:.A‘j?'-&&gé)}.pjé
33,8l oS 4 b 5 s B aS SUUs Stop Scan

StOp XD B J..:.,\j.?d» v\.i‘ oL d% u.{.w‘ ;,4.3)5 li 9 @J‘;’ )jlwb dLﬂ)‘ J‘ aS ‘_;)M DLl
33,5 Ui gt o s Jlu ) B s SIS Notification
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Update

Select the computer(s) from the list below and then choose an action to perform.
To update Quick Heal on selected clients click Notify Update Now.

&

B2\ T [J Computer Name Group Policy Domain IP Address.
& vekin [] EBRAHIMNEJAD-M Default Default WS2003 192168294 2
[ ZAKIZADE-HOSEIN Default Default WS2003 192.168.3.124 %‘
[ S-SEYEDPOUR Default Default WS2003 192.168.3.129
[J ESMAEILI-MOALLE Default Default WS2003 152.168.3.140
[J ESMAEILI-HASANN Default Default WS2003 192.168.2.163
[J JAVAN-DABIRKHAN Default Default W52003 192.168.3.203

[J AHMADI-ALIASGHA Default Default WORKGROUP 192.168.2.158 ¥

Select computers with out-of-date Quick Heal
O show computers within subgroup

Notify Update Now Stop Notification

w38 Gl 51l e s ol (6558 1y ol S Slenssp dnlE bl s e 0 ST L
J:..:'Lu salazal

Ly edid 55 b iemelS 4o ol sSelect computers with out-of-date Quick Heal

.JJSL;A g..)b';:}\

“aS3 ol Guy p KIS 5 L5 S s bl S Llacads sl L Notify Update Now

LS o gz |y lyis s ses Jleyl SStOp Notification
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:Tuneup

el plomil B s g 0l nal Ga b Sl s 3 S 55 5 Sl aee

Tuneup

Select the computer(s) from the list below and then choose an action to perform.
To perform Tuneup on selected client(s), click Notify Start Tuneup.

B-AL[EPS Console [ Computer Name Group Policy Domain IP Address
A\ Default [] EBRAHIMNEIAD-M Default Default WS2003 192168294 2
[[] ZAKIZADE-HOSEIN Default Default WS2003 192.168.3.124 =
[J S-SEYEDPOUR Default Default WS2003 192.168.3.129
[J ESMAEILI-MOALLE Default Default Ws2003 192.168.3.140
[J ESMAEILI-HASANN Default Default WS2003 192.168.2.163
[J JAVAN-DABIRKHAN Default Default WS2003 192.168.3.203
[J AHMADI-ALIASGHA Default Default WORKGROUP 192.168.2.158 ™|
i | >
[ Show offline clients
D Show computers within subgroup
Tuneup Settings Notify Start Tuneup Notify Stop Tuneup Stop Notification

Lol b ol plil LB aaSs pl gaop SIS L gileane ol STUNEUP Settings
535 (6 ey L1 el g5Lust «(Disk Cleanup) w1y cledbl 3Lst 5 b 5l gsleang
Defragment at ) o (s3llely 53 Jolo ptowr oge sla L6 oS 35 5 (Registry Cleanup)
ol plil LG (NeXt boot

s SIS IS a4 (g3l g £ ses Sl :Notify Start Tuneup

LBl G EdIS NS 4 (gl a8 5 sz JLa ) ZNOLITY Stop Tuneup

S 4 s Jlel 1 Gl wst Stop Notification
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Application Control Scan
SIS b LS (g5 edkd ol sla sl 5 SIS Sl 4 el 1S e Sl ) 03

-'\':-il‘f ‘dﬂ;—MAReport&DU)b bOTJ‘u‘)‘;}ob‘jNJJG.)J‘)}A

Application Control Scan

Select the computer(s) from the list below and then choose an action to perform.
To perform Application Control Scan on selected client(s), click Notify Start Scan.

B4\ FEPSEERIE [] Computer Name Group Policy Domain IP Address
A\ Default [] EBRAHIMNEIAD-M Default Default WS52003 192.168.2.94 ﬁ
[J ZAKIZADE-HOSEIN Default Default WS2003 192.168.3.124 =
[J S-SEYEDPOUR Default Default Ws2003 192.168.3.129
[] ESMAEILI-MOALLE Default Default WS2003 152.168.3.140
[J ESMAEILI-HASANN Default Default WsS2003 192.168.2.163
[J JAVAN-DABIRKHAN Default Default WSs2003 192.168.3.203
[J AHMADI-ALIASGHA Default Default ) WORKGROUP 192.168424158) o
[ Show offline clients
I:l Show computers within subgroup
Scan Settings Notify Start Scan Notify Stop Scan Stop Notification

s i 1 b by Sl Sledss 1S e aeSs opl gy S L SScan Settings
Unauthorized ) pol eas sl b b ol i udl 53 45 (93,208 slaasl s Al e
Unauthorized and authorized ) e & 5 5b=e o b, «a L (@pplications
I, (All installed applications) oS (g5, » odi oai sl b, aen L 5 (@pplications
Aales 23l OF 5 el 2018 5 Sl

] IS IS 4 b sl (Sl IS @ g s Jl :Notify Start Scan

LBl G IS/ IS w0 s asl Sl i 5 2 Ll ANOLITY Stop Scan

oS 4 smaes Jla )l gl 3 s 5 2Stop Notification
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Mulnerability Scan
S0 2 ok ol gla wal 5 Sy Sy Sl bale e o (g plicanl 51 JelS 5018
Aas e I, Oracle Mozilla Apple Adobe il ol o151 p 5 cilie glacs 5 5l cds
Lok s gle dlos 5 np 1 555 SKd gl SLL ol Candy Dy 0 L5 o (S cnl L

J.:.Ll.«.’ @lﬂ)b

Vulnerability Scan

Select the computer(s) from the list below and then choose an action to perform.
To perform Vulnerability Scan on selected client(s), click Notify Start Scan. You can also change the scan settings by clicking on the Scan Settings.

&
B\ PSR [J] Computer Name Group Policy Domain IP Address
A\ Dpefault [] EBRAHIMNEIAD-M Default Default WS52003 192.168.2.94 ﬁ;
[[] ZAKIZADE-HOSEIN Default Default WSs2003 192.168.3.124 é‘
[J S-SEYEDPOUR Default Default WS2003 1921683129 |
[J] ESMAEILI-MOALLE Default Default WS2003 152.168.3.140
[J ESMAEILI-HASANN Default Default WSs2003 192.168.2.163
[J JAVAN-DABIRKHAN Default Default WS2003 192.168.3.203
[J AHMADI-ALIASGHA Default Default WORKGROUP 192.168.2.158 ¥
& | >
[ show offline clients
D Show computers within subgroup
Scan Settings Notify Start Scan Notify Stop Scan Stop Notification

5 il Kb gl g pdicws] & uS s Al e Scan Settings gy, » SIS L
50 5SS ,5 b il L b s il Sl s 6 pdianed b L Kos glacs
LS 3 s e
sl 5w Notify Start Scan a.ss s, » SIS 5 L 5,5 codls ol L v
338 o Jlsl 28 a5 Sy ol S
s Notify Stop Scan g5, 6 pd cwml Kol dul 3 g gis Juyl gl v
A4S

A5 s Stop Notification s, 5 5 giws byl 51 Gl cgr v
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Client Deployment 5w (z-

{3 Admin Settings M Support ? Help [> Log Out

Endpoint Security 6.0 Total Home m Settings  Reports
Clients
Client Status Client Action Client Deployment Manage Groups Manage Policies Assets

Through Active Directory
g Sync with Active Directory groups to deploy Endpoint Security Client.

(m o) Remote Install
LS Install Endpoint Security Client remotely.

Notify Install

Send e-mail notification containing URL to Client Installation.

Q Client Packager
Create client installer for manual installation.

Login Script
'ﬂ Assign login script for client installation.

Disk Imaging
E, Deploy Endpoint Security Clients through imaging

(=) Remote Uninstall
~E Uninstall Client remotely.

Note:

» Some client deployment methods are not applicable on Mac and Linux platform. Please refer the Administrator Guide for more
details.

S e ol L ead Bas Nl S SS AalS e a 5 addes Billas 5 4SS s S

Client Agent .= Wiy o Sy ool 5l eslixad L :Through Active Directory .
Active s, L bl g1y s ol Active Directory awals Jzs b 5l 1, Jace s
SYNChronize s«u ;S o535 g5, » ol SUS L o 5 3l o 05,5 L el Directory
sl 00 a1y als puesl g tws e b pae S ledbl 5 sl with Active Directory
el 35 L ) Sy bl Glaialy T Gamio 53 iy Sled 55 Al
e S a3 opl 3 53 el Sl eSS Ciel CoS eai 0Kl :Remote Install Ly
sl 3350 b oSy bl Gl £ Gamis 3 5 lS slasaly ool ol
S Sl OB el SO s ol Sl eslinad b il e bles & 50 s :NOLITY Install
ot 53 Al e Ja Sy S cea SO Bl el pldled Jlol 4l 0L 4 S S e
s 2 IE 5 b 11 (https://[SERVER-1P:9099/ghscan6/install.ntm) J -1 1l s

.LxLuJ?h&ﬁJS)jb obﬂw“f‘.ﬁ‘ja.ﬁ}u‘f‘ ;M‘Jb)‘uj.\a%%ﬁ
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b sl eslizad b iy cpl oo b e coss i, 5L 5 o sesle (Client Packager .¢

Gk L s BS Sail 4 o 55 1 0T 5 es S sbl ek ol B K S S ol
503 S Slss 4 5l L IS o 3 e iyl 3 S e e s glacadS 4 Hb abail-
Client Packager ;i eslical ((gslguin o3l Sl 30 vy Slankss «Jlgow 350505 €65 & w ok

A2l o

S s onl 03 A3l L) LB als e sl oS3 s e 2y, 0! :LOGIN Script e
s @als g LIS OAs 8V o 4 S S 5 p0 e b QHEPS.BAT LG
Laaly £) i 3 i Sles 5 335
Ao s rt;,;;\image Sheslial U 1y Laylsil g 5 5 35y s o oS 5,50 L3 Disk Imaging A
G4 Bl Gl s)5e 63,8 sla asl 5 Sades s 31 e A3k e Lo g Dl 4 S ]
& pll e duled ol |, Client Packager Loy ot wsl AGENt x5 o35 ol |, cidS

351 5 ea S Dse 4 e (S S el el (e 4 el Sl dpled el il
.DJ;L;O

3 ome led Gl oS g, Sl eSS MK a4 08 31 Remote Uninstall
Loy oy Sl B sl 33 5 o0 s O S5 2 U355 Sose 4 S S dme (51

Ll eslizal 4y S ol 5 K15 e e L

Remote Uninstall

Select the computer(s) from the list below and then choose an action to perform.
To uninstall Quick Heal from selected computer(s) click Start Uninstall Notification button.

Warning: After uninstallation the computer will remain unprotected. Q

[7] computer Name Group Policy Domain IP Address
=41 EPs Console

4L Default
4 8 Off

[T] Asus-LaPTOP Default Default WORKGROUP 192.168.0.136

[F] Show offline clients
[F] Show computers within subgroup

Start Uninstall = wss (5, » 5 bl 1 sy codlS el 95 (Od> gl ,
Stop Uninstall s, . i s Jlo)l 5l Glail ¢l s s Notification
s s Notification
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Manage Groups 5 s sw (3

15 edge p 1 LEMS Gt 0 8 o pde (S 2

{3 Admin Settings M Support 2 Help |3 Log Out
Endpoint Security 6.0 Total Home m Settings  Reports
Clients
Client Status Client Action Client Deployment Manage Groups Manage Policies Assets

In this section, you can create groups and subgroups to manage endpoints. Right click on any Group or Endpoint to see the operations that you can perform.

Endpoint name/IP O\ Import Export 53] csv

Endpoint Name Grou Polic Domain IP Address
E-4L EPS Console O £ P %

’»m Default [ ewaLLCOM3 Default Default WORKGROUP 192.168.0.187
E-&L ADGroup

[T] WIN-ENSEU7HHOE3 Default Default FANOOS 192.168.0.50
[T Esi-pc Default Default FANOOS 192.168.0.12
[ Asus-LaPTOP Default Default WORKGROUP 192.168.0.190
[ ewaLLcom3 Default Default WORKGROUP 192.168.0.187
EWALLCOM3 Default Default WORKGROUP 192.168.0.187
[T FANOOS-PC Default Default FANOOS 192.168.0.13

[[] Show endpoints within subgroup

2 el Sl s S a ss R e S il sl 5 s 05 S Gl
32 LS aen (55 Ly Sose 4 LS o Cod 1y b os S 05 5 oy S (o Cans oyl 553
Gl L oo onls Siuled 058 O puae GACNS w03 5 a6, » SIS L sl - Default o5 S
55l ol 1 Add Group 5 es S el SIS EPS Console g5, 5 ol 055 sl
L& Drag & Drop 5 beodls st L L(FINANCE St sl 5505 1 5,5 el 0 palh (5o 2y
03,5 eSS oy deas ad ) i s S Al e (558 SO s il JUiSH SUD) S 055 w
Al o Move 1o Group < 8 Cbsl 5 e b cidIS (35 5 ol SIS

G 28 dlesl 055 cnl oo 2 b ol Sla) 50 05,8 3 LlidIS sl 5 sl 51 e
SHS 05,5 o 2 oIS Clw Jlasl gl 555 12l 65 5 GlacadS 3, » ol el
bl 1y st atle 3 51 &S zalew o550 (g5 515 ol 1, Set Policy w8 5 e 5 e,
Sy S e Lk s dalst oLl 0T a4 aalsl 3 S OT sl 1 e (OIS Sl Jlasl oS 0

Dpdige oy led 5 gl a8 ey S el g ) SIS

Aled 8Ll sy 50 058 w05 S 5 G Wil e /A Group

338 el s, 05 S ADelete Group

Sl e i onl 5l S b oas AReName Group

G 5S 13581 3511, LeadS cud Ll 0 oS 5,5 o SImport from Active Directory

S e eslanad 43Sl 3l ol 55l

b osliad wu S pl Sy Sl 4 Lol el ol gl SSet Policy
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2 J9Saw Ciogussl Jas SwgS 1 oslatiwl & sloisl

Manage Policy i w (2

Sl edge 1 LIS (108 Cnlis o e i oyl

{3} Admin Settings M Support ? Help [> LogOut

Endpoint Security 6.0 Total Home m Settings  Reports
Clients
Client Status Client Action Client Deployment Manage Groups Manage Policies Assets

In this section, you can create different policies as per your requirements. These policies contain client settings for different groups within your organization.

Add Delete Import Export
Policy Name Groups Access
B pefault Default, 116 more Default

S |
QL‘.:E;:W.:ﬂxf@c;,}pugﬁg%w;ﬁ;&h@\ﬁwp@Lﬁfq)wu:su.wbs

Al Gos p SISL AL e e BB s ) s Sl SIS Ja S S e s S
Aol il ol Aol s b

(SIS ol 03331 JAdd

8 clw i cDelete

s 4 S Ol OF 3133 oS (8 ol Sladas 03 S sl cImport

3 s a0 Ul b s olniy gl LIS Cnlew Sl 05 S sl SEXpOIt

2503l ialed L amio U doles SUS A g5, 0 b 059580 sl

{3+ Admin Settings @ Support ? Help [> LogOut

Endpoint Security 6.0 Total Home m Settings  Reports
Clients
Client Status Client Action Client Deployment Manage Groups Manage Policies Assets

Add policy settings

Policy Name:

Client Settings Schedule Settings

-

[ Let clients configure their own settings
Aarled 35l 1 dnled sbml dal s o oS ol oL Policy Name =, s
Schedule Settings ; (cods oluks) Client Settings & . o 53 Gl amiv

A2l (sl Dlo)
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Client Settings <& y

AL e LIS el ol ledas Jald S e
o Sy kil Sy S opl &S S5 o Adet clients configure their own settings
G S pens e o3l LT w5 ot ol S aze Sl Sl (oIS ol ) s glazdS
S sy Sy il K g8l & s oo il axdls CoS gl Sl s el
Sleaas 4 obs XS Jlasl DS 5 1 Glais 28 3155 pdy o0 S0 s S

338 o s PP S

Scanner Settings

{3} Admin Settings M Support ? Help [> Log Out
Endpoint Security 6.0 Total Home m Settings  Reports
Clients
Client Status Client Action Client Deployment Manage Groups Manage Policies Assets

Add policy settings

Policy Name: [

Client Settings Schedule Settings
v
™ Let clients configure their own settings

Scan Settings » Scanner Settings

Email Settings Select scan mode:

@ Automatic (Recommended)

External Drives Settings =
& © Advanced

IDS/IPS Select the items to scan:

@ Scan executable files

Firewall
Scan all files requires more time
Web Security Scan packed files
Application Control Scan mailboxes

: Scan archive files
Device Control
Archive Scan Level:

File Activity Monitor
Select action to be performed when virus found in archive file:

Update Settings
. Select action to be performed when a virus is found: | Repair v
Internet Settings

General Settings Virus Protection Settings
Load Virus Protection at Startup
Display alert messages

Report source of infection

Silecraction s Bespedformed whera virus s ouril: papete——
Scan Uyl isw dibe sdaline LB oS i S cilie gl Jisn Cor Caas o

g Jli 1y s s o oSl ol Settings
Automatic (s, » 25 i Cose 4 dS 338 b e Sl S amio glanl o
Advanced - s 1y g mie o Ko LlS e bl Ose s il . (Recommended)
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o2 L oo« Select action to be performed when a virus is found ¢ «. 3 sl s
S e 1y OF (s SOl o S ol e ol Sy S 3L Repair o,

b (SKip) L G, (Delete) Gis wls o s glaay S

Virus Protection Settings
Virus Protection Settings

Load Virus Protection at Startup

Display alert messages

Select action to be performed when a virus is found: Repanr

- |

oo 4 5l fm 53 b S oawS pl 81 sload Virus Protection at Startup

338 o 1l 5 8L CdIS e 53 s ST S5
3phign 0313 LIS S 4 sllasl gla ply (030 Jb &) 50 5 cDisplay alert messages
osns Okd Iy o 5 2Select action to be performed when a virus is found

(SKip) i 0 of 5L 5 (Delete) i (Repair e |51 oSy 58 Kook Cladlows Lo s

&S s

Advance DNAScan

Enable DNAScan
Enable Behavior detection system

Select Behavior detection level: | Moderate

(Moderate: High in detection of new threats with few alerts requiring an action)
Submit suspicious files

Submit files
[F] show notification while submitting files
wiby o5 (DNASCAN) Ll psl aih e iy oSl 0 b Sladas oy opl 5o
L;)bu)\nymjpuJ...a }gc%b)b ML‘@LS‘L“’J&J"L";)‘:‘)

.ﬁ@ijjjﬂ&&bswﬁ:);'-LSLQC,JJ%MLSJJ}J

335 o dld Joa S 5SSl slolss a8 opl 035 S L sENable DNAScan
S 4 e o s DNAScan . oe cEnable Behavior detection system

358 oo b (s o] oS ol Q:ﬁ&;l{.nﬁdﬂw
) ol sl il et mla Wil e 25wl s 2Select Behavior detection level

sl S Sie bl 4 JaSu S dadgr b el S S50 L SSUDMIL suspicious files

35,8 oo Jlyl 50T g a8 J151Y 4 Bb sl S a8 cpl 5 il
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Jlyl pa 3 il S a8 ol 81 :Show notification while submitting files

Sy o3ls 0L S a4 play (S S gl L

Block Suspicious Packed Files
Block Suspicious Packed Files

Automatic Rogueware Scan Settings

Enable Automatic Rogueware scan

Disconnect Infected Clients from the network
[F] when non-repairable virus found

When suspicious file found by DNAScan

Exclude File and Folders
List of files and folders to be excluded from scanning

Path Include Subfolder ~ Excluded For Add

Delete

G s b Jb a5 555 0 o se 4 S onl 035 S /Block Suspicious Packed Files

3 S s sdens S ke (Packed) o

S esps B @e S pl 03p S oy s JENAble Automatic Rogueware scan
s S e Sl S Dy e

BB oS 555 0y sy s ooy Jb auS ool 81 AWhen non-repairable virus found
""’de"d";&r‘i)‘ 53 31 S LUl cdils e

SSie LB oy sy i S ool ST AWhen suspicious file found by DNAScan
255 o b S 5 S S SIS bli sl osd Iy e S S DNAScan L. s

Exclude File and Folders
L_v. E) (OJ.«-: LSJS LsLh J._v'lﬁ J‘ LSJL.‘.""'J J.«.’Lﬁ) oéﬁ oIRS 6‘)‘3 45 J".'.)“: &Lﬁ 4..5:‘3.; L_v. Lﬁ J’.‘.b Jf‘

S e b kb aly e L8 3 Sl sy Ll bl &8 ol w5l Lol o aiy

G 53 A o35l 5 bbb s Of (05 SAAD) 0oy 5l e doled climal 00 Sly s
S b Sl 1y s g0 5l b BB ol O pae slaciydIS b 1o

climal @ by o Sl U515 oo 45 355 e o3ls Sialed (5o s A waSs g5, » SIS 5l w

.ln.iLm.; C)J QT DL ‘) QJ...;:
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Exclude item X

@ Exclude Folder
@ Exclude File
Enter folder path

C:\Install\

Include Subfolder

Exclude from:
[F] Known Virus Detection
[FIpNAScan
Suspicious Packed Files Scan

Behavior Detection

OK Cancel

kb aal= o 315 EXclude Folder a8 ais climal (Sl 511, gl ady dslss o S
S oot 1 Exclude File a8 aus claal | ol

S e 3l i cpl a1y ks se s s e ENTEr Tolder path

OF oS opl 0oy S b ols ady o3 lls ady S 55w 5o ZINclude Subfolder
_J;S&WOLU\J-:H)L&AJ};JU

335 o ascie slimal 5l se i ool s sEXClude from

OS5l Sl ek wtlis gla g g aes @S ol ase S L cKnown Virus Detection
s S e el

33,8 o e iSu ool 53 s, 5e UL a s 5IDNASCAN 5, pae “DNASCEN

S S (gl At gla b Sl 5l oA bl sSuspicious Packed Files Scan

eSS b, el 5l ol Ll ABehavior Detection

£xclude Extensions

Exclude Extensions

Specify the file extensions to exclude its scanning by real time virus protection.This is to troubleshoot performance
related issues by excluding certain categories of files that may be causing the issue.

Add

Delete

Ly 2 L PO A5l o Mo S slial oSl 51 ol BB Gl g Al g5 o i pl 3
Add 4aS3 035 5 b 53 b dglas sl G oSl 511 (55 o)l 4l 05 L gy Nie) ol

Aol 3l 1 ol gy Ll 55 e
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Default
Note*:

} Please refer the Administrator Guide for details about settings which are applicable as per the platform.

Save Policy Cancel
Al S 5 S I SIS e 4 S e Sl o s sDefault

bl e 5 03,8 SIS 4aSs ool 635 2 b ol ol 035 023 sl SSave Policy

Besesls Al ‘_;“-cn’ Silw o w3 53 Cudb ge ruﬁ.
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Scan Settings

Email Settings

External Drives Settings
IDS/IPS

Firewall

Web Security
Application Control
Device Control

Update Settings
Internet Settings

General Settings

Email Settings

Email Settings
» Enable Email Protection
Enable Trusted Email Clients Protection
Enable Spam Protection

Spam Protection Level
O Soft

® Moderate
O strict

[] Enable white list

Email ID Add

[ Enable black list

Email ID Add

Default

35,8 o ool Slilows O b s 43S o) 035 Jé ENADlE Email Protection

LS 5l chibls 40 S ul 05 K5 L sENaAble Trusted Email Clients Protection
25,8 o s (OUtIOOK wle) tedas foo!

358 o D30 el 5 sl Slablows 4y S ol 035 Jlas L sENADlE Spam Protection

(S0ft) o3 U154 ol (ST 235 5 Cbli= mhaw Sl 2Spam Protection Level

S o e |y asL (Strict) e b s (Moderate) Law g

S oled e L5 oo Ly s ool 5l (g e a0 S pl 05,5 S L cEnable white list

.;J;ﬁts@ms;)\)Huktotﬁm)tw“mwwlgu

S oled s W15 e 1y b Lol 5 sl e 40§ 00l 05 5 S L sEnable black st

.J;@#JJMU)'JQ)%)JPE& M\Q\j&gbl@jeﬁwwl L;J
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Scan Settings

Email Settings

External Drives Settings
IDS/IPS

Firewall

Web Security
Application Control
Device Control

Update Settings
Internet Settings

General Settings

External Drives Settings

.,\.J:L:L;Au;-)bdu aKZmJu.{.w‘b.‘oyJﬂ C)Lm:k.ﬁ Jnu&mw‘

External Drives Settings

Scan External Drives

Autorun Protection Settings
Enable Autorun Protection

Mobile Scan Settings
Enable Mobile Scan

Default

Gl il b il Jlasl s 4 A2l S5 a5 pl S 5,5 5 SCan External Drives

S o T STl & o8l IS5 55 g 4 a5 USB

o3l 5 otd Jle Ol 5T chislows il S 4w S opl 31 Enable Autorun Protection

s e |y sl gls alasl= 5l 0l 5T ol 5 gl

« PC2Mobile LU Sl Sis S opl 055 K5 o5 5o £Nable Mobile Scan
S S 6 AS o SaS ol (Shus onl 20,5 0 JE el 0nl b Lo 05 S e glacidS
3038 Sl s Jeol gls il 5 Jolo s Slews s @ Bl fobge 58 655 2 cma sk

Lled S 0T 6y 31 S5 5melS 5 hilige Sla us s adS
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IDS/IPS
30 (LIS 4 s s S 4SS eSS b S e SWS e s IDS/IPS {b s
IS Wadis 6 Jsl i 53,5 Gbly slanim & 3585 5 Sl sl 51 gl 5 43,8 13 s
2B b elsen B 6ol 5 0 sl 4 bl 1 sl e bl S sy 2 WS L Ml
o o eSS S, IDS/IPS 5, pl 51065 S e oslited s LT 51 s Sn 30 00 5L DS (55,

..>.>J§do.'>jjijaﬁkw-L§|ﬁldugj>'uj;§j§:.p6u)l:é)o.ul&»Q)j,ay)e;;

Scan Settings IDS/IPS

Email Settings Enable IDS/IPS
Detect Port Scanning Attack Customize

External Drives Settings =
Detect DDOS (Distributed Denial of Service) Attack Custom

IDS/IPS ¥ Action to be performed when attack is detected
Firewall Block Attackers IP for |5 | 2| Minutes
Web Security Disconnect system from the network (only in case of DDOS and Port Scanning attack)
Application Control Display alert message when attack is detected
Device Control Default
Update Settings

Internet Settings

General Settings

335 o Jws IDS/IPS S35 458 opl 035 Je L cENable IDS/IPS

LS o S s 0T 5l 5 plelis 1) S e s oSl oles cDetect Port Scanning Attack
Ll = Slms sla g 5 IP la sl 5 Clablne haw 315 o CUStOMIZE (55, » SIS L

JﬁL«.;w;)wab—Ob;

Alp oo chiles 5 plubs sDetect DDOS (Distributed Denial of Service) Attack

ijfdodwH;w‘daf&;bwjﬂ)&"ouc)}s&bw

S plulid p8oa 3 a5 Laall .S ZAction to be performed when attack is detected
238 o0 S R 53 28 o0 5o

4ids 4 Gloy Sde gl L wrlee IP s sl il e i s ABlock Attackers 1P for

.Lﬁl.u Pp Wi

Disconnect system from the network (only in case of DDOS and Port Scanning
Sheadls bl wony oSl 5 DDOS aoles 55 o80s 55 il S w8 cpl S| sattack)

::jfdncb&w

& olie gl (e 5 s L Display alert message when attack is detected

g g o3ls QLS )8
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Firewall

Ji‘f"‘;a O.:.AJ‘ .Jdbjfu.o LS e L')'l‘ s baceodis RIS J.;Jﬁ&:._s')s d\jﬂ\é @ Lﬁf CJL«.:.E.S
SL L ey sy SiS Gl 1) sy cldr Jas 0 by B8 e sladss Sl esliad
LS

Firewall

Enable Firewall

Level

@ Blockall (Block all Inbound & Outbound traffic)

© High (Block all Inbound & Outbound traffic excluding exception)

@® Medium (Block all Inbound & allow all Outbound traffic excluding exception)
@ Low (Allow all Inbound & Outbound traffic excluding exception)

Display alert message when firewall violation occurs
Enable firewall reports

Enabling this option will generate reports for all blocked connections. If the firewall policy is set as 'Block All' or
'High' then firewall will block all connections and will generate many reports. In this case you may observe
increase in network traffic.

Exceptions
Exception Name Protocol Direction Action Add
Allow File Sharing over UDP - Inbound upP Inbound Allow ’il Detars
Allow File Sharing over UDP - Outbound upp Outbound Allow import
Allow File Sharing over TCP - Inbound ce Inbound Allow Export
Allow File Sharing over TCP - Outbound TCcP Outbound Allow Move Up
Allow access to file shares TCP - Inbound Tce Inbound Allow Move Down
Allow access to file shares TCP - Outbound Tce Outbound Allow

-

T ] »

335 0 oIS s sl 0ds e o ge 4 S opl 055 K cEnable Firewall

'”de“ SSCH IS | PR E RGN claM oo ol e ;Level

G o s o sl s Block all (Block all Inbound & Outbound traffic)
J..SGA 3 gden b L@bQ)ﬁ 4o

sl 5 «ea cHigh (Block all Inbound & Outbound traffic excluding exception)

.JJ|4.‘:.§J§)‘J:‘>;L'«.‘«.L.~‘db)bédb@‘fﬁqJSJJ}M\)@)J:'-)LSJJJJ

:Medium (Block all Inbound & allow all Outbound traffic excluding exception)
Dl S s &S LSS5 5 s S S s 503 S s 1y (635,55 I S den

LS o Sloe |y Ll 4 S
sl 5« cLow (Allow all Inbound & Outbound traffic excluding exception)

LS o sl | Ll iomen 5 9 5 9 (3000
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o s sl Jlas 4y 8 cnl 31 :Display alert message when firewall violation occurs

JsmiS 33 maizme jpo 4 Iyl SIS 3y J Spse o ;Enable firewall reports

235 o0 S e

5 s cplim (oh e Doy 43S e S pde i cpl s s pb glabiad cEXCEpTions
DHCPL&Ping OJJAJ(J[MLE‘}JICMP J.\JLOC,.MJ‘GJ.;:wjfth))QMm.d‘Ls‘fbf‘)lSﬁdfG

ey

Llg . «s (Protocol) sy, (Exception Name) .lual ol label ot s
s/~ L dnbound) (¢s5,5 Lls . 45 (Direction) cg> iL TCP/UDP/ICMP
Coxss s (DENY) e 2 b (AHOW) Slons 15 o oS (ACHION) oo, 50 pl3l sl (Outbound)
Cards G 2 SIS Ll sdalie LB asL (Off) 2l L (ON) Jli wil 5 e o5 (Status)
s T e b B s 1 o Wils e ool

Slamis @aS3 pl 03,55 51 355 e 03lital 4aSs pl 5l e slizal Uy, 05558 gl ZAdd
wly SO ol bl Jle Olge o doled Sls 8 b Slae 1) ol Soyg Llg 0 oS 555 0 5L
G, Wb Of 31 eslizal gl S o eslinal olt Sy 5l S AiS e eslital (1l O gamile 3]

:;;ﬁ@ﬁLEﬁ)oﬁ;gAdd S 2 SUS L s S i 2 jloee g0 w0 abo g e

Add/Edit Exception X

Exception Name:

® ICMP

Next Cancel

Harlad 3l sbimal gl 5 L el ;Exception Name

LTCP Wip o IS5, g kS Dbl |y IS5, g0 w0l s Select Protocol
e Jas S USS5 0 8 6l b oS Jd 1y US55 4 b 55 el 0 S1.02L ICMP L UDN
oS SIS 1 NEXE aaSs s S iy 05
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2 J9Saw Cgussl Jus SwgS 1 oslatiwl & sloisl

Add/Edit Exception

Select Direction:
Inbound

Back Next Cancel

G355 Llg e Sl 5 G AS o e | SIS Cgr ise ool s SSelect Direction
S SIS 1y NeXt aaSs e 3L g 55 2 L (Outbound) .~ = (Inbound)

Add/Edit Exception X

IP Address:
@ Any IP Addresses

@ IP Address:

© IP Address Range

Start IP Address:

End IP Address:

Back Next Cancel

sasia |y 5 5s Jlesl Wl s b Jls 26 066 &S P gla sl 2se opl s cIP Address
S s

LS S TP la sl aen (55, 5 056 ol aab K5 ausS ool S1AANY IP Addresses
258 o Jlesl conl ks e Ll

338 Jesl 0T (655 2 oy o0l e b S s 1) ol IP G Lais 1l 55 e cIP Address

S o s 096 Jlesl gl TP 30 O il K5 ao S 0l 31 0IP Address Range
by s slaals s 1, (End IP Address) oul IP .51 5 (Start IP Address) gars 1P ool

Add/Edit Exception X

TCP/UDP Ports
@ All Ports

Use Comma(,) in between to

© specific Port|s): enter multiple ports.

@ PortRange

Start Port:

End Port:

Back Next Cancel

i dhesl BT sy 2 Wb Jls b 056 S 1, Lo, i ol s ;TCP/UDP Ports
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(ol L5 o LT L DS oS ey g aen S5y » 056 ol il K au S ol 81 Al Ports
..>.>J§dadl.«.9|
G 2 1 oy Al o S13) S eslizal g ko glultr sl () LIS 51 s S Jlesl

Cygr S o s 050 dlasl Sl 1) Sy g e sdome SO il S S opl S POrt Range
Ly NEXE 4aSs s doles 5505 4b 5 e slaals s 1, (End Port) oLl o5, 5 (Start Port) &
S S

Add/Edit Exception

Action
@ Allow

| @ Deny

Back Finish Cancel

wDeny 5 Js; 055 sloms e & AOW sl &8s o131 ¢ 55 oS 1S e (s Ll s JACTTON
LS 5L ol P L s s a e dal o ST Sl e ) 035 Slme b Glae
S ol |, Allow

335 Jlesl 5wl Js, b oS SUS FiNish wss g5, 0 Ll s

338 oGl ab g e Uy aeSs cpl (Ga) p SIS 5 balimal dsd Sl el s s, ol L cDelete

Aaled eslizal J g ol 3 el 3lo M3 &S e g, 5l il e aeSs ol 65, S L clmport
s S e Jyy 5l olds SO Wl e S cnl s p SIS 5 Jay b L G ol L EXpOTT
S sl sdsee oas Ol 3 b s gla J S sy 2 1 Ll

L VL L da Gl Cu ol Al e aeSs pl sas SIS 5 el psds J, bl L AMove Up
U,Z'ALS‘) d)) st:—‘ C«jjj)‘ Jﬁa‘js‘-;a 1S U'i‘ 6})]_’&.:15‘5 o‘PJJ d)) u%‘b:Move Down

Aaas
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Web Security
s lacole s as 505 el gl Clitlbws (gile Jled 35,8 o pnd O el ise ) o

Al HlE sl s el glacole 05 S e b s sis
Scan Settings Web Security

Email Settings Browsing Protection
Phishing Protection
External Drives Settings

., To exclude URLS from browsing and phishing protection, Click on Exclusion Exclusion
IDS/IPS

Eirewall Display alert message when website is blocked

Web Security * Web Categories

S [ Restrict access to particular categories of Websites
Application Control

Exclusion
Device Control Carseony Seus ‘
o
Update Settings Agvertisements dnd Pop:Ups [ Alow [ ]
Internet Settings Alcohol and Tobacco | Deny "
General Settings Anonymizers [ Deny
Computers and Technology m
||
Block specified websites
[J Restrict access to particular Websites
List of restricted Websites/URLs
URL Block Subdomain Add
Delete
Delete All

Enable Web Security reports

Enabling this option will generate reports for all blocked websites. In this case you may observe large number of
reports depending upon the web usage.

2 0L 5l e S S w g Shsse bl Sl o Wb L :Browsing Protection
LS o bl o3 I glacole Ll 5

Scid 5 lls S glacule b 35,8 o cxge 4w opl 035 K5 Phishing Protection
NEEPWAE PN W)

S s Socid Sl Sl ol ol 515 e aeSs ol g5, SIS L EXCIUSION

Cole K sdalin dad )8 5 L& Display alert message when website is blocked

Spdoesls Juled cowlie et (’L:i. 3ls |y el 350
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Web Categories

A2l o
Llg e a8 ol 0sp S L Restrict access to particular categories of Websites
OLes Status oy s B 0l ol ssdoe [y b Culass 5l ol (gdy ats 4 oo s

o 0S5 il S5 SIS L el gy azees OF O3 gt e e SLLs L T

jdbﬁjbu\c.\.’.ﬁ)
A xS Slos o g e w1y Cansy Al
Jos 3l eas 058 gas S Lobt Cole Wl e weSs ol sy SIS L sEXclusion
i 3 A ol b G o (6l sl ol aen Tt S s 05 S O (8l ol o i
Also Exclude 055 S b syl of 5o 1, ol ol il o oS 3550 5L gl oy oSS

Aol e 0 ) cole ol gl wols ) dan Subdomains

Block specified websites

S pdes =15 Sl 3 At f\.,\Sf,é& Sl sl C)B—— Lot ks, se sl colu Aslss oo sy cpl 53
Aol

Glacole 4 ey auS opl 035 K L /Restrict access to particular Websites
338 gn 3 gdes (IS (nl 3 0l iy 5

uigl.«.}QJ.JL;;MQA.R-JEJ;)}»qﬁbuﬂ)ﬂg;;;)l}@ﬁﬁ)’ L;ochdd S4aSs 03,05 L

Add URL X

Enter URL:

g g )

[F] Also Block Subdomains

(Enabling this option will also block subdomain of the added domain. E.g. If you
add xyz.com and enabled the checkbox 'Also block subdomains' then
mail.xyz.com will also be blocked.)

OK Cancel

Soly i cnl 53 esd o LS e mes S Al e s 1 bl o3 [Enter URL
(yah00.com Stwe) .o les

S cule K gls wuls ) aes Al s &S o5 s JAlSO Block Subdomains
(Mail.yah00.com St aules 3 1 4y 5 ol eipd ol o s

O glacl s 5l 308wl Ll oS 5,50 s sENable Web Security reports

J\:.,SJL&%‘) @ﬁw‘c.&ibulﬁ): OMJ)M&&Q{L&OMW LS‘J"
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Application Control
(Application Control) Laasl , J =85 (o aSocinll fasossS b Siny 5l S
Jie Ol e 3,510 a3 JalS o 1 Ol (sl aal 035 5 50es Ol (S5 o) il s
ks Babylon b 5L L (IDM sile) 5 ol s 5hls (gl sl oo s Ll 5 o s s
ol LB e O B ol sl (S ) Sl s 1 sl ol lasil e
oslital (o3 S S IDM ale) i3l e 50 5568 sls asens 51 0108 ST 68 me o L e
S ol et Ol b, J,m8 sl ok Slouis Sl abgye o) b6 liael Osr cdoles
ol osls wll 1, (Custom Applications) i lic asl, b,me S5y acosS bl cas o oo

Al ol s S 0T G dgled e foacSa S a1y 3550 .BXE LU Al 5 o oS

Scan Settings Application Control

Email Settings [J Block unautherized application when accessed

Notify clients when an unauthorized application is blocked
External Drives Settings

IDS/IPS Application Categories Authorized Unauthorized Custom
. Archive Tools &
Firewall =
Backup Softwares =
NieDErury CD/DVD Applications
Application Control  » Download Managers
Deviee Cornitrol Educational Softwares -
Update Settings Following is the list of application under selected category:
Internet Settings Application Name Ungiithoized

General Settings

Add Application
You can also add an application that is not listed in the above list. Click on Custom Applications to add an application.

Custom Applications

s sl 5 Jm8 <l 03 5 s sl -Block unauthorized application when accessed
&l UNAULhorized) jlme e la asl sl (ol opl 03 Jled Ll K3 b S ol

> S e o Notify clients when an unauthorized application is blocked

A el g el QLS sl a e
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bl b osgls ssm s cilise gls aal, g amwes Ja ool 5 JApPlication Categories

055 O slajlsil o5 U wsls o VL -SL s Custom L Unauthorized Authorized «. $

e 15058 O puae sl i b SO ahle o8 e 3 daled (Bl b 5 Sl b e |
Harled Sl b Slme b sl SU 51 sy g 4l 5 Sl 1 5 8 0T CUSIOM w58 L s

L5 5,0 s 5o s o5 i a5 e a5 5550 sl a5 5,5 5a JCUSTOM Applications
O Wil g eals sl skl ol LU L (0 S5 D) s w0 06wl ol >) kB
b RS ey aeSs ol 033 51 ey 2 pdy Do A U apled B me a8 4 Ol 1) asl

J}JL;&J

Custom Applications X

You can add an application that is not listed in the Application Control list. You are advised to add only those applications
that are not part of the operating system or any other system files.
Add Application Delete Application
[} Application Name Application Category
-
Close

Cd Sl ol sl Sy cpl 5o, p SIS 5wl bl L cDelete Application

"’"J‘fd" e~

o oy ol 03,08 51 w358 o edlinal a8y pl 5l de a6l 05530 (<l ;Add Application

53,8 o5 asl G553 5 olsl gl 6,5
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Add Application X

To add an application click Browse and provide complete path of the application.
Browse

Application Name

Application Category | Select Category v

Please briefly inform us the reason of adding this application. This information wiil help us to improve Application Control.

-

| 1. Maximum application size can be up to 200MB.

2. Adding and Unauthorizing any application which belongs to Operating System or any other system
specific operations may cause system to become unstable.

3. Added Application will be listed under ‘User Added Applications' of respective category.

Add Application Cancel

3}2- JS)?QA[S )‘ b)]a.: S48 J{.U) oaff.\.é b BI’OWSG 405> gﬁ‘f‘ ‘_}ib u.efu‘} db}f‘ L;‘J"
1S s

Aoles 3,15 elpds g a1 aal ol sApplication Name

0P e S Ol SIS e 1yl s, 0e b o3 S 5 g azws JApPIication Category
23 by ol Al e 355 wal 3 0T S Ol 5 b S 515 65,8 O 3wl opl b S Sl
.J\:.AJrlqé‘o);w‘éj)ﬁbdj’l;s‘).).:ﬁ.})‘}‘iotherjiibo};

Ll bbb il e bl o) se s SSubmit Application metadata to Quick Heal Lab
o5 JaSesS w ) aly Doyl cle wo S opl YL e 0 deled Jl)l ey s 181N

(ko B o LU A (p) ot o0

S wlol aeSs ol 055 Loy S ced @ |y b, ZAdd Application
Blol ol @ wlp &S 1) s S Wilg o ol (63 ,0,8 by 055330 z35 3 b Sl
53 5 esls 513 CUSEOM b= 45 1y 655 0T Wily o women doled sbma e (Others See) s
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Device Control

il dales o e 1y il s emgjujlﬁlj_m,'m@s Yo 3l e ilg e i ol o3

5 bzl (Wireless) 3,15 «(Storage Devices) (silus o3 slajlpl Joli Sl caliss

Mobile & Portable ) LLse sls 2.5 (Card Readers) Lol = 5 (Interface) Laaan,

sl e o e BB s glaeidS 65y S 50 4 (CAMENA) s, 55 (Devices

jl@jﬁ%cﬁdﬁsbu%%jf)ﬁgjwdg\e-j‘jl.ﬂéu)lﬁ\.\ﬂjj&@ﬂm
2S5 bl sl azils | USB gladbasl> 5 s 26 g5, (AHOW) 225 5 0l ol laiods

Read ) iy 1) Lo il Sledbl il g ais A5 s (Block) sules eslizal e 2o 31 il s

STy i b Olesle Db Only

Z)"JJJ)L:;;}jw‘j\oJW‘é‘ﬁoM&JJL@g

33,8 Jlesl Ol s 5 ST (535 5 el (Sl (|

5523 Sa I Qs o e AULOTUN S35 (2

.;;ﬁwouxs%y Sos e s esls 5 laasl 5 (5

Endpoint Security 6.0 Total

Email Settings
External Drives Settings
1DS/1PS

Firewall

Web Security

Application Control

Select Access Policy for Device Types

Storage Devices

UsB Storage Device [l

Device Control &

File Activity Monitor
Update Settings
Internet Settings

General Settings

Internal Card Reader Bl
Internal Floppy Drive

2P orive B3

Wireless

wiF @

Bluetootn @

Interface
Firewire Bus B
Serial Port
SATA Controlier
Thunderboit

PCMCIA Device

Others

Local Printers

Teensy Board 6l

Network Share

Card Readers

Card Reader Device (MTD)

Card Reader Device (SCsI)

Mobile & Portable Devices

Windows Portable Device

BlackBerry
Mobile Phones (Symbian) £

Scanner & Imaging Devices

Camera

webcam
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Storage Devices

USB Storage Device i
Internal CD/DVD
Internal Card Reader 1
Internal Floppy Drive

zip orive @

Wireless

wi-ri @

Bluetooth 2

gl il e i cnl s Storage Device (walf
(s U zaST glasls s 25 1il) USB glaabsl~
«(Internal CD/DVD) =5 <wCD/DVD-Rom
«(Internal Card Reader) _xls dasl> slaolols
5 (Internal Floppy Drive) x5 o <lasls
Al o e 1, ZIP sla gl s

Gl ol Wilg o Jisw ol s AWireless (o

Sl &S oS s o DB 55 2 1y 2 2l
(Bluetooth)& 5L 5 (Wi-Fi) 1 ol el aoles dles! 5 55

Blocked if wired

A"".’.Jf cJ\:._v.l.a.a Jl:dﬂ& b C,u._v.% uﬂjﬂb cé.rls M 05‘3-' O D )3

L s «(Block) Lsls 05 5 550 Ol usled Ol Wi-Fi i 55 1, connection is available

Interface

FireWire Bus [
Serial Port

SATA Controller
Thunderboit £

PCMCIA Device 2

Card Readers

Card Reader Device (MTD) £

Card Reader Device (Scsi) §2

Mobile & Portable Devices

Windows Portable Device &
iPhone

IPad

iPod

BlackBerry

Mobile Phones (Symbian) £

Scanner & Imaging Devices

2,15 549 5 (Allow) 055 e

La 5 5eelS (sla bl gl Jisw cnl s dAnterface (o
Serial FireWire Bus Juli b bzl Al o o e LG
PCMCIA Device , Thunderbolt SATA Controller Port

Gl ol als iy ol s Lard Readers (z
Card ) SCSI slagl = ,lS 5 (Card Reader Device (MTD))

Al e o e LB laeodS (5, » (Reader Device (SCSI)

ol )l cwend ol Mobile & Portable Devices (s
ol b o o pde JU Sl oS @ Llse gla 558

S5 51 a8 skl 5 ssdus st blbse adge gla 58
oslizl jsduy 4 Jlasl ¢l Media Transfer Protocol

LI &V pams #1551 (Windows Portable Device) .S

www.quickheal.co.ir

Confidential - sslo j=0



Mobile ) e 5 2w S5 s 25 (BlackBerry) .U dPod.PaddiPhone il
LG (Scanner & Imaging Devices) _.s sbjlpl 5 b Sl 5 (Phones (Symbian)

Al e g e

Camera L,")‘-" 9 L;L>"-3 (»5 3 LSLA&:{)JJ a};‘ .Camera (—0

Webcam £ ML&OQ;)LNL{H}UJ;JJMJ‘GMJ‘)J

= e sl Sl il s ol sl oS Others (5

Local Printers Alloy USB > Lf“:w‘ j}j:"s‘ﬁj'i?‘ 6uw c(l_ocal PrlnterS)
TS e s (Network Share) .5 (s,1i8 1 22l (Teensy Board)

Network Share

Uninown Device Aion s el s (Unknown Device) aslisl gls olSaws 2>

335 o e Sl sl eslizad o S pl ol L cAllow
335 35deen 03 S gae OulS (gl p s Slme b Jainsge Jnl B3 sd o 4o S ool ABlOCk

Ol e Js o3 San Dl 5l 0l Ol s w8 opl ol ooy se s ARead only

LoleMbl 3 5l (6,8 sl 3 5ad bl sla oK 3505 oS (6, ) Sedlbl

oals sblnl @l eslizad LG a8 1 ABlock if wired connection is available

A el 3 sens OIS WIHFT (W 15 ety ol b et LS Jlasl oS e s il
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P UNTY I

OLzs |l 511 Jissse 08 sede OllS aen Ol 055 s b il 5 oo 4 ool ks
Gl 31 Sl i LS 0l b el s § L 5 EPS 6.0 55 LB ol Ll .l & ol
OB Al Ll 038 g ) a1 lacSiess ann Lil5 e e s Olsie 43500 pe Jis ) 5
bl Slame @t 53 035 8 Gl ) o

ulou BERE) ebjA} J.a.'la M L® b )‘J" QT CMiLJL;a |J.:;| CJEJ)‘}G w‘o— 5L<2~u.$ ula-::.:‘ LS‘J’
53) dwles e oo il ced w0 | 1 Admin Settings -> Server -> Manage Devices

(55 0 0315 s 55 4l
Add 1 55 ol oKius ol byre gl oKaas o 51 (EXceptions) 033 S g ) o

Device Control
[@ Enable Device Control
Device Types Exceptions

Exceptions in the Device Control policy Add

Device Name Device Type Endpoint Name Serial Number Access
No Records available

Note:
» Please refer the Administrator Guide for details about settings which are applicable as per the platform.
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2 J9Saw Ciogussl Jas SwgS 1 oslatiwl & sloisl

Device Control cewd 4 yd USB aldl> (8 s

ol o es L5 ADMIN Settings a-io VL

{*} Admin Settings

Endpoint Security 6.0 Total Home Clients Settings Reports
Admin Settings
Server Clients

Change Password Manage Devices Add Devices v

Notification
Following list contains devices which can be added to the device exceptions in Device Control settings.
SMTP Settings
‘ Enter text here .
Manage Devices » =
Redirection Device Name Device Type & Endpoint Name Serial Number Authorized

No Record ilabl
Manage Users o Records available

General

S me s sSwi pdil 4 1y 555 USB 1l il s aaSs opl 65, » SIS L 2Add

Add Device

Serial Number:

Manufacturer:
Size: 4GB
Device Name: [

O Make this device accessible only within your corporate network.

Enabling this option will make this device inaccessible to all other system(s) that do not have Endpoint Security
Client installed. This helps to prevent data loss as users cannot access the device on any other system outside
your corporate network.

Note:

1. You can add only one device at a time. If you have multiple USB Devices connected to the system then remove
all USB Devices and attach only one USB Device which you want to add.

2. If you are unable to add devices through the web console, you may also use the Device Control Tool to add
devices.This tool is available at the location given below on the EPS server.
Path of Device Control Tool: <installation folder>\Admin\dcconfig.exe

3. In case if you are accessing the web console on Windows Vista, then please turn off 'Protected mode' option
in Internet Explorer.

OK Cancel
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:Make this device accessible only within your corporate network
3 ealizad CuliB 5 3 daly Jbs Olosle 453 5oy » e el ool k3l Jd oS opl S

(el &5 w5l .8 ) s 1 Kos sls 0K

AL NTES b Sews 2l s LU 2dilG

g.,...a.'aﬁm.ﬁ)b aS J....Zl.kad Sk s S u‘i‘J’-‘ ML:J.: )‘ oslaal 4USB alasl>~ J‘f‘ QJ)}‘ J<i'> ob
AEL o o mws 3 ‘.}.:A&.:US

R Quick Heal Endpoint Security - Device Control

This tool will help you to add Removable USB Device which can be managed under Device

Control. You can add only one device at a time. If you have multiple USB Devices connected

to the system then remove all USB Devices and attach only one USB Device which you want
to add.

Click on Retrieve to see details of USB device attached to the system.

—Device Details
Serial Number: 058F63666438

Manufacturer: MULTIPLE
Size: 8GB
Device Name: [l

[] Make this device accessible only within your corporate network.
Enabling this option will make this device inaccessible to all other system(s) that do
not have Endpoint Security Client installed. This helps to prevent data leak as users
can not access the device on any other system outside your corporate network.

add | [ Close

s S 4l ol

\Quick Heal Installing Path\Admin\dcconfig.exe

sle

C:\Program Files (x86)\Quick Heal\Endpoint Security 6.0\Admin\dcconfig.exe
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Data Loss Prevention
ol Sledbl ciS S Sl gl &S 558 e e Sl sl ST e DLP
L ol 31 ot 4 6le e SleMbl s LIS aan G opl 3,8 o 513 eslinad 3550 Slesla

Lled o Dy e 5 1S

Endpoint Security 6.0 ot

aled Jud 2 b Jas 1, DLP =G sl 5 0 iow cnl s Data Loss Prevention (wa/f

Data Loss Prevention

Data transfer through various channels can be monitored and controlled. Select the channels and data that you prefer to be
monitored from the following settings.

Enable Data Loss Prevention

O Display alert message when data leak is attempted

255 K5 Lb ay S | DLP as s Js sl » sENable Data Loss Prevention
ClS Gl W ose s Display alert message when data leak is attempted

bj.& K u.llil.‘u wl.w <=L*.:.1 (oledbl

Gl S BB bl Jusl 5 s gladbls iy ol s Data Transfer Channels (o

Data Transfer Channels

[ Disable Print Screen

[] Monitor Removable Devices

] Monitor Network Share

[] Monitor Clipboard

[] Monitor Data Transfer via Application/Online Services

» Applications
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amio 3l (g,l5 0 sas O PriNt Screen S5 0s 5 s e L Disable Print Screen

L .\A‘y Jj.l......n)'j.\.'..ij.la.;;ujb U‘:".'-L“"

5 sl (USB gl 2l wile) Sazlis S sla,lpl sMonitor Removable Devices

g e d RS

Gk 5l aS ol Sl men 5 bl Jusl 5 & 4,8 e cMonitor Network Share

Gl e oMbl fols) Ol 4o e oLl Paste 5 Copy « S » AMonitor Clipboard
Jj;‘.:.';l.n (D)le) C,:ej.n abasl~ BE (sl ;".'.J"J AJLAJ.>=A Sl d‘j& @ ﬂ)ls .1:...,-:‘5.7 aS ujbw\ K]

St

Jasl 5 J& «,8,» ‘Monitor Data Transfer via Application/Online Services
ol b IS 5 sl Rl sl e T Sl 5 Lalsdle e 51 Olesle eS|
W) feal Sy e glaaal x (CHrOME iile) s S5, glsl fols ST Sl 5 Lalsble
5 6a ost e olas (Yahoo Messenger b)) ol el 5 o lalle (Outlook
L) e 5 sl glals (Google Drive Client asl) LG 56T g i8Szl
b (GoToMeeting

53 13,8 5525l DLP Luss w5 e oS slaile s slaesls LCONfigure Data Settings (z

s S e S Sy 5 S i ol
Configure Data Settings

Select the data to be monitored through the channels selected above.
File Types Confidential Data User Defined Dictionaries

] Monitor File Types
Select the File Type(s) to monitor through the selected channel(s).

[] File Types

» [ | Graphic Files

» [ ] Office Files

» [] Programming Files

» [ Other Files

Actions

@ Block and Report
Report only
Default

Note:

» Please refer the Administrator Guide for details about settings which are applicable as per the platform.
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Sl s T (gas a5 5 LL Calises ol Wl o Cend cpl :Monitor File Types
sla Lb word ) gylsl sbal gla LG (PG sl SIS sla b gl A bl J e

sl e suile s olszl LB (ZIP ) 6,8 5 (C dSle) e sl

ol A BB e Dse 4 ide ol 5o b sl LB s S cConfidential Data
s oledbl 5 (Credit/Debit Cards) L glace, 8 wledbl lls Sledbl ol ol
sl e ozl LB &S asl . (Personal)

555 Ol wle s 5 wla Sledbl 51 LI5S e AUser Defined Dictionaries
iy gl XS 3 3l e Bl 0T 505 1 eles LIS 5 03 pad iy m (513805 K
o3lizul A5l 5 » Admin Settings -> Server -> User Defined Dictionary (¢ s 31 s 25

Aolad eslanal ba g 2iSSs (a‘.)SJ,A)" Ll o i ol 5 a6 i a5l da S

53 eddih ,m GaelS S Sose 3 il S oawS ol 81 AMatch whole world - -

355 Sl S ol TGI8 o 13 (6,85 o A3k 4l ol Ll s (28
238 0 68, 5 A3k sle L aedS G slesl b eyl s adds’ S

33 el Gy 5 S S 5 S il S5 au S pl S S5 s /Match Case -

55 el e e

Aled S 13 p o o Doy peo e e SlalS (g5, 5 aS Bl LS e i cpl s SACTIONS

- 03 el s AU Sl (g isln 5l adS SO S Jo50 03 (AsS and Wl5 e e Ol w

Juml i85 s b s (Block and Report) sl Jle,l 2158 5 ssdems | O Sse 50 jsee
(Report only) wls Jlo,l 1 oledl
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2 J9Saw Ciogussl Jas SwgS 1 oslatiwl & sloisl

WA (G g S W) $%

S b 3l il S o e L DLP i 4 b e slags S0 Wl oo i cnl o
ol o es 15 ADMIN Settings i VL

£} Admin Settings M Support ? Help > Log Out

Endpoint Security 6.0 Total Home  Clients  Settings  Reports
Admin Settings
Server Clients

Change Password User Defined Dictionary

Add Dictionary || Import Dictionary
Notification
User Defined Dictionaries can be created or managed from here which will be monitored through Data Loss Prevention Settings.

SMTP Settings
Dictionary Name Description No. of Words Actions.
Manage Devices
User Defined Dictionary *
Redirection

Manage Users

General

S bl 4 dr (6 S0 G Al e aeSs ol (g5, » SUS L 2Add Dictionary
S LS

Add a Custom Dictionary

!

Name: MySensetive
Description: All Sensitive info
Add a Word: Add
Dictionary Content: = ailapme e Delete
Confidential
OK Cancel

s e 3l il s i b el s ol s 4 Sl 5 ZDeESCIIpLioN
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300503 O s sl BT s bl & wle LIS s opl s JAdd @ Word -
S o SIS A (555 5 350 L aedS KL A s S e
53 S 8 Wl gu, » DLP ol 13 o8 (6 220 olds «od cDictionary Content -

Dl oals Olis e O’J

Ll @S i bSO el Gl s doled i (IS0 ki S e Lo s AUD
Ju“..i‘w.: Jles abﬁJb
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File Activity Monitor
Sheslizal basl o Sledbl cuul o pde sl Sy 5l S (FAM) LG el Kol
Aoled Loy |y LAJiLé Clled 43;_).& Al 5 o Jssbe o

3 e Je FAM U3k a8 0l 05 5 K5 L cEnable File Activity Monitor

(B g5 i cnl s sSelect File Types and Events to monitor within drives
3l e et BB 553 e Sl LT 555 2 FAM oS (5 e 5 it 5550 e

glal it (Delete) i~ 5 (Rename) ol mxs (COPY) (oS Jols L L6 (5, » e
ssle g bl LB Ly et (ol (sl (s ke sla B asle LB il
53 3 Ly O3 sla L6 55 5 (CUStOM Files) LGt slag s i a5 OISl poman Aol o
Al ety 6 (CIN sl
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i gaSaw gl Jus SeugS I eslatiwl gy sloasl

Endpoint Security 6.0 Total (Beta)

elp

Home m Settings Reports

Clients
Client Status Client Action Client Deployment Manage Groups Manage Policies Assets
Modify policy settings
Policy Name: Group2_policy
Client Settings Schedule Settings
™ Letcliems configure their own settings
Scan Settings File Activity Monitor
Email Settings [0 Enable File Activity Monitor
External Drives Settings Select File Types and Events to monitor within drives
1DS/IPS Monitor /| Removable Drives _| Network Drives Local Drives
All Events
Firewall [Cory. Renacis] Dajerd] v ¥ e Monitor Only Delete Activity
Web Security All Files x x
Application Control All File Types e
Device Control ~ Text Files |
Data Loss Prevention doc
File Activity Monitor  » docx (i
Update Settings odt
Internet Settings rif
General Settings o™t [
» Data Files ] 1
» Audio Files ] ]
» Video Files = ]
» Image Files (] |
» Spreadsheet Files | |
» Database Files (] ]
» Executable Files =} |
» System Files ] ]
» Compressed Files | |
Custom Files (+]
Files Without Extensions =) 7
Exclusions
%Windir%\Temp\ d
2:\System Volume Information\ =
%Windir%\SoftwareDistribution\
?:\Users\*\AppData\Local\Microsoft\Internet Explorer\
?:\Users\*\AppData\Local\Microsoft\Windows\Temporary Internet Files\
%programfilesd\
o v 2
Default
Note:
¥ Please refer the Administrator Guide for details about settings which are applicable as per the platform.
Save Policy Cancel

S35 p sl Al o aS 1 S b s Ll da s Lol e i ol s EXClUSIONS

Al edd e b3 3 Gy s dle) W e 51 (53MaS dyled (S 3 05 plnil L

Confidential - sslo j=0

heal.co.ir




Update Settings

Qs Sl Ol WSk e sy Ky BB iyl s bacedS Slagss s ollks
Do Shoiag Cupde Oladis s S e e Bl 03 Sleoiag sae e 5 sl
2 g (5 Sy sl 3 )y Sy L

Scan Settings Update Settings

Email Settings Enable Automatic Update

Show update notification window
External Drives Settings

Frequency
IDS/IPS ® Automatic
Firewall Q© As per schedule
Daily Start time: ) .
Web Security Y | Hrs | Mins

Application Control Repeat after: b . M

Update Mode
QO Download from Internet

Device Control

i »
Update Settings ® Download from Endpoint Security Server

Internet Settings O Download from Specified Update Servers

General Settings

Cogo 4 b SN Sleyis e auS opl 03 Jd oy s cENable Automatic Update

2,8 o g S0

g b Sl oMbl oy il S ay S ol 81 :Show update notification window

S eoenls oles Sleyis s
s o i ol 3 il e | SIS Sy, il o3k SFTEQUENCY
'>'>J§L5‘° uma.’v‘ )lS.))P- S g & LQC,.«.;% JL#J‘)‘}JJ JLAJ a)Lv .‘AutomatIC

5 by Wlg e 1) Lo Sleyis, il Jw ao S ol 31 JAs per schedule

Aled $ el
Awled s Al e 1y Sleyss 5T csle cDaily Start time
Aaled and 550 ol 53 Wilg e 5o | wils, sle,ds e 1SS JRepeat after
33,8 o e Sl S e ol s cUpdate Mode

Sl e S edS Sleyss e il olbssl 4y S ol 81 sDownload from Internet
..s.sjfda (¢l>.=§|) 5 5lls
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3 bacads sl obasl 48 ool 81 sDownload from Endpoint Security Server
J\...S‘fﬁ C,\.él.LJJ b .)j} g}"l'w)))fg”ﬁﬁ'\"‘J)J““
Sl &lp s 5sm <okl K 31 :Download from Specified Update Servers

Lps abl

LacodIST Sl oo b 5 Al oo un ST (g5Illely Slayig s me plior &S Sose o
Aol Gds L bwl= Down 5 Up Delete Default ¢la auSs 51 eslazal L1,
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Internet Settings
G a5 oS B bl s el STy 5L 4 Ll (sl edlS S e 53
Aoles o 50y ise opl sa 1y ST Sledas 5 pd Jate 5l

Scan Settings Internet Settings

Enable Proxy Settings

Email Settings
A Proxy Type: HTTP Prox: X
External Drives Settings - 4 =
IDS/IPS Proxy Server: 192.168.2.1
Firewall Port: 8080
Web Security Authentication to connect through firewall or proxy server
User name:
Application Control
P £
Device Control Bssword
Update Settings

Internet Settings  »

General Settings

oles S 1y oS opl (S, 055 Jé gl Enable Proxy Settings

HTTP Proxy wiy s ooSly A oo pasiie Cwnd opl 3 |y S|, 55 cPTOXY Type
sl SOCKS V5 L SOCKS V4

S sl i opl 3 1y s e S [P e psT APrOXy Server
b}":’@ JJ‘JQ':"""Q',‘.‘)J Lf'“S‘ﬂ o .‘POI‘t

sae &S S,se s ‘Authentication to connect through firewall or proxy server
53 1, (Password) | ,e 5., 5 (User name) . 8 ol sls s 5l 4 5l dIs 2B L ST,

Aoled sl s ol
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General

S5 5l 3 NS s ges Sladss i ool 53

Scan Settings General
o : v i i i
Email Settings Authorize access to the client settings

5 & Enter Password:
External Drives Settings

Confirm Password:

1DS/IPS
Firewall Enable Safe Mode Protection
Web Security Enable Self Protection

[ Enable News Alert
Application Control

Device Control
Update Settings
Internet Settings

General Settings  »

Sleddas & oz gl AL Jles 40 S ol S1 ZAUthorize access to the client settings

S AL e g ey SIS

Aaled syl 1y S S oS gl ks se e e, cENtEr Password
dules 3551 g 30, Isame 2CONFirm Password

23 e (Sl Ol 3 g w8 cpl 035 Jws L cENable Safe Mode Protection
s o dals) 3 gt Chable 4y JAS S s 0 d:j Safe Mode -J-

655 a iy pn s 3l eSS sl Jb 4w S ol &S 5,5 s sENADIe Self Protection

g e onls Olas 8w ayllsl 5 Lt o =T cENable News Alert

Jole s Save Policy ¢y, » ol o83 ol Ll s
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Schedule Settings
Llg e i ol el aiiles ledits g S 4 b ol o e Sl pss S

Al gl 1 6l cal Sl (gl ang s ol J xS dacadS Sl

Client Settings Schedule Settings
v

Configure schedule settings

ClientScan * Client Schedule Scan

Application Control nable Schedule Scan

Tuneup Frequency: | Da
Vulnerability Scan Start A Jj Hrs | & ~_ Mins
Repeat Scan
Every: | 1 Hrs

Notify if client is off-line

Scanner Settings
How to Scan
® Quick Scan {Scan Drive where Operating System is installed)
© Full System Scan (Scan all the fixed drives)
Select scan mode:
® Automatic (Recommended)
O Advanced
Select the items to scan:
* Scan executable files
Scan all files (Takes longer time)

Scan packed files

Scan mailboxes

Scan archives files

Archive Scan Level: | 2

Select action to be performed when virus found in archive file:

Select action to be performed when a virus is found: | Repair

Antimalware Scan Settings

Perform Antimalware scan

Select action to be performed when malware found: | clean -

Client Scan

S AS cpnd LIS e i ool s AL e SIS Sl giiley w by e s pl Jol S e

..L;Lu'Lh%‘))\s&lfﬂjﬂj@Gﬁ&&ﬁcuﬁu@bjdue‘)jé)b

Al K5 b au S ol Sl sasley 03 5 Jwe gl sENnable Schedule Scan

G LIS e Sl Gl eys S e e pl s WIS e 1y Sl LSS s dRrequency

Al S b 4l O
oSl SIS 5 (Start Aty LT ol wst Daily o0 o (Sl Gl p &S Sose s

S e L (Repeat Scan)
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335 ens AL 5 (Weekday) s 55, st Weekly Sais Sl 05 5 3
Sl g mmbie Gl $3b1 sl T cads S eNotify if client is off-line

338 o patie Jido ol o3 Sl wledas sScanner Settings

Antimalware Scan Settings

33,8 oo e S A Sl Slaks i ol s
dal gt |l SIS g5y ol Ao sl S 4o S ol 81 Perform Antimalware scan

3l ol pa 55 45 Il sSelect action to be performed when malware found

Al (SKIp) s o b (s3Lsk) Clean wis o fae cnl 355 o s bl oo ol
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Application Control Schedule Scan
DSl g s pasia Ol o Bl il 1 b asly oSl Wil e Sl ol o
Unauthorized ) jles & 5 jlee sls b, (Unauthorized applications) ;i & slaast
(All installed applications) ..s —.ai sl wl,, g4 (@nd authorized applications

Ll

Client Scan Application Control Schedule Scan
Application Control [J Enable Schedule Scan

Frequency:
Tuneup 9 5Y;

Start At: D 0 -
Vulnerability Scan ! | Hrs | C Mins

Repeat Scan

Every: 2 Hrs

Notify if client is off-line

Scan and Report
@ Unauthorized applications
O Unauthorized and authorized applications

O All installed applications
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Tuneup Schedule Scan
""’qu“ el shley Jgl s s ..>.>J§da e e ol s ole 4 O.i..\.d‘ Chsle

Client Scan Tuneup Schedule Scan

Application Control [ Enable Schedule Tuneup

Tuneup * Weskday: Monday,

Vulnerability Scan StactAt: g o) Hrs |0 _| Mins

Repeat Scan

Every: | | - | Weeks

Notify if client is off-line

Tuneup Settings
Disk cleanup
Registry cleanup
Defragment at next boot

silw dia Dlodaii
3,8 o plamil S s5LsL ADisk cleanup

B3l e Sy g (8 e $3WSL AREQISTTY cleanup

e 53 Sadns wgs 3 et S ML (g (g3l L3 :Defragment at next boot

335 o e S e Gl e 5 3 g 8
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Vulnerability Scan
Ghble) phinl Cand 55 .ol gdiley 5 s by BB i ol s gl el (S

.::deauaéhi.a

Client Scan Vulnerability Scan
Application Control [ enable schedule Scan

lnenn Weekday: | Monda

At i
Vulnerability Scan *» Shli = . Hrs Mins

Repeat Scan

Every: | | Weeks

Notify if client is off-line

Scan and Report

Scan for vulnerability against following software vendors:
® Microsoft applications and other vendor applications
O Microsoft applications only

O Other vendor applications only

Microsoft ) s slacs b 5 by Slo sla wal 45 4S8 s Wl 0 o3 i5w L3
Microsoft ) sle, Sl sls b, Lis (@pplications and other vendor applications
(Other vendor applications only) s slacs & sls b, Lis L 4 (@applications only
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Assets

Sheslamal bl o N )5S G sl Lo sS 50 5 sla Sis 5l SO sl S e
LS allae 35 Ol ol lesin 5 513l slaale e adS 515 n 1T Ol OIS o
LIS aen Slasis s «ol33le 5 el Bl ot wale S 3155 e I3l cal 5l ealiz
5 GRS o 68 e aSl Sos wSS s L 3 S 6L SIS ete 5 peime g 4 )
ey e Bl LS (6o ol Bl S

{*} Admin Settings M Support ? Help [ Log Out
Endpoint Security 6.0 Total (Beta) Home m Settings  Reports
Clients
Client Status Client Action Client Deployment Manage Groups Manage Policies Assets

In this section, you can view system information, hardware information, etc. of EPS Clients. Please select the client and click on View Details.

Endpoint name/IP Q

B-i\[EPSConsole Endpoint Name Group Domain IP Address Operating
f“\ Default ASUS-LAPTOP Default WORKGROUP 192.168.0.173 Microsofi
sl Group2 ESI-PC Group2 FANOOS 192.168.0.12 Microsoft
EWALLCOM3 Group2 WORKGROUP 192.168.0.100 Microsofi

NOVIN-4F5007EDC Default FANOOS 192.168.0.5 Microsof

WIN-ENSEU7HHOE3 Group2 FANOOS 192.168.0.50 Microsoft

< m »

[F] Show endpoints within subgroup

View Details

FamelS Sl WIS WSl 5 e VieW Details wass 05,08 5 sy ¢S g, » SIS L

J:..{L«.’Caﬁl.i)b ‘)J.E.}b)jﬁ
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View Details X
.

Csv

System Information Hardware Information Software Installed Updates Installed
Computer Name i
EWALLCOM3
Domain/Workgroup
WORKGROUP
Operating System details £
Name: Microsoft Windows 7 Home Premium Edition *
Version: 6.1.7600 Build 7600
System Type: 32 - Bit Operating System
Manufacturer: Microsoft Corporation
Local Users Accounts T
User Name Type Last logged on Account Status
Administrator Administrator 24 Feb 2010 (14:19:40) Disabled
E Wall Technologies Administrator 21 Sep 2014 (09:13:25) Enabled

Sl pl il o alae LB 25 pl 55 et el Lol SSystem Information
&5‘9) dlﬁ) ‘V.Z......:...u S 2 ol astlw 6f)5 6Laul......> cJ.ALG r.:......:.w C)L:jf cdwls cﬁﬂ\g rl.a JALL

Bl o p (RS OAL el 5 O

View Details X

=l Csv

System Information Hardware Information Software Installed Updates installed

System Manufacturer

| »

Gigabyte Technology Co., Ltd.
System Model

m

G31M-ES2C

Main Circuit Board
Board: Base Board
Processor

Count: 2

Vendor: Genuinelntel

Name: Pentium(R) Dual-Core CPU E5400 @ 2.70GHz
Frequency: 1700

Memory
Physical: 1.99 GB

Virtual: 3.98 GB -

sdalie LB ise ol 5 e golplesn LS eyl Hardware Information
LA.J‘ @L}- LCPU CJLPW‘ cJ)ﬁ)bLA JJ.A 9 dl‘.’.j"‘"’ ch.A ¢W b.Jq)Lw J.AL:: C)Lﬁw‘ w‘ MLL;‘
ddos Q)ls 4&.;.9‘J§ Q)ls Slasein ‘U"‘ﬁl‘-’ cuﬁbb b‘)T 6@ 9 Cacﬁj.lé Q‘ﬂﬂ 9 &.‘..:J J)LA ¢RAM

AL o s 4 Joate sl Sl 5 ale s S elS Sledlbl
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View Details X

& csv

System Information Hardware Information Software Installed Updates Installed

Name Publisher Size Version

Microsoft .NET Framework £ Microsoft Corporation - 4030319

Microsoft SQL Server 2005  Microsoft Corporation - - (=1

Mozilla Firefox 30.0 (x86 en- Mozilla - 30.0

mssilk version 1.0.0, plugin  linphone.org - -

Nokia Suite Nokia - 37.220

Notepad++ Notepad++ Team - 65.1

NVIDIA Drivers NVIDIA Corporation - 110

Microsoft Office Professionz  Microsoft Corporation - 14.0.4763.1C A
< . »

SleMbl ol pon 4 LIS (555 » odkd b glaslsle 5 oS :Software Installed

.L.ZL;J edalin &G&uw‘)bwc{)u‘g&ff)bﬁ\rf‘)‘ &Lals

View Details X

B v
System Information Hardware Information Software Installed Updates Installed

Name Publisher Installed On

Security Update for Microsoft Silv - Microsoft Corporation 10 Jun 2014 (08:50:57) i
Security Update for Windows 7 (k. Microsoft Corporation 19 Aug 2013 (05:58:34) =
Security Update for Windows 7 (k' Microsoft Corporation 19 Aug 2013 (05:58:31) [
Update for Windows 7 (KB26612¢ Microsoft Corporation 19 Aug 2013 (05:58:27)

Security Update for Windows 7 (k' Microsoft Corporation 19 Aug 2013 (05:58:18)

Security Update for Windows 7 (k' Microsoft Corporation 19 Aug 2013 (05:58:14)

Update for Windows 7 (KB27612. Microsoft Corporation 19 Aug 2013 (05:58:11)

Security Update for Windows 7 (k' Microsoft Corporation 19 Aug 2013 (05:58:08)

Update for Windows 7 (KB27290¢ Microsoft Corporation 19 Aug 2013 (05:57:49) Al

sdalie LB s cnl o3 beleqtean 5 l3dle s Slasssn 45 a ;Updates Installed
A2l o
@)Uon&ij‘Mﬁ&‘uﬁG&y\Sd})ﬂwMjffhd.uizﬁ-jd.g@)}.p):.'44':0
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Settings
o oleli pl a8 sl opl bl e ds el SO 0580 tiles W3y Jise ) sls an S

LACM;{% u‘fu“*:iw-:ni C.:éb BE) .JJ;@ JL«P‘ 05}3.3 u‘"“" o}ﬁéﬁws&u%% X3

Endpoint Security 6.0 T Home  Client:

Settings

Modify policy settings

Policy Name: | Defaulc ]

Client Settings ‘ Schedule Settings ‘
-
Configure clients settings

Scan Settings > Scanner Settings

Emal Settings Select scan mode:

Automatic (Recommended)
© Advanced
IDS/IPS Select the items to scan:

External Drives Settings

* Scan executable files
Firewall 2 ) )
Scan all files requires more time

LR [] Scan packed files
Application Control [] scan mailboxes.
[¥] Scan archive files

Archive Scan Level: [ 2 ~

Select action to be performed when virus found in archive file:

Device Control

File Activity Monitor

Update Settings

Select action to be performed when a virus is found: | Repair > ‘

General Settings us Protection Settings

Load Virus Protection at Startup
Display alert messages

Report source of infection

Select action to be performed when a virus is found: | Repair -

Advanced DNAScan
Enable DNAScan

Enable Behavior detection system
Select Behavior detection level: | Moderate  ~
(Moderate: High in detection of new threats with few alerts requiring an action)

Submit suspicious files

Submit files

Show notification while submitting files

Block Suspicious Packed Files

Block Suspicious Packed Files

Automatic Rogueware Scan Settings

Enable Automatic Rogueware scan

Disconnect Infected Endpoints from the network
[ When non-repairable virus found

[ When suspicious file found by DNAScan

Exclude Files and Folders
List of files and folders to be excluded from scanning
Path Include Subfolder Excluded For Add

Exclude Extensions
Specify the file extensions to exclude its scanning by real time virus protection.This is to troubleshoot performance related
issues by excluding certain categories of files that may be causing the issue.

| Add

Default

Note:

b Please refer the Administrator Guide for details about settings which are applicable as per the platform.

Save Policy
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Reports

) r

3
Endpoint Security 6.0 Total Home  Clients  Settings

Reports

View reports for the EPS Clients and Server.

Client Server Manage

Virus Scan ¥ Generate Reports

AntiMalware Scan
StartDate: | 25 Dec 2014 G End Date: 31 Dec 2014 E
Web Security
:| Al G v | i : | Chart v
Tuneup | Group Name ‘ roups | Endpoint Name: Report Type: | Cha ‘
Device Control Generate
lication Control ]
App =l PRINT
1DS/IPS
Firewall Virus Scan Incidents
75
Vulnerability Scan
64 64
File Activity Monitor ‘
Asset Management s
34
31
27

25 1 23, ]

o | Ut L] ‘J ..J Bl

Y 5 Y S S iy

"ow\ p’x&\ ‘gpgi rf;\ ‘Qrﬂs ‘9@\
® 7 ki ? » X

osrs Sl 4 b s Sl ol W LB el ciliie gl 2,18 Client zs s
«(Web Security) < <.l (AntiMalware Scan) ,iplu s Sl «(Virus Scan)
«(Application Control) «t . Jzs «(Device Control) i, J s (Tuneup) sileage

Sl el Sl (Firewall) Jis 6 (IDS/IPS) s o 358 51 6,80 5 olobis e
sl o jmws BB 25 ol s (VUlnerability Scan)

BDyd e e OlS W bl s Jyl i s AGenerate Reports
g% 20U Start Date

Ll 6 sENd Date

055 ¢b ;Group Name

AL J Ll e 4S5 seels oL LCOMPuter Name

S oMbl S 4 b (Chart) glsse Llg o S 1S ¢ ‘Report Type
L (Tabular)
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Server

NG g“JLa- B u"JJ" codalio J;B

Endpoint Security 6.0 Total Home  Clients  Settings

Reports

View reports for the EPS Clients and Server.

Client Server Manage

Eventlogs » Event Logs

Start Date: 25 Dec 2014 E End Date: | 31 Dec 2014 E Category: ‘ All =

Generate |

» ~
®DELHE &PRWT & £sv }' .PDF

Date and Time Category Message

31 Dec 2014 (08:45:14) Information Administrator logged in. Q‘
31 Dec 2014 (08:00:02) Information License information has been updated.

30 Dec 2014 (08:00:02) Information License information has been updated. ‘
29 Dec 2014 (09:04:52) Information Administrator logged in.

29 Dec 2014 (07:59:59) Information License information has been updated.

28 Dec 2014 (08:39:52) Information Administrator logged out. =
28 Dec 2014 (08:00:02) Information License information has been updated.

28 Dec 2014 (07:48:26) Information Administrator logged in.

27 Dec 2014 (13:57:19) Information Administrator logged out. @\

5}:’.":[;" O 9o Ol S u.:‘ ul;;b‘ 9 u&)‘; ul;:’.ﬂ La Z®DELETE

.J\AJL;oCSV Lg—_;ﬁ (oS> O‘-" S S*SL.,:E..CSV

|
515 34 g 4aS Q—i‘ S S“lgb.u;)b{ ul;— OISl =8 print

-FDF

bﬁyjbbpdfa)qudz-)f:
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Manage

2
Endpoint Security 6.0 Total Home Clients Settings

Reports

View reports for the EPS Clients and Server.

Client Server Manage

Settings » Settings

Export [J Automatically delete reports older than ‘ 60 > ‘ days.

Delete Reports [0 Automatically email reports for past ‘ 7 ~  days to the following recipients.

Email Address (For multiple email addresses, use comma in between)

Email Frequency

Day: | Monday - | at|os00

Select Reports to email

"] Server Reports
[] Clients Reports

[] Virus Scan

| AntiMalware Scan

["] web Security

[] Tuneup

["] Device Control

[] Application Control
] 1DS/IPS

[ Firewall

["] Vulnerability Scan
["] File Activity Monitor
["] Asset Management

Save ‘

Note:
To receive report emails, SMTP settings must be configured in Admin Settings.

Settings

el plsil LG Sl S o e sl Sladas (Jl i s

Gy Sl e 5 03,5 K L JAutomatically delete reports older than ... days
L5 S o S S Oley Dde Sl s s 55158

Ll » sAutomatically email reports for past ... days to following recipients
| asie glajs, sl @ bg e 518 OS5 Sops w0 S AS aS (o5b 1) s S 5 L)
LS e

ke Alg e () LS LS e sl ise cpl D3 |y dae el sl EMaIl Address
S M e S e
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taled e 35 o Jls] Jral 0 &8 2018 658 Ails 0 SIS s 008 S L
Device Tuneup Web Security AntiMalware Scan Virus Scan
Vulnerability Scan , Firewall ADS/IPS Application Control .Control

Export
4 IS Cose w by et Gy esl o ) s e sla 518 Wils e i nl s
S ol s
N e e

Settings Export Reports
Export reports to PDF.

Export » s
Select Criteria
Delete Reports ® AllReports

O As per below criteria
Start Date: 11 Feb 2014 E End Date: 18 Feb 2014 B

Group Name: | All G P Computer Name:

Select Reports
Server Reports
Clients Reports
Virus Scan
AntiMalware Scan
Web Security
Tuneup
Device Control
Application Control
IDS/IPS

Firewall

EEEEEEEEAE

Vulnerability Scan

o
B
<1
-

Delete Reports

Client Server Manage

Settings Manually delete reports
Export @ Delete reports older than | 60 v | days.

Delete Reports O Delete all reports

Select Reports
Clients Reports
Server Reports

Delete

A3 5 Gl s 5,158 (e Sl e 1w Delete reports older than ... days
L 518 wes i cDelete all reports

335 o et i opl 3 Gl g s 5,158 Ol SSelect Reports
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L3 5 Gl laewds gl s ,158 AClients Reports

L5 8 Gl s sl 1S SServer Reports

S e B e (218 4aSs cnl (595 0 SIS 5 G 3,0 Sl L cDelete
SV s b Ul 53 s s 3 e JaeS 4 &l s slaslletl 5 b Ol
53 Y el sty oLl s loe Gl gL sla STl 35 Ste) LT e 3 Sl 4 amio
Oloy Sde aayls |l 4 5l 5 sl odd &l Gl p bl Gl Ldr S g e ASL e L2l Jb-
by S Sl eV aldad 51l el Ol IS sl el edlld Sla s ptn &S Sl Vb

(...) Sl
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Admin Settings

ls 1 S S B sSeii s bl el o pde Sl S ol o
Change Password

{*} Admin Settings

Endpoint Security 6.0 Total Home Clients  Settings Reports
Admin Settings
Server Clients

Change Password » Change Password

Notification
SMTP Settings
Manage Devices
Redirection
Manage Users

General

The Quick Heal Endpoint Security server is password protected to prevent unauthorized users from modifying the settings or
removing the client program from the endpoints. The Quick Heal Endpoint Security setup program requires you to specify an
Administrator password. However, you can change the Administrator password from this page at any time.

0old Password: [
New Password:

Confirm Password:

Apply

S a e | ) eSS S (S s o AlS e S ol e

S 35l 1y Ld e 50, [NEW Password

S 35l Tsdome [y o pee 30, 2CONFirM Password
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Notification

Email & SMS Notification
Gl Sy Soly b el ok Sl el bttt Sl dbl 4 b e lekis i cpl o
et ke bl g Sl b ool b S a5 e el syt 61155 e

Server Clients

Change Password Email & SMS Notification

Notif > Select Event for which notification should be sent
otification

Notifications to be sent
TP il
SMIESettings w Virus Infection and Virus Outbreak
Add Device Events Email  SMS
Redirection Virus detected on clients |

Virus active on client =
Manage Users

|
Virus outbreak in network | [
General

b Intrusion Prevention
} Device Control

» Application Control
3

Update

Install through Active Directory

Clients

-

License related

Configure Email & SMS for Event Notification Configure
Number of sms left ag Buy Now
Apply

bl ol ausS ol 055 K5 L sSelect Event for which notification should be sent

-5)*-:& @L”JCW‘M){J"QW‘LSL“"U%J) bbﬁ‘&)ﬂ)b‘gom Jles

338 oo s e sl oo 5 Sl eDIB1 gl sl s Notifications to be sent
A2k Email) Lt b s SMS) Kby 5 b 51 L5 o Sl O

33 e 5 Sl ot 4 by Sl e AVirus Infection and Virus Outbreak
el g Sy BB i ol

bl 4 s gLl LEidS (G5 2 sy S Fose 2 2Virus detected on clients
WO

e bl 4 il b LeadS 555 2 mans S oo O 2Virus active on client
s

S 5 gt Al 55 LS ($5) s S oo 2Virus outbreak in network
Aol o5l 1 35 £ g 0o Al 5 e Customize s, » SIS L) dw e bl 4 il

(QM‘OM&LAW@LA)OJLA?:)QMQ‘).Lq-dj)judjﬁ) J‘J.:Jd;:
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HB ise ol 55 Slme b 35k 51 6K w4 b Sl 3 Antrusion Prevention
el s S
bl 6 s glalis 2o @ slee b 358 &S S 2 :Intrusion detected on client

s s ke

Port ) &, s sl 55, <oyse 5s POt Scanning incident detected on client

A pite Bl 4 S (555 (Scanning

S 2 ol G‘)‘,S Bt JK.:‘ o )jj.s C))j—-,a DL :DDOS AttaCk detected on Cllent

A2l g Sy BBt a3 Il DS w by e Gl ¢l Device Control
Glslpl 4w zws gl SN S o se s JAltempt to access unauthorized device

A2l i S WB i ol 53wl JaS a4 by e Sl ¢3! Application Control
4 s Gl W &S Sse s cAltempt to access unauthorized application

RN B T R o IRTEER QUSSP E ST Iy

Sbe sk S MB tsu cnl 55 Gleylsn a b e Sle, bl Update

oS gl Gl Ll K e &S Shse L3 SSErvice pack is available
s e B s 335 i a8

Slesssp oS 8 5,50 5 AClients are not updated to latest virus definitions
A o e C‘J)\L\ TR P

okl Slessp ;=06 aS 5,0 s [Update Manager virus definition date is older
s pite ] AL e 3 (Update Manager) ..

JB tsu onl 03 oS als st by e Sl g :Install through Active Directory
Al e s S

Lol fKan &S Sope o :Synchronization with Active Directory failed

Ay o e gLl 05 RS L ()5S 1 5]
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Al st S LB i ol 5 IS @ b e Sl g Clients

ol cle & cads bLsyl 81 Client disconnected from the network on infection
o ke fOBN 4y 35 S alad 4SS

cde 4 oS bls,l 31 /Client disconnected from the network on DDOS Attack
s gp e oMbl 4 35 S alas oSk I DDOS ke

D e 4 s byl 31 Client disconnected from the network on Port Scan
Ay o pide fb! 4{‘»;&5 Sl

A3l e s S BB tsu ol s Y s b e Sl e3b1 dicense related

g 0313 e3b] ke 4 ¢ i sl O, 50 s cLICENSE EXPITEd

o3l bl pde 4 il Ladl Jps iy oS Sose o :License is about to expire
-3‘9*2@

S Y Gl sliaS ) el cuad S i S S5 s cLicense limit exceeds

S g 03ls C)Ma\ JUR VIRV PR

555 SMS 5 Ll w3 ool 5> Lonfigure Email & SMS for Event Notification

s b e CONfigure wass s, » SIS LS b i S Sloedbl ¢l 1

Email & SMS Notification X

Email Notification

List of Email ID's:

Add
" Edit

Delete

SMS Notification
List of Mobile Numbers:

Add
& Edit

Delete

Apply Cancel

35 Gy bl e & il Add w83 033 5 blge oslads Jues) anlis 035 5,05 L

Aol
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SMTP Server Settings
LL SMTP Server ., S p il buwg 515 5 ey b1 sle el byl sl

25,5 s S

*} Admin Settings

Endpoint Secu I’ity 6.0 Total Home Clients Settings Reports
Admin Settings
Server Clients

Change Password SMTP Server Settings

Notification Specify SMTP Host Details. All mails from Endpoint Security Server, for e.g. Notification mails, Report mails, will be sent to
following SMTP Server for further routing.
SMTP Settings

SMTP Server: [
Manage Devices
Redirection Rort
Manage Users Notify from Email Address: (All emails sent from the EPS server will have this
Email address as the sender's address)
General O Require Server authentication
User name: J
Password: ‘
User Authentication Method: | None -
Apply

Syi e 3ly A ol ;s SMTP 5 W SSMTP Server
Sy 5ol Al BABL SMTP D3 S5 w‘)JT ;Port

33 g Jlsl Gl gBL ¢ foos ool Ol 4 &S eyl sl :Notify from Email Address

ool a5l 4 3L SMTP 5 0 s 5,50 s ARequire Server authentication

S S ayS
"’J"j’u"’ 3,00 J.l.:_e Q—.‘.‘ BE 6)-3)15 rU 2User name
By 3ls A opl g5 s 5e, Password

Ao 5 gd e patede b opl s ol 3l (K 5, aze cUser Authentication Method
3L TSL L SSL (None i
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Redirection

Endpoint Security 6.0 Tota

Admin Settings

Server Clients

Change Password Endpoint Security Server Redirection
If you would like to change the EPS Server or upgrade to a new version of the EPS, you may redirect all existing clients to your new

Notification
EPS Server. All the clients will be redirected to the new EPS Server and communicate with the new EPS Server thereafter. In case of
SMTPSettings  version upgrade, the old version of the EPS client will be uninstalled and a new version of the EPS client will be installed, after the
old client communicates to the new EPS Server. =
Manage Devices.
Status
Redirection »
Clients redirected: o
Manage Users Clients remaining: o
General Settings

Server Name/IP: I

Port (Client Server Communication port)

Redirection Type =

© Redirect all clients
O Redirect selected clients

Apply

Endpoint Security Server Redirection

s s s (Upgrade) w7 0l (g sSeci bl s S L sbe S sl S
233 Ok il e bled Dy pe 3 rzmen AL e LIS () Sl a5 Bl 4 5L O
s 5 |y s Ll il g e ol i S (g, 3 Bl 5

2 e s (558 e pime Ll el LSS AVl Vaens) e as LS O s 3
s 4 At e pU L 5 TP sl e S o ad b LS 3 L5 i s e S
S5 Spso S e 3l il LS asd 53 1y Sl e e Do sl 5 —ea
G ad L g 5 s el Jie Sl Ll e 4 (ol Sl il e Sl LIS wes
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Manage Users

.,L....'I:Lsk;o C“'."J'.’.‘)“ J;LE c&)j&%ﬁ.b‘ J}M...S )‘ oS eslanul Q‘f)ls ;u.:.}r_s Lﬁ-‘ BE

Change Password Manage Users

Add User
Notification
User User Type
SMTP Settings
Administrator Super Admin Edit | Delete
Add Device .
Employeel Report Viewer Edit | Delete
Redirection

Manage Users  »

General

e i bl s Oloy 45 OF e e, 45 AL AAMINIStrator .o 5kl (55 iy e
el 0

.JJ‘JJ)};) L;:Ju‘f-.]a.bli_jﬁ.)w wﬂb&dbd‘f}&d&}ﬂ‘ﬁj(db}f‘ d&#‘

S e LSl Ld 518 035580 0 2y 4aSs pl gy, » SUS'L /A User

Admin Settings

Server Clients

User name:

New Password:

[
\
Confirm Password: [

Type: Administrator v

Save Cancel

b 3ol A cpl 53 L 6, U SUser name
e 3l Al s se 50, [NEw Password
e 3ls A pl g5 s 5e, Iaaze ZCONTIrM New Password

sdalie L s (AAMINISIIator) ,as K1y o 45 53,5 o jasteds o i g5 b cnl o2 SType
b (Report Viewer) 158 saus
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General

S asla |y Lo p bl (e o S JseS CenS plall Ole) W8 e S 0l o

Admin Settings

server | clients

Change Password
Notification
SMTP Settings
Manage Devices
Redirection
Manage Users

General

» Change Password

The Quick Heal Endpoint Security server is password protected to prevent unauthorized users from modifying the settings or
removing the client program from the endpoints. The Quick Heal Endpoint Security setup program requires you to specify an
Administrator password. However, you can change the Administrator password from this page at any time.

old Password: ‘ [
New Password: ‘

Confirm Password: ‘

Apply

b pde 5 ah3s 4 edd asiie Olo e SIS I ey sSEl session time out period

Al o ailels 4 sdome 5555 4 3L ey oS JpeS
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Client Installation
] (g S LB oS Ceal dul b 4 by e wledes (Clients) 033 S 5w 53

s )

{*} Admin Settings

Endpoint Security 6.0 Total Home Clients Settings Reports
Admin Settings
Server Clients

Client Installation » Client Installation ‘

Please specify client installation path

Inactive Client
%PROGRAMFILES%\Quick Heal\Quick Healf A

Asset Management E

Scan and Report
Perform following scan when Endpoint Security gets installed: ‘

Scan for vulnerabilities

Scan and report all installed applications

Apply

Note: ‘

! Please refer the Administrator Guide for details about settings which are applicable as per the platform.

~

L bl caal e L5 e isw ool s cPlease specify client installation path

C,Jﬁ.\.lJ.A‘j}(:l;u\J}SJAMJDCﬁ%%M‘ﬂ:aJQJVJJJ.:.QDJ.:.:.*.T

G 2 e Sl SIS 5 oSl 4 by Sl i ol s cScan and Report

el gy Sy BB LS

Al o i 5 6y ol Sl @ g el plas] 31w 2SCaN O vulnerabilities

oSl 4 55 15 e 5 emal plasl Iy sSCaN and report all installed applications

.L;La.aw L@.’I J‘ U’:‘ﬂ; gl 9 el M LgL‘N\.AL’f dad
ady e plonll Gho cnl s el s b glacdS ol ks cInactive Client Settings

b e Slwo S ol 035 Jwe L sEnable automatic removal of inactive clients
33,5 Jeame iy kil 5, « ReMove a client if inactive for w s cas asie 55, sliw

M@")TﬁJWLS))jMLS‘f‘)UIMYJwjfjbjbmx‘:"—é‘x" buTCM.LﬁJ.J‘
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s 4 Quick Heal Endpoint Security BUSINeSS i J suass asens slis,l 015l puman

Endpoint Security 6.0 Total

Quick Heal Endpoint Security 6.0 (Build 6.0.1)

Sady o S se eSS SG 05,08 L s B8 slad) b aea

™

)

m Clients Settings Reports

Endpoint Security Client, Version 15.00, Virus Database 30 Dec 2014. Update Manager | View License

Network Health

Threat Level - Normal

©

Past 7 Days v Top Attacks

I

Attack Name Type Endpoints
I-WormKido.ih Virus 5
Infected Archive Virus 4
Trojan.Agent. WL Virus 4
LNK.USB.Exploit Virus 3
Y o °. o Py
‘\./' S Worm.Conficker.Gen Virus 3
25 Dec 26Dec 27 Dec 28 Dec 29 Dec 30Dec 31Dec
Status Security Compliance Assets
Protection Connection Update
Endpoint(s) Endooint(s) Endpoint(s)
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5 e Sl B (el LTG5 slael i b coodIS slaws ol 380 s Ol uss Jlesl (6l
55 L Status S, v s License Manager « by o amin b asle SIS View License

Endpoint Security 6.0 Total m Clients  Settings  Reports

License Manager

Status License Order Form

License Status

This copy is licensed to

Company Name | r——

Product Name : Endpoint Security - Total
Product Key O ittt
Product Type : Regular

Installation Number : 8.—8‘

License valid till - 0B Aug 2018

Maximum number of systems under console @80

Update License Information ; License History

Warning: This computer program is protected by copyright law and international treaties. Unauthorized reproduction or distribution may result in severe civil and criminal

penalties and will be prosecuted to the maximum extent possible under the law.

Update License Information «.ss s, i Caris Slosssp 5 Slass Jlesl <l
doles KIS
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Client Packager _i/ oslsiaw/ (sl
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S o Ll Jame (AB L 5 4Kl s (S ST sl b 5D beds

1S eslizal 5y 55 e 5l Client Packager LG czsle ol

Start > Quick Heal EPS Console 6.0> Client Packager

I
r

-

- - administrator
- . Documents
). Quick Meal Endpoint Security
| Quick Heal EPS Console 6.0 o "

|| Administrator Guide

B3 Client Packagel

B3 Client Packager Network

@' Login Script Setup

28

Heal EP: I

2 QLl-ICk leal EPS Console P -

@ Uninstall EPS Console

4 Update Manager Devices and Printers

[ Wwhats New
b Seday Administrative Tools »
e =
St Help and Support
5 e
L wehan ~| Run..
< Back Windows Security

ISearchprogramsandfiIes @ Log off PI
|:,swt | & &

b eesls Gl 5 amio (S IS ol wl gl 1 e
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[E5 Quick Heal Endpoin Securiy Cient Packoger 3|
This utility is used to create a client installer for deploying the Quick Heal client
agent.

Naote: The installer created using this tool is used to deploy the Quick Heal client
agent, and can be used to install Quick Heal on endpoints where the other
deployment methods are not possible (such as Through Active Directory, Remote
Installation and Login Script).

& Create ClientAgent installer including Quick Heal installer.
" Create ClientAgent installer without Quick Heal installer.
" Create MSI ClientAgent installer.

(" Create ClientAgent Installer for Mac.

Select setup type l32 hit 'l

Select a group underwhich the client will be managed after installation:

| Default Browse

Specify the path to create the Quick Heal ClientAgent Installer:

_oross |
! |

The Client Packager can be used to install the Client through file sharing, Email, CD
and USB Drives.

Create I ﬁendMaill Close |

LS ol 1 o8 1 ACreate ClientAgent installer including Quick Heal installer

Py wtle a8 o liS ed eld 5 S ) s 4 ol SIS a5 ol Sl L

Lis wo§ -pl ol L sCreate ClientAgent installer without Quick Heal installer
T R I T N S R e B O L g e

53,8 o Jame SIS

MSI o jse 4 oS oal g5 S cul Sl L Create MSI ClientAgent installer

AL 20 e LYY Wl . ClientAgent f5 FOS Golers £ 55 4 dia :Select setup type

5 51 31 :Select a group under which the client will be managed after installation

A B oS s e ol 0o e S AlS e il e S s bl s e 00 el 5 e S
fw)‘w‘gobjquDefaUIt Q)ﬂbba)ﬁ.&f‘j@uﬁmJﬁbbo)ﬁdibww

%Lu}f-wt&b‘j;w‘)dic%%&j)

cauWS cxle e Specify the path to create the Quick Heal ClientAgent installer

S jaine |y, DESKIOP s 503 S BIOWSE Wl 55 o 355 o Laseie Caand opl 53 Cinel
S SIS 4aS ol (S35 2 e 5 il SIS 65 ol 5l . cCreate

el ol azb Sl 55 fees) S go 0 izl IS Ll O :Send Mall
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Endpoint Security 6.0

Installing Quick Heal Client through web.

You can install Quick Heal Endpoint Security Client on your system through web based installation procedure.
Web based installation method requires following prerequisites on your computer.

1. 35 MB of free hard disk space
2. Microsoft Internet Explorer 5.5 or later.
3. Service Pack 4 or higher for Windows 2000.

To install Quick Heal Endpoint Security Client, you need to login with the user having administrative privileges.
Click the Install button to start installing the Quick Heal Endpoint Security Client

Install

C""J:"'l‘ L b j’.'.) uw).}T L):dj) Lﬁ-‘ L Mb& LIE J‘ a.}l.ﬂ.:...»‘ Lb&:ﬂ\-l% sz)fwjfib °‘)
1S o SIS INStall wess (555 5035 5505 08 5, 5kus]

https://SERVER-IP:PORT/ghscan6/install.htm

https://192.168.0.1:9099/ghscan6/install.htm
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