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a Extracting files for installation...
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Welcome to Quick Heal Endpoint Security 6.0
setup wizard.

This wizard will guide you through the following steps:

- Quick Heal Endpoint Security Server Settings.
- Quick Heal Endpoint Security Client Settings.

- Installation of Quick Heal Endpoint Security.

- Registration of Quick Heal Endpoint Security.

Itis recommended that you close all running Windows
programs before proceeding with the installation.

WARNING: This program is protected by copyright law and
International treaties.

Unauthorized reproduction and distribution of this program
or any portion of it may result in severe penalties and will be
prosecuted to the maximum possible extent under the law.

l Next >> ][ Cancel
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Software License Agreement
Please read the License Agreement carefully.

Quick Heal Endpoint Security End User License Agreement

PLEASE READ THIS QUICK HEAL ENDPOINT SECURITY END USER

LICENSE AGREEMENT (HEREINAFTER REFERRED TO AS THE "AGREEMENT ")
CAREFULLY BEFORE USING OR TRYING TO ATTEMPT TO USE THIS QUICK HEAL
SOFTWARE.

BY USING THIS SOFTWARE OR BY CLICKING THE "T AGREE™ BUTTON

OR ATTEMPTING TO/CONSENTING TO INSTALL THE SOFTWARE IN ANY WAY,
(SUCH ACTION WILLL CONSTITUTE A SYMBOL OF YOUR SIGNATURE),

YOU ACKNOWLEDGE AND ADMIT THAT YOU HAVE READ, UNDERSTOOD

AND AGREED TO ALL THE TERMS AND CONDITIONS OF THIS AGREEMENT.
THIS AGREEMENT ONCE ACCEPTED BY "YOU'T AS AN INDIVIDUAL
(ASSUMING YOU ARE ABOVE 18 YEARS AND/OR HAVING LEGAL CAPACITY
TO ENTER INTO AN AGREEMENT ), OR THE COMPANY OR ANY LEGAL ENTITY

Do you agree to all the terms of this license agreement? I Agree

[ << Back ” Next => ” Cancel ]
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Installation Folder Quick Heal

Please select the installation folder.

Setup will install Quick Heal Endpoint Security in the specified folder.

To continue installing in this folder, click on Next. To change the installation folder either
click on Browse and select the new folder or directly type the new path in the text box
provided below.

To quitthe setup, click on Cancel.

C:\Program Files\Quick Heal\Endpoint Security 6.0

l << Back ” Next == H Cancel

Pre-Install Scan Quick Heal

Quick Heal Endpoint Security will now scan the system for viruses and system
components before proceeding with the installation.

Scanning memory for viruses.

I << Back H ext >> H Cancel l
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Unable to proceed with installation.
Endpoint Security cannot be installed on loop back IP address.

S )l il s a0l ioled plag ol el o3l olassl 0T « IP Ly il Jeb S oyl S
o Share ;s a4 wilsm b s m 5 LELIS) das olasl &b oy 53 SSlkl [P 0T 4 50557 J 1,

(ol g ns SIS

Quick Heal Admin Console u

6 Unable to proceed with Admin Console Installation.

This swstem is configured to obtain IP Address from a DHCP
(Dwnamic Host Configuration Protocal) server. Admin Console
Server Installation is not supported on the system having
Crynamic IP.

Toinstall, either configure this system with Static IP or install on
a syskem which is configured with Static IP.

5B IP 51 sy ge s 5w &S ()0 53 350 o0 b 5 i (Sl GLIP (55 1 ) 5K 5l S
O, 4 eSSkl 1P oK e B0 Syl el a3ls Jholed play ol (S oo 03liul (DHCP) Sl
s olas &.&

Selectthe Web Server.

Web Server Installation

Integrate Quick Heal Endpoint Security with:

€ 1IS Server

@ Apache Web Server (Apache Web Server will be installed automatically
ifthere is no IS or Apache Web Server found installed.)

| <<Back || mext>> || cancel |

of yor S5 5 &)y g APACHE oz (555 aas APACHE (53, T ) ol SIS s 4 5 51 S 55
L 11S Server 5 aule estinal 1S 31 alile &8 )50 o] cdoles SIS NEXE (65, 5 355 o0 e S bl L
Control Panel/Add or Remove Programs/Add or REMOVE s 51 b el i lod w555

[55,5 1 ot Tsdome by w3, el oz Components/ Internet Information Services(11S)
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Server Information QuiCk Heal

Provide the server details.

Provide the domain name or IP Address of the target Server where Quick Heal Endpoint
Security will be installed. Specify the HTTP port and SSL port.

— Server Information

192.168.0.157 |

HITP Port:

— SSL
[V Enable Secure Socket Layer

SSL Port: | 9099

I << Back H Next == ][ Cancel l

Q)ﬁ:}(Jﬁ%@)}ﬂrlﬁd)‘)ﬁtﬁ?;aubﬁﬁ ‘_;Ut @)J) )}ﬁﬁ)\&%‘s\;“bﬁf QL.;.]:J%_,A U'l‘
S o ek i | T cliph e el Lk 4 53 B8 sy 5 45 s o kil e SSL HTTP sla

Aled &S NEXE (55 51 505505 sl |y 53 oy Sp s )

You have specified [192.168.0.157:9099] as Quick Heal Endpoint
Security server and port number. Please make sure that the provided

information is correct, especially in case if multiple network cards
are installed on the computer.

Do you want to proceed?

Aol SUSTYES 4S5 65y 2 eBgd Sledbl LS (gl
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Browy:Seuings Quick Heal
Provide proxy settings if any.

If you are using a proxy to connect to the Internet then provide the proxy information. Quick
Heal Endpoint Security requires these information to register and download the updates.

—Proxy Settings
[ Enable Proxy Settings

Proxy Type: IHTTP proxy v |
Proxy Server: I
Port: ] 80

Authenticate to connect through Proxy

User Name: |
Password: I

l <= Back H Next => ][ Cancel l

N Ll 4y o s 0 i 4 G g 53 B o L3N 4 s S (ST 4 D Sl el dlo e )
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Client Installation Settings QUiCk Heal

Specify the path of the client computer where Quick Heal has to be deployed.

— Installation settings

Specify one of the following variables for setting the client installation path. If you do not
wish to use the default variables then provide the specific installation path.

%BOOTDRIVE%: The Boot drive of the system.
%PROGRAMFILES%: The location of Program Files folder.

| 9%PROGRAMFILES %\Quick Heal\Quick Heal

Specify a port number to be used for Server and Client communications and
management. The specified port number should not have conflicts with network
environment or applications.

ClientAgent Communication Port: | 5045

l 3= Back H Next>> ][ Cancel
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Quick Heal Endpoint Security has selected 5045 port for the
communication between server and client. Please make sure that this
port number is not being used on your network.

Do you want to proceed?

Authentication Qu i Ck H eal

Prevent unauthorized access.

Specify Administrator password to access Quick Heal Endpoint Security Webpage.

Endpoint Security Administrator Password
Password: [

Confirm Password: | =========

To protect anti-virus options from being changed without your permission, you can choose to
protect it by enabling password protection for the same.

Client Password
Password: | 2o

Confirm Password: | ===

I << Back ” Next == ][ Cancel l
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Summary Quick Heal

Review the summary.

Please go through the summary before proceeding with the installation.

Installation Path: C:\Program Files\Quick Heal\Endpoint Security 6.0
Web Server: Apache Server

Domain Name or IP Address: 192.168.0.157

HTTP Port: 8089

SSL: Enabled

SSL Port: 9099

Proxy: Disabled

Client Installation Path: %PROGRAMFILES % \Quick Heal\Quick Heal
Client Communication Port: 5045

I << Back H Next == ][ Cancel l
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A8 eSS Next

@ Important

To protect your system against network and Internet threats,

Quick Heal Endpoint Security Installer requires to install some
network components. During installation of these components, the
network connection will be temporarily disabled.

To proceed with the installation, click OK. To install later, click
Cancel.

Cancel |

y}jcbij@»d&ij)\quﬂ): 3 gh g 030> U:%LJQ)}%)|P (5..\.:;.;:474.3.19}04 Sl amio ol s
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Installation QuiCk Heal

Installation in Progress.

Please wait while Quick Heal Endpoint Security is getting installed.

Copying application files...
[1111]]

S S 2osm b BB S5 s BTl A

@ Windows Firewall has blocked some features of this app

Windows Firewall has blocked some features of Apache HTTP Server on all public and private

networks.
\ Name: Apache HTTP Server
Publisher: Apache Software Foundation
Path: C:\program files\quick heal\endpoint security 6.0\apache
2.2\pin\httpd.exe

Public networks, such as those in airports and coffee shops (not recommended
because these networks often have little or no security)

What are the risks of allowing an app through a firewall?

Allow access Hcancel ‘I

AllowW  saaSs SIS Ly au g5 8 035 ¢S L1, Apache ¢l =1 ol el Jlab jadug Jig 46 S
A sl Access
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Resatt Me Quick Heal

Please go through the important information.

README.TXT

Quick Heal Endpoint Security 6.0
Copyright (C) 2013 Quick Heal Technologies (P) Ltd.
All rights reserved.

This readme. txt file covers compatibility issues, known bugs, and usage
information for Quick Heal Endpoint Security (QHEPS).

Known Issues:

Windows Client -
- Device Control

a. Only formatted USB Pen Drives with NTFS File System can be added for
authorization.

b. Customized Access to devices is not supported on Windows 2000,
Windows XP Service Pack 1 and previous, and Windows 2003 (Without SP)
operating systems.

¢. Devices encrypted with the Device Encryption feature will not be
accessible on Windows 2000, Windows XP Service Pack 1 and previous,

2 y

l <<Back ][ Next=> ][ Cancel ]

S SIS Next g, aslsl sl Wil 4 ) Sl 5

Things to do Quick Heal

Quick Heal Endpoint Security has been successfully installed on this computer. Now you
can register it to avail the full functioning and configure the Update Manager to download
the updates.

v Register Quick Heal Endpoint Security
v Configure Update Manager

BN

Register 055 ¢S il oid ol Cub o b 25580 bl 2SS das o P Lok & amis
Configure  gau & 5 osls Ll 1y Jpame b 5w, imie Quick Heal Endpoint Security

Sl dal g il SoT o e g S o 2 (Update Manager
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ﬁ Quick Heal Endpoint

For registration Internet connection is required.

System is not connected to the Internet. F Infemet Settnas I ‘ Ret

Please connect to Internet and try again s 95 nelry

© 2013 Quick Heal Technologies (P) Ltd. ‘ Close ‘

G35 23035 Juame S5l 1) s m Inl 508 oo 0315 Lioled Ggb o iy (Bl A oo s Sl 4 ygm S
LS SIS Retry a87s

okuled L iyl 1y Sl Jlas) OISl o7 ula ST50) Bl Jhate 3l & Al s 035 s S
(6,85 a3 O 5 JreS S

Please enter Product Key:

You can find product key inside cover page of the User Guide. If you
have purchased the software online then you will find the product key in
the e-mail confirming your order.

© 2013 Quick Heal Technologies (P} Ltd. \ Next H Cancel ‘

33 oY 058 3505 51 gy 3,8 (oo plonil i DL sl sl BT aled 3005 1y 35 e LS et
S eSS 1y 5 Sl (g Sleias
Purchased from: Fanoos ICT Co
Register for: Company use / Educational
Name: I S0l el
S el 4 bg e eSS Db e a3 S oSS NEXE (55 5 5 03500 oIS 1 G Db
A3 5l eSS
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Quick Heal Endpoint Security 6.0 has been
successfully installed.

l <<Back ” Finish ][ Cancel I
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Start > Quick Heal EPS Console 6.0> Quick Heal EPS Console

PO & pE—
=

e

administrator
- e o
- Documents
- gt R
Martenarce
Computer
4. Quick Heal Endpoint Security
| Quick Heal EPS Console 6.0 Network
| Administrator Guide
—.
Client Packager e

£ Quick Heal EPS Console
&l Uninstall EPS Console

Devices and Printers

& Update Manager Administrative Tools >
] whats New
Pewte —J  Help and Support
- ——
» oo >| Run..
< Back ‘Windows Security

ISearchprogramsandfiIes lg Logoff | »
If]start = >

S 5SS S L s e Guu Sl Sl O Cod & pde JeeiS Al e rioees

Sl Sose Gl 3 3 Sz a l sam ol b s sl Bl L) (sl gl Ll aSid s 3 e
https://1P-Server:9099/ghscan6
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Endpoint Security 6.0

Account Login

—
—
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S o0 O yomwld

{} Admin Settings | (W Support ? Help | [3 LogOut

Endpoint Security 6.0 Total m Clients  Settings  Reports

T -
Quick Heal Endpoint Security 6.0 (Build 6.0.1) hreat Level - Normal

Endpoint Security Client, Version 15.00, Virus Database 29 Nov 2014.  Update Manager | View License

Network Health [S)

m Phishing Past 7 Days v Top Attacks

Attack Name Type Endpoints

No data available

& — & — o — 0 — 00— 9

24 Nov 25 Nov 26 Nov 27 Nov 28 Nov 29 Nov 30 Nov

Status Security Compliance Assets

Protection Connection Update
Endpoint(s) Endpoint(s) Endpoint(s)
Deployed W unprotected ™ Client Online W offline Disconnected Virus Definition up-to- M Virus Definition not up
Deployment 05 02 0 date -to-date
Falled 03 0
o3
Enumerate

Admin Setting ™ Support

Endpoint Security 6.0 Total m Clients  Settings  Reports

Quick Heal Endpoint Security 6.0 (Build 6.0.1) Threat Level - Normal

6});3&.;.\5\{.3}.\3@ 0313 u':‘i“‘“" dhﬂ))}f @)U o‘ﬁ@dww‘) VL: c&) Lf""j'LJ‘f B
sl 1y ol s wladis by edalie 1) cou il Jloyisp Caxsy Ll o Update Manager
2 LA mhe il e e mes > View License SO 5 b 5l oY 4 by letlbl Ll

"\";'Lfgfa odalise JJG (LS"J}”:J"J'; Lbl.ij:‘ﬁh;‘)u c&‘f‘ Jl}-)bzéjj LLSJLGZJ',?.W) L5<.'J )‘J}aj b 4.<M.3

(U%9.29) Vle)lw ASuub waiel unidg .\

Network Health [S)

KT e Ps7ows v]  TopAmads

Attack Name Type Endpoints

No data available

24 Nov 25 Nov 26 Nov 27 Nov 28 Nov 29 Nov 30 Nov
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das e Gled 1y Sl Cadle 5 el sy SIS o500 o Network Health .su

s e OLES s 50 Soppo o Iy b s s SaSl Cans s 4 by e el (VirUS) coss S,
Cele Vi G- o (Last Week) =) ais 511, ol Wls » View form sl o ik )
R i S B B I I ST PR LR R IS TR LI AN
Top Attacks s ;5 S opl e o ol C3bys 1) abge a3gll oS 5 es s

L g o Llazils |y S50 o xin S placadS

(Sisainnd) Olo)luw A couisl LICY TV_T' 0 ¢
Network Health [S]

Virus Past 7 Days - Top Attacks

Attack Name Type Endpoints

No data available

S &, 5 eyl slacsle s 4 by e el Phishing wss g5, » SIS L

v PRGN [NV VS Vi Py W C SV S PR e N P v B RV PR WL G

Shasil aad o iy o Slacads Top Attacks s s Sm ol Cor G s s
S o Ced Klazils | Kid oo

(Status) Ylejlw sl iz S sy .Y

Status Security Compliance Assets

Protection Connection Update
Endpoint(s) Endpoint(s) Endpoint(s)
| Deployed W Unprotected Client Online Woffline Disconnected Virus Definition up-to- M Virus Definition not up
04 N/A Deployment 05 02 0 to-date
Failed 03 01

03

Enumerate

osls Juled ysSaci sl Consy 3l IS sl (Status) Jsl S 5 2 Sy e odls ol C"l;'-

Z.bj..f&@
Protection
i Ol LS el Cnsy i ol s Protection (waf

s eSS sluws (Endpoints) e slaas 55l o 03ls
¥ Deployed u UN;D’O‘?CYPU Client . LS "% ‘( p ) "MS t}s ‘.54 °
04 A Deployment

oo Jer S S s &S Llacids slus 5 (Deployed Clients) ..z

Enumerate
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Unprotected Computers in the ) sl o odd Clblbws b 5 otis coas Wl (g5, ol

Client ) a pds s Wl G5y » Cubge b s 45 LS sluw umes 5 (Network

Jus & e pul Enumerate Now (5, » SIS L s gd 0 ool olis (Deployment Failed

Connection
Endpoint(s)
j——1
¥ Online W Offline Disconnected
05 02 0
Sl 0l Ck; KL
Update
Endpoint(s)
==
! Virus Definition up-to- M Virus Definition not up
date -to-date
03 01

338 o a5 Ll oS sluws

b e 0als 0L CMS Curs s isw ol L LConnection (o

Sl odd el T 5y oS S glondS S sl
oo Wl 5 by, OS] o 45 glends slws (Endpoints)
(T 0pS| a5 SlacwdS slass (Online) wjls s b bl
oS sl (Offline) W,k s b ol aKs LI L 5 o el
2l S sl phas by e S O3 S5 Sl e 4 S

QT j’w‘ﬂ - Lg)‘.lf C»—Aﬂl:-«ﬂ J;:u DL ob}ﬁ C)‘)j..ﬁ
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Sy e e3ls il (Disconnected)

Sy esls 0L i opl ss Slayis s censs Adpdate (z
Virus ) o 55, claeads sluws (Endpoints) LaeodS slaws
Ll ez conl S ylacodS sl 5 (Definition up-to-date

osls il isw ool s (Virus Definition not up-to-date)

Dyt

(Security) glejlw (il wuidg .&

Status Security Compliance Assets

¥

Virus Protection is enabled for all endpoints

Web Security

Top website categories blocked in past 7 days

6

4

2

0

Browsing Protection is enabled for all endpoints Phishing Protection is enabled for all endpoints

Top 5 blocked websites
URL Type Count

No data available

Vulnerabilities

Number of vulnerabilities in past 7 days

1/7

Affected
Endpoints

Top vulnerabilities

Vulnerability severity Vulnerability ID Severity Total detected
B sigh: 83% CVE-2011-3402 High
T CVE-2014-0541 High
CVE-2011-3414 High
Low: 0%
. CVE-2010-0194 High
View Details
CVE-2013-3197 High
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b e e3ls aled Glojle oSt ol 51 JS (slad (SECUILY) p35 S e 5

Gladssle 055 Jd 5 sl (6413 5 e g 31 IS Sledbl Wil 55 o i ol L SECUrity (il
Ll Jed LeedIS aan 59y o oy Chdlee a5 Sis0m ps SL ails 5 gl ol
s Sl s S5, chil=e S1(Virus Protection is enabled for all endpoints) < s
4 (Browsing Protection is enabled for all endpoints) « le il Jwi LS aan 55,
Al e eSS a5y » Gl clacule b oablis 5 Kl Cbbbus oS S50
55 0 o35 0lis (Phishing Protection is enabled for all endpoints) < ,Ls

Status Security Compliance Assets

¥

Virus Protection is enabled for all endpoints Browsing Protection is enabled for all endpoints Phishing Protection is enabled for all endpoints

oo ol a3 sd e esls QLS Oy Cuel 4 b e Sledbl i ) s MWeb Security (—
sdalive dad Ol )8 4 e Jawsd ol ssdens 30 5 o34l Glacole slaw w0 by e Sledlbl Wl
Ly ol mal Gl sl b s lacole 5las S G pte a5 s L3 doles alasdle | dils | Ll
o 53 Syl Slaosl e ihail s o S 53 bes S Sl Ced (Ul s
g o 03ls QLIS ol

Top website categories blocked in past 7 days Top 5 blocked websites
6

URL Type Count

No data available
4

2

2 osmse ol e sl e 5 sl ol op i St cpl > MUlnerabilities (z
G ol 4 =l i ool Lilg . View details 5, » SIS L sss 0 cod S
LS slae = 5 4 ke Ol (TOp vulnerabilities) ey can 5 aols il s aby

g e Sy ol A Ol 4 i oS

Vulnerabilities

Number of vulnerabilities in past 7 days Top vulnerabilities
Vulnerability severity Vulnerability ID Severity Total detected
B Hign: 83% CVE-2011-3402 High
ik / 7 o A7% CVE-2014-0541 High
Affected CVE-2011-3414 High
Endpoints . Low: 0%
CVE-2010-0194 High
View Details
CVE-2013-3197 High

www.quickheal.co.ir Confidential - sslo j=0




(Compliance) glejlw asls y3 9 )l il <y ya e b9 .0

Status Security Compliance Assets

Device Control

Top device types which breached the policy in past 7 days Top 5 users who attempted to breach the Device Control policy

6 User Name Endpoint Name Count
No data available
4

2

0

Application Control

Top applications blocked in past 7 days - Top 5 users who attempted to run restricted applications

6 User Name Endpoint Name Count
No data available
4

2

0

Gl p 5 byl go, » Copde Curss 3l S sl (Compliance) 033 S 3

g o o3l ol Olejle glacdS

Device Control

Top device types which breached the policy in past 7 days Top 5 users who attempted to breach the Device Control policy

6 User Name Endpoint Name Count
No data available
4

2

0

ol gla alasl gle oKius 038 sy gan S 5l &S e s Device Control (el

by Sledbl (ole eslizud ..y WIFi (&L CD/DVD Rom (Jb xSt sl (2ls) USB
V53 S (gl edd s sl ol pll Wl e il e sdalie BB i cnl s T iles st
SSLS Jlsgad Soge 4 o S s 1y il | aby e S Cbn 1SS Al Sl G,
JS 8 el (2 gl p 1y dad o min aS (558 0 Sl Caly G 3 Asle b odalis
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Application Control

Top applications blocked in past 7 days - Top 5 users who attempted to run restricted applications
6 User Name Endpoint Name Count

No data available
4

2

sl 5 (3lus sts 5 4ol o J 58 4 by e Sledbl i ool s Application Control (o
Coams 53 s 0 QLS 1 o 555V )3 4o sane gladal p op iy Sledbl Lo e 52 338 ol

.L’fl@ C,...«.Ac.k&...::‘b ‘) A.L;QJ.LM.A LSL“ML'J’LS‘J"‘ LS‘J"U’:’W ug‘jl«-:nfiskgf)lso Sledb| C,.wb

(Assets) Yle)jlw laslo yuw sld (1)1 by .7

Status Security Compliance Assets

Hardware Changes Software Changes
Platforms
All
10
5
° ‘Windows u M
Software Installed
Least Installed
2
1 - e
1 I ‘
- e - it ¥ I 3 LAl
0 328 HP LY Atheros Browser BulkSender Classroom Corel CorelDRAW CorelDRAW CorelDRAW
CI0 Comp. Foda Communicat... Configurat. Profess.. Spy Prof. Graphics - Graphics.. Graphics. Graphics..
W..

mad eonls ol Olojle & glacidS SJl5le

Status Security Compliance Assets

01 0

5 (Hardware Changes) (133l covw Sl ais €55 8 oS o opl ST s ASSEls (il
S 2 SIS L Wpd o o LIS (5, 5 abply &y 50 (SOftware Changes) Solsle s

s S adlos Wl (5 a8 pdy Do i 5 S Sl I SIS e i sl
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Platforms

All
10

© 7 Windows Unux Moc

Lt o oslinad 4S8 s oS ale Glapiann 5 oo il SleSl (il s Platforms (o
350 Ol 53 S (S 5 S5 sl s) Jale e Sliad 5 ol Juld SeBbl pl 55l 0 oo
Al e 5,8 o )3 esland

Windows / Linux / ) Jele wiems JS o6 bl 5 sdipdil 5 51 Al g5, 2 SIS L
55 il 1 beadlS Slasia 5 sl 5 sy g5 S TSI 65 el oledl 0l 5 s (Mac

Software Installed

Least Installed v

2

1 =

0

32BitHP 4, Atheros Browser BulkSender  Classroom Corel CorelDRAW  CorelDRAW  CorelDRAW
IO Comp. e Communicat t... Configurat. Profess.. Spy Prof... Graphics - Graphics. Graphics. Graphics.
w.

L oIS g5) pedd al glaslsile AT e (i ol e S0ftware Installed (z

b}.&':@ oJ‘J J:‘i“'“ &fﬁ db‘f )‘J}w a‘}qA
Cewd Ol 5 o Most Installed Ol 5 o525l 55 I Latest Installed 5, » SUs' L

3,8 sl s iy Sl ol e a4 Ll il |y eidIs ng)ﬂ@w%‘ts&u)bé\pj
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Clients b caMs

Client Status (—e/

£} Adm i M Sups 2

Endpoint Security 6.0 Total Home m Settings  Reports
Clients
Client Status Client Action Client Deployment Manage Groups Manage Policies Assets
Endpoint name/IP Q B
=4\ EPS Console Endpoint Name Group Policy Domain 1P Address M
44 Default EWALLCOM3 Default Default WORKGROUP 192.168.0.187
B-44 ADGroup
WIN-ENSEU7HHOE3 Default Default FANOOS 192.168.0.50
ESI-PC Default Default FANOOS 192168.0.12
ASUS-LAPTOP Default Default WORKGROUP 192.168.0.190
EWALLCOM3 Default Default WORKGROUP 192.168.0.187
EWALLCOM3 Default Default WORKGROUP 192.168.0.187
EANNNC.OF Nafaul Nafaulr eANNAG 100 168012
« m

Show endpoints within subgroup

View Status

3 oS s S Wl e amio pl s ez e Ol 1 eldS Carsy S e
SOl Wl 55 o o e o5l 53 3 058 ol S p SIS Ll sdalie 1 ol slass S
FalS o e Sledbl ik . Default 55 o5 8 s 1 es 8 01 53 s e sl 5 sslS
S p o Jes! 138 clws (GrOUP) ol OF y2e ¢S 5 a5 8 (Computer Name)
o8 S ol (IP Address) o sl o1 (Domain) «sls (Policy) o5 8 L cods o
Installation ) .z coxss (StAtUS) 05y W1 L 5 oW1 crss (MAC Address) L
s (Virus Database Date) .5 5,6 «(Product Version) com! Jsasme e (Status
S a Ulse o) p SIS L ssse ) e ol s (Last Scan Date) sl o 2T st
VIEW  aaSs 655 » SIS 5 oS & bl b 3,8 e elnil 3l 550 alok O il
Show computers  «. S 035 Ko L s S e &l aby e cMS 51 LS oledibl Status
L5 8 o oSl o5 S 5 sae sl CuMS gaes WIthIn subgroup
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Llient Action 5w (o

B g S i pl 3 IS (65 p |l BB Olhee

£} Admin Settings M Support ? Help [> LogOut

Endpoint Security 6.0 Total Home m Settings  Reports
Clients
Client Status Client Action Client Deployment Manage Groups Manage Policies Assets

Scan
Scan Endpoints

Update
Update to latest virus definitions

Tuneup
Improve performance of endpoints

Appiication Control Scan
Determine Authorized, Unauthorized and Installed applications in your network

Vulnerability Scan
Scan for vulnerable applications installed in your network

(&8 D) k)|o

Note:
» Some client actions are not applicable for the clients installed on Mac and Linux platform. Please refer the Administrator Guide for more
details.

s Jll O8l o dglad (Sl 5 gy s 1 oS s el Sl Al S 0 amis ol o
3,05 545 55 BOOt Ol S

Soolge 5o Al aSs e ST Ll sl o Sy S35 Shgo w0 LIS Sy e Aol
(los OF Glasisp 4 ol ss dalps o e 5 0355 Jate sl 4 e DS Sae) ols
Hled palo 1) @IS Slanss n ssies s el Sl AlS

BAs Gyb LUl il angr b ol Sl eSSl a8 L S i e 4SS ke
AL s Ll 5 Shes 5 S (s SO

53 1l Cassdoe dlasl 5 G S Gas poekd s glaasl 5l A0S W s s
ik e oSKee a3 ol Sl IS b lasl & 50

SO Ble s 5 ol Blosin gls golls S 51 el 218 e 6550 Jor S S a5l
338 o Jl)l s s 5 M5 LIS slags plycenl 48 cond ol an o

Soge 4 Gl (Sl by JaS (ileane Sloisn (Sl O e

.DJ‘J ST )LS))}LQ‘)MLE} upl}- L;LQQLG_))D ol LSJ'.'.JML’)"

www.quickheal.co.ir Confidential - sslo j=0




AScan
4.,\.3‘; U‘i‘ 6})]:&.:.15[.::}.&@ ealaul d"".’.Jf U‘i‘)‘)jJ ob)| LACM{% dtﬂmﬂjﬁj}kﬁnﬂ‘ LS‘J"

Aoles Sl 5 bl ab s e o5 S 511 s pe SIS Lil5 e 45 558 e 5L b 6 ey

Scan

Select the computer(s) from the list below and then choose an action to perform.
To perform manual scan on selected client computer(s), click Notify Start Scan. You can also change the scan settings by clicking on the Scan Settings.

75
N
O-A\ FEPSERTSIE [J Computer Name Group Policy Domain IP Address
A\ Default [J EBRAHIMNEJAD-M Default Default WS52003 192.168.2.94 'l
[] ZAKIZADE-HOSEIN Default Default WSs2003 192.168.3.124 =
[J S-SEYEDPOUR Default Default WS2003 192.168.3.129
[J ESMAEILI-MOALLE Default Default WS2003 152.168.3.140
[J ESMAEILI-HASANN Default Default WSs2003 192.168.2.163
[J JAVAN-DABIRKHAN Default Default WSs2003 192.168.3.203
[J AHMADI-ALIASGHA Default DEfaTk WORKGROUP 192.168.1158) ¥
[ show offline clients
[0 Show computers within subgroup
Scan Settings Notify Start Scan Notify Stop Scan Stop Notification

Haled gt 1) sy 50 5eslS TP L pb sl o oL e wnr o b

A5 s 1, Show offline clients . S -pobl glacads il gl »

I, Show computers within subgroup «. ;3 o5 5 .5 55 35 50 Gla S plS [l ol
Aol S

Aol e e LG SCaN SEttings a.ss 5 b 5l Sl cladas

Aol SIS 1, Notify Start SCan «uSs by o 5 5eelS Ol 3w oSl g2 Jl)l gl 2

NOtITY «wuss 55 35,8 Bsne absyye CodS 555 2 oSl Slbes el o oS S50 3
33,8 dll oS @ Ui g s b ues SUs Stop Scan

SIOP o5 » Al bl ok Slandy Sl By L gt s Jll Sl aS Sope
238 by s Jlel b ass SIS Notification
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Update

Update

Select the computer(s) from the list below and then choose an action to perform.
To update Quick Heal on selected clients click Notify Update Now.

B2\ T [J Computer Name Group Policy Domain IP Address.
M Defaule [ EBRAHIMNEIAD-M Default Default WS2003 192168298 2
[J ZAKIZADE-HOSEIN Default Default WS2003 192.168.3.124 %‘
[ S-SEYEDPOUR Default Default WS2003 192.168.3.129
[J ESMAEIL-MOALLE Default Default WS2003 192.168.3.140
[ ESMAEIL-HASANN Default Default WS2003 192.168.2.163
[ JAVAN-DABIRKHAN Default Default W52003 192.168.3.203

[0 AHMADI-ALIASGHA Default Default WORKGROUP 192.168.2.158 ™|

Select computers with out-of-date Quick Heal
[0 Show computers within subgroup

Notify Update Now Stop Notification

Al g0l S8 ol Gl BBl Dlles maa a5l 5 AL e S5 e 4 S Sl
aa S ol 3l a8l e cdons bl (gog8 1y Lol SIS Sleyss s anld akl de s 0 S1 L

.Lxl.u oalai

Ly ol 30 o eulS o3 opl sSelect computers with out-of-date Quick Heal

&S o Sl

“aS3 pl G SUS 5 L5 S 55 bl &S placods ol L oNotify Update Now

Bl Spgo LIS @ co il s Jl

LS o b g 1y Sl ssres Jlel 2StOp Notification

www.quickheal.co.ir Confidential - sslo j=0




sTuneup

el gl BB des g (el g Gk 5l sy 5 Shes 55 5 ol g

Tuneup

Select the computer(s) from the list below and then choose an action to perform.
To perform Tuneup on selected client(s), click Notify Start Tuneup.

EN

B-A\[EPS Console [J Computer Name Group Policy Domain IP Address
A\ Default [] EBRAHIMNEIAD-M Default Default W52003 192168294 2
[ ZAKIZADE-HOSEIN Default Default WS2003 192.168.3.124 -
[J S-SEYEDPOUR Default Default WS2003 192.168.3.129
[J ESMAEILI-MOALLE Default Default Ws2003 192.168.3.140
[J ESMAEILI-HASANN Default Default WS2003 192.168.2.163
[J JAVAN-DABIRKHAN Default Default WS2003 192.168.3.203
[J AHMADI-ALIASGHA Default Default WORKGROUP 192.168.2.158 ¥|
< I |
[ Show offline clients
[ Show computers within subgroup
Tuneup Settings Notify Start Tuneup Notify Stop Tuneup Stop Notification

Aol b ol plmil BB anSs ) gasn SIS L gileang olalis STUneup Settings
S5k s s L5 Sledbl (55LsL (Disk Cleanup) w5 Sledbl (s3lst G b 5l gsleane
Defragment at ) (saa; (s3llel; o3 Jolo ptems ge sla LU =S 55 5 (Registry Cleanup)
«wl el LG (NexXt boot

5 S NS NS 4 (53l w35 L sies Loyl cNOLiTY Start Tuneup

20l G IS LS & (gl ang ciB 5 s Lyl cNoOtify Stop Tuneup

M w4 gxes Jlyl 1 Gl easl SStop Notification
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Application Control Scan
SIS L adS (555 2 odd as sla wol 5 G S Sl 4 BB LS e Rl

J.ﬁlﬂj.ﬁww Reportﬁ).’ ‘)QT&J‘ﬁjobw‘,}aAbJ‘}ﬂ

Application Control Scan

Select the computer(s) from the list below and then choose an action to perform.
To perform Application Control Scan on selected client(s), click Notify Start Scan.

a

B4\ FEPSEERIE [J] Computer Name Group Policy Domain IP Address
A\ Default [] EBRAHIMNEIAD-M Default Default WS52003 192168294 2
[J ZAKIZADE-HOSEIN Default Default WS2003 192.168.3.124 =
[J S-SEYEDPOUR Default Default Ws2003 1921683129
[J ESMAEILI-MOALLE Default Default WS2003 192.168.3.140
[J ESMAEILI-HASANN Default Default WsS2003 192.168.2.163
[J JAVAN-DABIRKHAN Default Default Ws2003 192.168.3.203
[J AHMADI-ALIASGHA Default Default ) WORKGROUP 192.16842,158) o
[ Show offline clients
D Show computers within subgroup
Scan Settings Notify Start Scan Notify Stop Scan Stop Notification

s Lo b by Sl Sleas Wl e aeSs ol s, 2 SIS L sScan Settings
Unauthorized ) ! sid jloms e Ll ol i b ol 53 oS (63,058 glaasl s 1l
Unauthorized and authorized ) jl=s & 5 e ls b, «s L J(applications

I, (All installed applications) —.u™S g5, » odi coai sls b, «an L 5 (@pplications
Aoles b of 51 S iS5 Sl
25l SN S w4 b sl Sl IS @ g5 s )l :Notify Start Scan
(5] SIS IS s sl Sl s gz eyl ANOLITY Stop Scan

WS 4 e Jlel Al 3 i s cStop Notification
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Mulnerability Scan
oo pokd s sl sl 5 Sadus Solas Sl bale i o il Sl S 5158
Aas . 41, Oracle Mozilla Apple Adobe 1l olex sl p 5 cilisee slacs 3 5 cadls
Lok sose e o 5 s 1355 4SS la L1 ol Candy ol 4 ASlS 0 Shsocnl b

J:-."L&J Ca.éli))

Vulnerability Scan

Select the computer(s) from the list below and then choose an action to perform.

To perform Vulnerability Scan on selected client(s), click Notify Start Scan. You can also change the scan settings by clicking on the Scan Settings.

Computer Name Grou Poli Domain IP Address
&4\ EPS Console = s £ gL
A\ Default [J EBRAHIMNEIAD-M Default Default WS2003 192168294 2
|
[] ZAKIZADE-HOSEIN Default Default Ws2003 192.168.3.124 é‘
[J S-SEYEDPOUR Default Default WS2003 192.168.3.129 |
[J ESMAEILI-MOALLE Default Default WS2003 192.168.3.140
[] ESMAEILI-HASANN Default Default WS2003 192.168.2.163
[J JAVAN-DABIRKHAN Default Default WS2003 192.168.3.203
[J AHMADI-ALIASGHA Default Default WORKGROUP 192.168.2.158 ¥
< \ >
[ show offline clients
[0 Show computers within subgroup
Scan Settings Notify Start Scan Notify Stop Scan Stop Notification

5 iy Sl gl g ndioanl &S 4S5 . SCan Settings s, S L
Sipm Ses BES 5 gla il LS b s Calag Sl sl s pdaad b L Ss slacs
LS R S e
sl 55w Notify Start Scan s o, 5 SIS 5 a5 5)5 caudS ol L Y
338 o dhol G315 46 5 Sy ool S
s Notify Stop Scan 55, sy canl oSl Aol p g ymes Jlyl gl v
S

Jes s Stop Notification s, 5 s Jiol 5l Gl g v
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Client Deployment S (z

{3} Admin Settings M Support ? Help [> LogOut

Endpoint Security 6.0 Total Home m Settings  Reports
Clients
Client Status Client Action Client Deployment Manage Groups Manage Policies Assets

Remote Install

Through Active Directory

.g Sync with Active Directory groups to deploy Endpoint Security Client.

=] G
= | Install Endpoint Security Client remotely.

Notify Install

Send e-mail notification containing URL to Client Installation.

Create client installer for manual installation.

& Client Packager

Login Script
"g Assign login script for client installation.

Disk Imaging
@’ Deploy Endpoint Security Clients through imaging.

ChH Remote Uninstall
S | Uninstall Client remotely.

Note:

» Some client deployment methods are not applicable on Mac and Linux platform. Please refer the Administrator Guide for more
details.

Locbae a8 o Glaxiy Gl By SO s el s Tl S S ) Sl il

S o ool 1) cead s Tl B (S LS e adde Bllas 5 4SS o S

Client Agent .= Llg o Sy ool 5l esliad L Through Active Directory .
Active 5, L bl sl aas olnil ActiVe Directory wsls Jus g b 5l 1, foasly s
SYNCHIronize ey S o585 s, 2 ol SUS L g 5 3bm) it 05,5 G L 1zl Directory
3yl OF a1y s el gtz mhaw b soae G ledbl 5 sl |, With Active Directory
el 39 g0 Vv ) oSy bl Glaal ) Y (gamin 3 iy Sl o A led
e e S ol 53 s el 3 ea Ko S ol cS e 0l :Remote Install Ly
el 3550 Nt 5 S il Gl TV (gamin 55 5 S glealy ool sl
S Sl ) el S s ol Sl eslinad b S e LS g :Notify Install ¥
ol 2 Al e Jr Ko S el SO el Ll opl o led Jl )l 4SS 01508 4 S S s
s » IE 5 b 51, (https://SERVER-1P:9099/ghscan6/install.htm) < -l wl s e

J\:—iLN J.:A&}SJ}J °‘)J|‘—""4—’4‘ ("J.B\jaéfw |J'>" ‘M‘ deJ‘ ujJa CM._QASJA

www.quickheal.co.ir Confidential - sslo j=0




9 Sow Cougussl Jus SeugS 1 oslaiwl &2 sloassl

wbp heslinad U 3s,y cpl 55 il o enms o5, o Sl 5 o sesle :Client Packager ¢

Giob 3L 5 aniliS Sail g et 53 1 0F 5 038 bl skiS al R S eSS CuIS il
ks SIS Slss w5 eSS G 53 ol B S e e Sos slaciodS w4 S alasl-
Client Packager ;i oslical (sslgeing oslu HIKal, 5500 s Slesss (g 3055 4655 & a b

il e

S s opl b Ll BB wals o sne sle S 3 WS 2, ol :LOGIN Script e
s wals iy o LEIS 0uE (SN ase 4 eSS s e el QHEPS.BAT L
Loaly 8 amio 3 i Glbs g 535 s

Aeas o plnl image ;i eslizul L 1, La 530 0P 3 3akay a8 s 3 :Disk Imaging A
Gl s Bl Gl shse 93208 sl asl 5 Ssdus o S g Ak e Ked g Sl 40 S gl
& o8l e bl i |, Client Packager Lo s st ale AGENt day 5 038 olad 1) oIS
551 ndl S5 Dope wpr oA sS el ol a4 ) O el el
S

3o el Gl S 6y 5 1 Jea oS K s 4 8 ST Remote Uninstall
e (g, 3l Bl sl 33,8 0 s OF Sy 2 S35 oo 4 foaS S e s3Il

slas eslazal 458 pl Il o e g

Remote Uninstall

Select the computer(s) from the list below and then choose an action to perform.
To uninstall Quick Heal from selected computer(s) click Start Uninstall Notification button.

Warning: After uninstallation the computer will remain unprotected. Q
[7] computer Name Group Policy Domain IP Address
5 4L EPs Console
—a Default [F] Asus-LAPTOP Default Default WORKGROUP 192.168.0.136
&L off
< (1] »
[F] Show offline clients
[F] Show computers within subgroup
Start Uninstall Notification Stop Uninstall Notification

Start Uninstall  wuss 5, » 5 ol 1) 5 5,5 codS el 95 Gl ol
Stop Uninstall s, . «ls g oyl 5l Olal ol s s Notification
s s Notification
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Manage Groups 3w (3

Sl edge L oS sy o5 8 Sy e oS e ol

& Admin Settings M Support ? Help =3 Log Out

Endpoint Security 6.0 Total Home m Settings  Reports
Clients
Client Status Client Action Client Deployment Manage Groups Manage Policies Assets

In this section, you can create groups and subgroups to manage endpoints. Right click on any Group or Endpoint to see the operations that you can perform.

Endpoint name/IP 0\ Import Export 53] csv

Endpoint Name Grou; Polic: Domain IP Address
E-4L EPS Console L E P %

’»“ Default [ ewaLLCOM3 Default Default WORKGROUP 192.168.0.187
E-&L ADGroup

[] WIN-ENSEU7HHOE3 Default Default FANOOS 192.168.0.50
[T Esi-pC Default Default FANOOS 192.168.0.12
[1 Asus-LaPTOP Default Default WORKGROUP 192.168.0.190
[ ewaLLcom3 Default Default WORKGROUP 192.168.0.187
EWALLCOM3 Default Default WORKGROUP 192.168.0.187
[] FANOOS-PC Default Default FANOOS 192.168.0.13

[C] show endpoints within subgroup

2 oaliied Sl Sl e S a sss B s IS b lasl 5 s 05 S sl
s2e LS aan (55 iy Soge 4 LS o S os S5 5 e ey S i S oyl s
Gl e L e 03y ales 05 S O e oIS s 8 » g5, » SIS L it . Default o5 S
55 el obasl 1 A Group 5 s 5 e, SIS EPS Console s, 0 Jol o585 skl
&1 Drag & Drop ;5 lacodls clssl L L(FINANCE i) agled 3505 1 65,8 ol 0ds ol (so oy
03,5 s Sus el eas i 1 IS 65,8 Adls e Gt ) s bl sl (SN s 5 8
3L e MOVe 10 Group <o ;S bl 5 oIS b CodS (555 5 Sy SIS

G238 dlasl 055 cnl oo 2 b ol Glasse 05,5 03 LIS Oslayl 3 5 sl 51 e
S 055 a2 S b Jlesl sl 53 1l 65 3 GlacadS gy, ol glacals
ol [ el antle LB 5l &S ol 0 ki35l (5 5l 5 ol |, Set Policy w8 5 o0 5 o
Spdy Do Bl s dalp oLl OF 4 aalsl 534S O sl 1 ey (OIS el Jles ] S 0

pydign oals ioled n5gle a8 e S ol g ol SISTL

Aoled Lol 352 g0 05 S oy S 5SS wils e SAdd Group

258 e Gl s e 05,8 sDelEtE Group

Spdy e S i cnl Sl S oL exs cRename Group

GosS 2135381 51 eeiodS o daal s oS s s ZlMport from Active Directory
S LIS FENUMES D

s ol 43Sl 5ley Sl ol el olantl gl sSet Policy
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Manage Policy « s (<2

.b)‘b oi@ﬂ‘)u%% LSJ“’\? w%“%ﬁ“"‘"&”@‘

{3} Admin Settings | [® Support ? Help | [> LogOut

Endpoint Security 6.0 Total Home m Settings  Reports
Clients
Client Status Client Action Client Deployment Manage Groups Manage Policies Assets

In this section, you can create different policies as per your requirements. These policies contain client settings for different groups within your organization.

Add Delete Import Export
Policy Name Groups Access
B pefault Default, 116 more Default

o e e ]

Aol G 2 SIL il e i BB Sl s Sl eSS e S S s s il
Aol s by ol Wlg e el

S8 el 03938 sAdd

S8 clew Wl sDelete

s 4 S Ol 01 5133 oS ()18 ol Slades 055 5,15 cImport

Badealy (il Ll amio b auls SIS A g5, » Las b 035380 (6l

{3} Admin Settings M Support ? Help D Log Out

Endpoint Security 6.0 Total Home m Settings  Reports
Clients
Client Status Client Action Client Deployment Manage Groups Manage Policies Assets

Add policy settings

Policy Name:

Client Settings Schedule Settings

v

[T Let clients configure their own settings
Aol 3l 1 dled bl sl e oS L o Policy Name i
Schedule Settings , (coodls «luks) Client Settings & .o 55 glls amio oyl

il e (hley Slakd)
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Client Settings <& y

Al e oS el ol Cladas el S
Sk S il S as S opl S s 5o det clients configure their own settings
S Sy a3 03l Ll 4 5 0l ol S et Sl 1 (oIS b ] e glaidIS
s S Bl S S ol S Soge Lo il audl cudS gl Sl s ol
Slaas 4 o)bys XS dleel oS g5, 1) Sleas )8 ST 55 00 0 Sy o S

33,8 o sa e PP S

:Scanner Settings

£ Admin Settings (W Support ? Help = Log Out

Endpoint Security 6.0 Total Home m Settings  Reports
Clients
Client Status Client Action Client Deployment Manage Groups Manage Policies Assets

Add policy settings

Policy Name: [

Client Settings Schedule Settings
v
™ Let clients configure their own settings

Scan Settings » Scanner Settings

Email Settings Select scan mode:

@ Automatic (Recommended)

External Drives Settings =
& © Advanced

1DS/IPS Select the items to scan:

© Scan executable files

Firewall
Scan all files requires more time
Web Security Scan packed files
Application Control Scan mailboxes

. Scan archive files
Device Control
Archive Scan Level:

File Activity Monitor
Select action to be performed when virus found in archive file:

Update Settings
” Select action to be performed when a virus is found: | Repair -
Internet Settings

General Settings Virus Protection Settings
Load Virus Protection at Startup
Display alert messages

Report source of infection

Select action ta b porlormed when a virus s found: [ papate =
Scan  Jsl isw il e edalin B codS i S il gla Jise G s 2

b Joli 1y es s S Sl sleks Settings
AUOMALIC (55, 5 2,8 i Sose 4 45 338 o s Sl S amio gl s
Advanced - s 1) g rin o S LlS e bld cose s il . (Recommended)
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Lo e o5 4 Select action to be performed when a virus is found s S Ll s
S ass 1y 01 s ool oK a8 el e ol Sy aS sl . Repair s,
Asb SKip) L o ,o (Delete) i wlg e s glaay S

Virus Protection Settings

Virus Protection Settings
Load Virus Protection at Startup

Display alert messages

Select action to be performed when a virus is found: Repa»r v \'

Soge 4 Sillel, pa s il S5y S nl S1 cLoad Virus Protection at Startup
238 ol 5 L cds (P 02 (PSR S Ay

Sy 0313 0L )8 a Syl gla ply 03 Jd 5 s cDisplay alert messages

ooans Ok Idy oo ee s 2Select action to be performed when a virus is found
SKip) s ,m of 514 5 (Delete) Gis (Repair) s |51l 55 Kool Cliblons oy

&S e

Advance DNAScan

Advance DNAScan
Enable DNAScan

Enable Behavior detection system

Select Behavior detection level: | Moderate -

(Moderate: High in detection of new threats with few alerts requiring an action)
Submit suspicious files
Submit files

[E] show notification while submitting files

aiby «s (DNASCAN) Ll o554t » e ad i oSl @0 by e Sledis w5
Sl SIS 1Y @ e Ja S S Sl Al o gy S BB sl 1y astliab gla ey g S

.J;S@J&p)w”ﬁ&&ua&osﬁsj}' slacedS aan (655

25,8 o deb a8 Sl glolgs 4o 8 opl 035 S L sEnable DNAScan

S e Ja S s DNAScan o 5e cEnable Behavior detection system
g (Sl g s e Slo 45 AL o (i) Sl el I gLl e o e
338 g Jlab ot a8 n 035 SE L33 S (e

|y ol il aits v Adls5 e Siow s cSelect Behavior detection level

ol S St LB 4 a Ko S dadign gla el S S50 55 SSUDMITL suspicious files
258 o Jlyl 5T g LS sS Jlsl Y a LB sl K5 a8 opl 5 il
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o)l o 3 sl S5 o ol S1 :Show notification while submitting files

Sys pesly QLS 8« rb.g (S S sla L1

Block Suspicious Packed Files
Block Suspicious Packed Files

ic R Scan Setti

Enable Automatic Rogueware scan

Disconnect Infected Clients from the network
[F] when non-repairable virus found
When suspicious file found by DNAScan

Exclude File and Folders
List of files and folders to be excluded from scanning

Path Include Subfolder  Excluded For Add

Delete

S 4t gla flb oS 55l e o ge 4 S opl 055 S cBlock Suspicious Packed Files
235 ssde S Sie (Packed) sus

Gl sy S oS opl O3p S5 oyye s JEnable Automatic Rogueware scan
.Abjfda Og.w\ )53}5- ol & Jl::-

BB aS 542 0y ey s 5 ey b 4y cpl 81 AWhen non-repairable virus found
238 ol S ) 03 31 oS bs | cils e

SSie LB oy oesp ded au S opl S1 AWhen suspicious file found by DNAScan
""’de"é"; Sl 3l S pSe CoMS bl s g a5, DNASCaN b s

Exclude File and Folders

Lo (s S8 la Ll Sl ol dile) 0250 oy Ll o8 dls gl i L b LG S
e b bl il s S 3 Sl sy Al bl &S ol Wby 5l ol g ads
S 33 05 o35l 5 LU L a0 Of (0o SAAD) 05530 5l e Aol el O0E olews s
S s Sl 1y s sge S0 b BB el OF e SlacidS cabyy o

sbimal g by o Oladas Ails5 o0 aS 358 0 el il (4l eJ>wAdd WS Sy g SIS e

Al s 0T 3 1y 0
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Exclude item ) 4

@ Exclude Folder
@ Exclude File
Enter folder path

C:\Install\

Include Subfolder

Exclude from:
[F] Known Virus Detection
[FIDNAScan
[7] Suspicious Packed Files Scan

Behavior Detection

OK Cancel

b aal= o 315 Exclude Folder sa S aus clamal (Sl 5l 1y gl ad iy dal o0 S
A4S ol | Exclude File gan S aus bl | Lol

S e 5l i opl 3 1 s s yse LWss e cENTET TOlder path

Of o pl 0o K5 il ol adp s chils ady &S e s cInclude Subfolder
LS o i (S 50 s A

335 o pasie bl sl i ool s cEXClude from

Sl Sl ek by Gla s s aes oS ol ase KSL cKnown Virus Detection
.xzjfdo Ll

238 o e il 53 s LU L sy 5 DNASCAN 5 5 pae “DNASCEN

WS S () s sl Jb Sl 3l 0as <Ll sSuspicious Packed Files Scan

a5 bl el 3l 0as il sBehavior Detection

Exclude Extensions
Exclude Extensions

Specify the file extensions to exclude its scanning by real time virus protection.This is to troubleshoot performance
related issues by excluding certain categories of files that may be causing the issue.

Add

Delete

L a8 L PO L5155 o Slte S bl Sl 31 ol b glak ey Al e i pl o
Add w5 033 5 ¢k o b dgled sl O oSl 511 Gt dyli 4al s 035 Lpm Nee) ol

Aaled )l 1) dder Ly Ll 5 0
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Default
Note*:

} Please refer the Administrator Guide for details about settings which are applicable as per the platform.

Save Policy Cancel
ol S L o S S Wl e s S e Sledis ol s cDefault

b sl e 5 o3 S SIS anSs ol ay 2 kb ol el 035 o3 ) sSave Policy

Sywels holed w“:“i Sl o 3 )5 b 4o rla.:.:
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Scan Settings

Email Settings

External Drives Settings
IDS/IPS

Firewall

Web Security
Application Control
Device Control

Update Settings
Internet Settings

General Settings

Email Settings

s bl L O Jeal cladles 4 b g o Slades A3l e i ] 00

Email Settings
» Enable Email Protection
Enable Trusted Email Clients Protection
Enable Spam Protection
Spam Protection Level
O Soft
® Moderate
O strict
[] Enable white list

Email ID

Add
Import
Del
Delete All
[ Enable black list
Email ID Add
Import
Del
Del All
Default

35,8 o Jeas) Clablows 00 Jled o 4 S 0l 055 JWi sENAble Email Protection

oS 5l clablews 43S pl 03 S5 L sEnable Trusted Email Clients Protection
258 o i (OUtlooK wile) -rekes Lo

5,8 o oo el 5 aalspa Chailwe 4 S ol 055 JWi L ENADIE Spam Protection

(Soft) 5 0l oS ol (ST 23 5 bl e an S ) 2Spam Protection Level

S o e | AL (Strict) e b s (Moderate) Lo sz

S Aol e 155 o L s el ) e cnd a0 Sl 055 S L cEnable white list

33,8 )8 SIS 3l Wl feasl Ol g 4 oyl pen 5 o e ool ST S

S Aoles e 3155 o b s el 31 sl ced 48 0l 058 S L ENable black list

28 o s walypa 5 ot Joml Olgie w0 1) Lol o)l pan o 2T
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Scan Settings

Email Settings

External Drives Settings
IDS/IPS

Firewall

Web Security
Application Control
Device Control

Update Settings
Internet Settings

General Settings

External Drives Settings

Al ol sl oKas Sl by e Sladis ol i oyl

External Drives Settings

Scan External Drives

Autorun Protection Settings
Enable Autorun Protection

Mobile Scan Settings
Enable Mobile Scan

Default

Gl alasl- b 2l Jlasl Lass 0 A3l S au S pl &S s s SCAN External Drives

S o T Sl Bl IS5 g ) e 4 Ja S S USB

o3l 5 ot b Ol sl Chbls (Al K54S ol S AEnable Autorun Protection

s i |y sl gls alasl= 31 0l 8T glaoles 5 (ol >

« PC2Mobile LU Sl S5 5 S opl 050 K5 @50 s A2Nable Mobile Scan
Jed S sS 6 AS o S8 ol (i cnl 05 o Jlb ey (0l b B 55 e glacdS

5038 Bl s ol gle il 5 Jolo i Sles g w0 plBl (Blse 255 65) s Dok

s 3SL 0T 6o, 31 1 65 seelS 5 hlse sl s s 4dS
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S s b ol b 33,5 10kl oo & 358 5 OB sl Sl glo 5 45,5 J13 Los
2 B Ll olsen BLl )l gl a8 bl 5l sl e el Som s 2 S L OOl
o ‘) LA@J@) IDS/IPS 9 U'.'-‘ )‘ .mJSda ealaal £ gow L@j )‘ thih R vs )Lv C,«.LMS X3

.JJ;‘_SA 5}5‘5 QM&‘F‘C’\A Ufm_ggfj_i.;ﬂ LgLA)l:.é)oJALi.A Q)yjsjsz

Scan Settings

Email Settings

External Drives Settings
IDS/IPS

Firewall

Web Security
Application Control

Device Control

IDS/IPS
Enable IDS/IPS

Detect Port Scanning Attack Customize

Detect DDOS (Distributed Denial of Service) Attack Custom

Action to be performed when attack is detected

Block Attackers IP for |5 | 2| Minutes

Disconnect system from the network (only in case of DDOS and Port Scanning attack)
Display alert message when attack is detected

Default

Update Settings
Internet Settings

General Settings

235 o s IDS/IPS S35 405 -pl 035 Jwb L cEnable IDS/IPS

S e S sl OF 5l s plbis 1y S e s oSl o5l cDetect Port Scanning Attack
bl = Sbre gla sy 5 IP Gla sl 5 cliblons o il o CUStOMIZE (53, » SIS L

v\:.il&.’ L;JI)LQM ‘)—QJJS

Plp o el 5 glls cDetect DDOS (Distributed Denial of Service) Attack

JJ;& Jl:d&.:jg w‘dJy&ébwjﬂ)K.:‘ o.LJ:G)jJ C)}&A?

M lulis pla 5 a5 Jeall e sAction to be performed when attack is detected
338 g0 S o ) 338 0 s

ads 4 Gl e sl L prlee IP sl sl Wl 5 0 5 ol 55 cBlock Attackers [P for

.L_:.il.u S ghn

Disconnect system from the network (only in case of DDOS and Port Scanning
oS bl o Sl 5 DDOS wdles 55 o 55 il S a8 o0l S) cattack)

;;J.fdadajc&.w?

4 ol pliy e 35 ope s Display alert message when attack is detected

Sy geoedls QLIS 58
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Firewall

Ll o eesl L3S o s 250 nl 3 RS (655 1 JoaSKosS JIs b 4 by e Sledas
Sb b amn Jhis e SIS Gl 1y sl e Joy i b 8 L sladss Sl el L
Aol

Firewall

Enable Firewall

Level

@ Blockall (Block all Inbound & Outbound traffic)

© High (Block all Inbound & Outbound traffic excluding exception)

® Medium (Block all Inbound & allow all Outbound traffic excluding exception)
@ Low {Allow all Inbound & Outbound traffic excluding exception)

Display alert message when firewall violation occurs
Enable firewall reports

Enabling this option will generate reports for all blocked connections. If the firewall policy is set as 'Block All' or
'High' then firewall will block all connections and will generate many reports. In this case you may observe
increase in network traffic.

Exceptions

Exception Name Protocol Direction Action Add
Allow File Sharing over UDP - Inbound upp Inbound Allow 7

E' Delete
Allow File Sharing over UDP - Outbound uop Outbound Allow import
Allow File Sharing over TCP - Inbound cp Inbound Allow Export
Allow File Sharing over TCP - Outbound TCP Outbound Allow Move Up
Allow access to file shares TCP - Inbound Tce Inbound Allow Move Down
Allow access to file shares TCP - Outbound Tce Outbound Allow

PN

1 | »

335 o S gy p sl 0A Jd e ge 4 S opl 05 5 K5 cEnable Firewall

335 o s s b Sl mhaw tou s cLeVel

6 e s $oss sl Js ABlock all (Block all Inbound & Outbound traffic)
JMSL;a PR W b lAA:JJﬁ:w

sl 5 s cHigh (Block all Inbound & Outbound traffic excluding exception)

:Medium (Block all Inbound & allow all Outbound traffic excluding exception)
)\J:és.l...'.'.’:.w‘ Cﬁ.“;-Jbé\S ‘}._:'LQ&.:.‘)‘JJ B u;-jjy- LSL&&.:.‘)‘J: 4ed aJJS LW b 39,9 LSLQ&':‘."‘JS Ao

LS o Sloes |y Ll 4 S
sl 5 awa sLOW (Allow all Inbound & Outbound traffic excluding exception)

LS o Sles | laliad iomens 5 s 2 5 (S50
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oKa 55 sl Jws a5 ol 81 Display alert message when firewall violation occurs

S 3 paizs S a0 J b SIS Do b s ;Enable firewall reports

338 o b e
5 dss ke B e Cose 4 58 e o pde Jise pl 3 s b clelixad JEXceptions
DHCP  Ping o3 505 Jwé sl ICMP asle ol o 4§ L5 55 0 bl (gl 2 5,8, 0456

Iy

Llg . «s (Protocol) s, «(Exception Name) .l AU U PRE S
s~ L (nbound) (¢s5,5 Lis . « (Direction) <> il TCP/UDP/ICMP
Conss s (DeNY) b 2 b (AHIOW) s Wil 5 o 45 (ACLION) 4bss e plsl (a2l (Outbound)
Cardy $as g Sl Ll saalie LB aslb (OFf) 2= L (ON) U ki 5 o o5 (Status)
s e ST s 0T e e

Slamio 4aSs pl 03,058 51 g 358 e eslinad aaSs b Sl ds sl Jg 5 035580 (6l sAdd
wlp gl kel e Olge a0 doled Slme 2 b Sbee 1) ol Spp Ailg o oS 555 s Sl
LQL&Q)).: u\.ll.? QT )‘ ealaal 6‘)” 4.1..5@ ealaul ;S"pl}- Q)ﬁ )‘ aS J\.:..Sdp oalaul ng‘.)‘ dﬁ«ulﬂ}j‘

2338 o ol e Add Sy 2 SIS L5 S iy 5 S Coypo 4 by e

Add/Edit Exception X

Exception Name:

Next Cancel

el )y sbind 6l 5 b oL sEXCEption Name

L TCP Wiy o S g8 S o bt |y [ ¢80 25l s cSelect Protocol
e Jos G U0 oo Glp b oS b 1 ST 4w b 53 dal e e ST sl ICMP L UDN

1S SUS  NeXt aaSs o oS o
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9 Sow Cougussl Jus SeugS 1 oslaiwl &2 sloassl

Add/Edit Exception X

Select Direction:
Inbound
[ Outbound

Back Next Cancel

G350 Bl o S5 S S o e | S8l 5 cgr 5w opl s SSelect Direction
A4S S 1 NeXt aaSs e a2l g 55 2 L (Outbound) 5 = «(Inbound)

Add/Edit Exception

IP Address:
@ Any IP Addresses

M © pAddress:

@ IP Address Range

Start IP Address:

End IP Address:

Back Next Cancel

sasia Iy 358 Jeel T o, 5 b I 26 0456 S IP gla wysl 2w opl s cIP Address
S e

LS oS P la sl aen (55, 2 056 cpl il K5 au § ol 31 cAny 1P Addresses
25,8 o Jlesl cond b e Ll

358 Jlasl 0 (g5, 2 Jos opl S b S s 1 ol IP S lais 515 e 2IP Address

S o e 0506 Jlesl gl TP esume O cail S5 S ool 31 cIP Address Range
by e gleals s 1, (End IP Address) oLt IP .51 5 (Start IP Address) gors P oo

J:..S&.LS‘)NeXt‘\As.bw.lﬁLu JJ‘)

Add/Edit Exception X

TCP/UDP Ports
@ All Ports

Use Comma(,) in between to

©: Specific Port(s): enter multiple ports.

@ Port Range

Start Port:

End Port:

Back Next Cancel

oy Jeel BT gy » AL Jly b 06l &S |y Slac, e i ol s JTCP/UDP Ports
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il a3 e T L SIS oS iy, an 635 05 pl 1L K5 S ol 1 ANl Ports

""Jfgs" Jles!

Ol s 2 doy ol S b S |y Lol g e L S Wl e 2Specific Port(s)
G 2 s Joy by o 81 M) S eslind Syt 3luldr gl () LS 31 s S Jlel

(80,443 ss 5 o 1S sl £6Y 5 A oy
Sz AS o s 050 Jlasl gl 1y oy e gdous G b S an Sl 81 POrt Range
Ly NEXE 4aSs s doled 5,05 ab g e ol s 1, (End Port) oLl 5 5 (Start Port) &

Add/Edit Exception 3

Action
@ Allow

4 © Deny

Back Finish Cancel

w Deny 5 Js, 035 bee sl < AllOW il <8 ol g 5 aS AsS o e Ll ;Action
Ll oS L ol TP L s oy s sl o STl e Jas 035 Slme b (slrs
A8 ot |, Allow

335 Jlasl 5 el Js, b aes SIS FiNiSh wass g5, 2 Ll s

355 o Gl abgr o s canSs opl (o) SIS 5 bkl Jad Sl elsds Jy, ol L cDelete

Aeled oslizul S pl 3 sl 3l W34S la Jia, 3l Al g e aaSs ol sy SIS L lmport
a8 s dos 5l ol Sl e 4 Sl sas 2 SIS 5 Jis iy LS Sl L cEXpOIT
S oslitad sdowe om0l o b s sla JpeS g, 0 1 T

J\.LJ..;}SYL, b Jﬁ)(ﬁ‘)"‘ Qﬂjj)‘.lf‘)]@@gsé U'l‘ RS &.:.]5)0‘)5;‘.} Jbula_:..\l;.’MOVE Up

u;‘..éls b d}) 6‘)"‘ C,:;jj}‘ J\c."j..;"sﬁ 45> U‘—" ng)ﬁ&.;.ls; e‘_}ﬁdb d)) ubﬁ;‘ La :Move Down

Ay
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Web Security

5ol iy axas 55 5 el gl Clibls (g3l b 53 S e e oy el il s

Scan Settings

Email Settings

External Drives Settings
IDS/IPS

Firewall

Web Security
Application Control
Device Control

Update Settings
Internet Settings

General Settings

»

Web Security

Browsing Protection
Phishing Protection

B It B L S e L YUV WA Ly | I PR SR W

To exclude URLS from browsing and phishing protection, Click on Exclusion Exclusion
Display alert message when website is blocked
Web Categories
[ Restrict access to particular categories of Websites
Category Status Exclusion
fadl
Advertisements and Pop-Ups m: :,
Alcohol and Tobacco | Deny .
Anonymizers | ~Deny
Computers and Technology m:
]
Block specified websites
[] Restrict access to particular Websites
List of restricted Websites/URLs
URL Block Subdomain Add
Delete
Delete All

Enable Web Security reports

Enabling this option will generate reports for all blocked websites. In this case you may observe large number of
reports depending upon the web usage.

2O S s e S S w gt Sosse Sl an S pl O3y W L :Browsing Protection

LS o clablows 030 glacule ol

Sid 5 S glacole b 555 o Corge a0 opl 035 S5 sPhishing Protection

.JS)J&J}M

S it Soid oSl 3l ol Cole Wl e S ol g, » SIS L cEXclusion

Cole G sdalin aad 8 &5 & cDisplay alert message when website is blocked

.Jj...: 03l u,l}g‘l.u wl.m )\k}‘ cl.:.i c))‘.} b ol PR R W
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Web Categories

o) b by 3l ool s Asl3 o il o Copde BB bs Cule gy azws i ol o
Lo 500 ol Cule SO 035 5L 5 058 sades OGI frzmen el ssdes 0108 1 1) (0L
Ak

dl s e a8 opl 034 K5 L Restrict access to particular categories of Websites
oLis Status oy s T 0l agles sodees |y b Calucs 3l Lol Gy 4t 4y w2

o 4053 ol (S35 SIS Ll (gt s OT O3 Some e bl L

juby)l;u s lad
s i Slme i g Slre 4 | Cord s LSl S
Jos 31y eng 08 sas &S Lol Cole Wilg e Syl gy, » SIS L cEXclusion
WJJJMU#B%M&F‘&)L&“ QMM%MWoJ;QTé|foMWﬂ
Also Exclude 055 <G5 L5 05 0F 53 1y ale ol Al oo oS 550 5L sl oy (SIS |

Aoles st 30 1y Cole OF sls asls 5 aes Subdomains

Block specified websites
J}M_h/\;)‘>)‘J§ Al f‘v\gw 4&%‘ J‘ C)\?.-— b QUJJGJJJ)A L.SLA Cﬁil.w J\:;‘}:L;d L):"W LJ‘»{‘ )b
Ao les

lcule 4wz auS ol 055 K L sRestrict access to particular Websites

.)J;‘.;a JJMMJ‘)J oJ\..."I:;ﬁ.LJ.’J

u’:“iL“" QLS J‘}MQG}JEJJ)}A C,..:'Lw ‘J.».'JDTQDJS J)‘j Ls‘J" J'.'.) LQ°J’>°"." cAdd 64.«53 QDJ.«:«:QLJ

Enter URL:

Byl o3ls

Also Block Subdomains

(Enabling this option will also block subdomain of the added domain. E.g. If you
add xyz.com and enabled the checkbox 'Also block subdomains' then
mail.xyz.com will also be blocked.)

0K Cancel

J‘)U LJ:'}U Lfi‘ BL] cb),:: le;- ulj)Lf LvaLwJ )‘ .,\.:A‘);-L;c aS ‘J d’l{l.w L)AJJI .'Enter URL
(yah00.com ) .aoles

3o ol K gl anls o aes dalyr e S o5 > JAlSO Block Subdomains
(Mail.yah00.CcoM Ste) zlad 3 1y a8 el eipd ol e

Ol )8 glacad = s 3l a8 wls bl oS 5,50 5» sENable Web Security reports

J.:S wa ‘) 4“'.’.}§ U‘l‘ c.lt.:l.au C,JL:)) ol PEE W 6[.&@.1[...0 odalie 6‘;1
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Application Control
(Application Control) Ll Jz8 (osSecs pbl oSS s Sny 5l S
Jes Ol sie 4 35 o0 w2l JolS g w1 O sls asl 03 S s OBGl (S cnl 3L
S bsBabylon b 5L b (IDM asle) ) 5 5ils sl anl ar oo j2ns LI5S o wts ks
oo Jb e, DGl Bl sl (S ol S bl st | ol ol el
oslil (ed S5 DM aile) Sl o5 G506 ls ass 51 08 ST 48 axe cp AL 0
S0l Ll Ol asl, J S ol sdd Sluns Jles dbs e ol 2l LU glasl Osr ol
el osls &5150 15 (Custom Applications) jlie asb, b me S5y LacusS bl cas o s

s 2ol s L 0T dgled b yme a8 w1y 355 €XE L Al e oS

Scan Settings Application Control

Email Settings [J Block unautherized application when accessed

Notify clients when an unauthorized application is blocked
External Drives Settings

1DS/IPS Application Categories Authorized Unauthorized Custom
Archive Tools &
Firewall =
Backup Softwares =
Webeiny CD/DVD Applications
Application Control » Download Managers
Dewive Control Educational Softwares @
Update Settings Following is the list of application under selected category:
Internet Settings Application Name Unauthorized

General Settings

Add Application
You can also add an application that is not listed in the above list. Click on Custom Applications to add an application.

Custom Applications

b aeb p J xS b 03 5 Js ¢l sBlock unauthorized application when accessed
& » (Unauthorized) jles o gle ol gl >l bl pl 035 Jld L dil K5 b 4 S ol

ol &S Sose s :Notify clients when an unauthorized application is blocked

A dal g esly QLS sl oo pe
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Ll by ssmy cilite gla el g anes sl ol s cApplication Categories
55,5 Ol slal sl er JS Wlg e VL St s Custom L Unauthorized (Authorized «. ;3
Sema st 505 S U1 guae asby b b S bl & oo o daled )l by Sl b Gl |

Al Sloa b Sloa sl SL I s i 5 il 658 0T CUSTOM w5S b s

Lo allasmy o8 he o o el 5 555 aal oS 5,50 s sCustom Applications
ol Ll o als wls il ol Jil.é L Qs s 5 i))\.:a) L;l:b A 0wl ol Jil.é
S ) ey caaSs ul 055 5 e 0 pdy S B U ol Bome faSo S 4 0B | el

et

Custom Applications X

You can add an application that is not listed in the Application Control list. You are advised to add only those applications
that are not part of the operating system or any other system files.
Add Application Delete Application
] Application Name Application Category
-
Close

G 3 ol bl Sy ol g5y 2 SUS 5wl sl L sDelete Application

.»dea e

o oy ol 03,03 51 e 5 e odlital aeSs b 5l duds el 03580 (ol & sAdd Application

338 o 3k asl a5l 5 bl gl R
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Add Application X

To add an application click Browse and provide complete path of the application.
Browse

Application Name

Application Category | Select Category v

Please briefly inform us the reason of adding this application. This information wiil help us to improve Application Control.

-~

| 1. Maximum application size can be up to 200MB.

2. Adding and Unauthorizing any application which belongs to Operating System or any other system
specific operations may cause system to become unstable.

3. Added Application will be listed under ‘User Added Applications' of respective category.

Add Application Cancel

Jj:- JS).::.&ls )‘ ‘)J]a.r Sy J‘lb} lei.é b Browse 4S> &‘Jp-‘ J.;L‘? @J’.A E) QJ)J.‘?‘ LS‘)"
LS b

Aalad 35l ol s e 4 |y sl b SApPlication Name

02 i e Sl Sl e 1y s sy el 03 S 5 o axws JADplication Category
2y aely pl Al e 35 ol 3 0T J a8 Ol 5 4 S 15 ey S OF 55wl cpl B eSSl
Aeas el o5 S nl 50y 2 IS 5 A 3 Other Ss o5 8

wly bl wils e bls oyse 5 sSUbmit Application metadata to Quick Heal Lab
o5 Joa S S wly wly 0o ey Sl VU b e ol Jll eSS 1Y

(W2l g 5 Do BB o ) ons 0

AeS wlsl aaSs ol O3 Loy S cada | asl sAdd Application
53 s esls 13 CUSTOM il 55 15 655 OF il o cwomen Aol Slme e (Others Se) sus
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Device Control

sl doled oy e 1 ol gla oaws 5 laylnl 51 cils 655 YO S Al e i ol
5 szl (Wireless) J 15 «(Storage Devices) (silus .3 slaslpl Lol il Calis

Mobile & Portable ) LU, <l 2,5 (Card Readers) Lol,=c s «(Interface) Lsakuls

Al e o e BB At GlaciIS gy, 5 WS s 4 (Camera) ., ss (Devices
S bl asl axals 1, USB glaakasl= 5 s 2 55, » AIlOW) iy 5 0wl ol e

Read ) sl 1) o ils Sledbl ail g b oa a5 8 5 (BIOCK) aylas esliul b 205 51 sl g

S Iy 5 b 4 Olesle el 5 (Only

Dl A5 ke Sy opl 5l eslinad gl edas Js sl

33,5 Jlesl Olejlr a5 DM (535 2 il (sl el (L

33,55 Jae oo S35 2 LlRl 3 GBI s o3 (Sl Osk eSS (o

sy S0 Jasl Co e AUtOTUN S5 (2

.J)ﬁw O LS Corgo (S92 b Slaesls 5 ladal (5

Endpoint Security 6.0 Total

Clients

Client Status Client Action Client Deployment

Add policy settings

Policy Name:

Client Settings Schedule Settings

™ Let clients configure their own settings

Scan Settings
Emai Settings

External Drives Settings
1057195

Firewall

Web Security

Application Control

Device Control &

File Activity Monitor
Update Settings
Internet Settings

General Settings

Device Control

[ Enable Device Control

Device Types Exceptions
Select Access Policy for Device Types

Storage Devices

USB Storage Device )

Internal CO/DVD

Internal Card Reader B

Internal Floppy Drive

ziporive B3

Wireless

wir @

Bluetooth

Interface
Firewire Bus [
Serial Port
SATA Controlier
Thunderbort

PCMCIA Device €

Others

Local Printers
Teensy Board £l

Network Share

www.quickheal.co.ir

Card Readers

Card Reader Device (MTD)

Card Reader Device (scsi) B

Mobile & Portable Devices

Windows Portable Device 1

SlackBerry
Mobile Phones (Symbian) )

Scanner & Imaging Devices

Camera

webcam B
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Storage Devices Cb_,\ Lilgs oo i ol o ,-Storage Device (—s/

USB Storage Device £
(s JUaS) slasyle a2l ailk) USB slaakail~
i i «(Internal CD/DVD) _\+1> swCD/DVD-Rom

Internal Floppy Drive low c(lnternal Card Reader) L;l}b A.h‘)t?- Lth Q‘)}Q)ls

Internal CD/DVD

2P orive @) 5 (Internal Floppy Drive) J=ls b slag s

Wireless b8l Wl o Jise ool o Wireless (o

wi-F

(Bluetooth)& 55 5L 5 (Wi-Fi) J 51 4l aoled dles! 55

Bluetooth £

Cygeo 55 Al o STl o J S 5 o ke LB s cpl o el 5l 2SS L bl e
Blocked if wired <. wols Jwés |, codS JJals (LS 4l O3y g o
L 5 «(Block) |8 05,8 350 Ol asls sl Wi-Fio i, 55 15 connection is available

213 3925 50 (AlloW) 05 S 5ls

Interface Lajswls 6&&};‘_‘1‘ dj_,l u_;;,_, U'.’-‘ 3 :Interface (l,—’

Firewire Bus 2

T » Serial FireWire Bus Jsls ls ) il o oo pde LG

ST Controller Allow PCMCIA Device ; Thunderbolt SATA Controller Port
Thunderboit 2 I ML} L5‘

PCMCIA Device i

Card Readers Gl ol oS i ol s Lard Readers (z

Card Reader Device (MTD) £

Card ) SCSI slaol =S 5 (Card Reader Device (MTD))

Card Reader Device (SCS1) £

Al o o pde LB oS o5, » (Reader Device (SCSI)

Mete  Poree Boies olbls )l cad ol Mobile & Portable Devices (s

Windows Portable Device &

iPhone Allow aj.;‘ .L».J.'LL;«’ C,u“ﬁ.«\.a JJLB &J LSLQ&:AUN&% 4 Jﬂl"}" Lsuk;:’jf

e IS 3l aS Lol 5 3eds 5 e blise Ladisa gla L35S

iPod
i oslized jsdus 4 Jlas! I, Media Transfer Protocol
MobllePhones(Symbxan)ﬂ Aliow L}ﬂ‘ QY,M a‘}” c(WlndOWS Portable DeV|Ce) .,\MSL;G

Scanner & Imaging Devices
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Mobile ) e » e S5 sl 28 «(BlackBerry) <L (dPod.Pad.iPhone .l
LG (Scanner & Imaging Devices) .S syl 5 Sl 5 (Phones (Symbian)

L GV R

Camera Lﬁ)b'-‘} L;L?-‘J (,5 —J LSLAJ:'UJJ C‘f‘ .‘Camera (—0

Webcam £ ML'L; O;JS JBLAL:}O)JS .)jJ.w.ﬁ JJG u:n’ud" o°

T o gl Sl wile s il gl oK Others (s

Lec e USB , xw Jxss S Sl s «(Local Printers)
Teensy Board Alloy
s (Network Share) «& s 18! il (Teensy Board)

Network Share

Unknown Devie Ao s ol s (Unknown Device) axlial gls oaws

Al s S ks LB

S5k bl 5 S a sl sl LB sls ey S
338 o e Sl Sl eslatad a8l Sl b :Allow
.ijfbjwejﬁ}ﬁé& d‘j)lfd‘f‘})[mﬂ& #JJﬁ)‘f‘UJﬁ&W@ﬁd‘ .'BIOCk

Oy s Js o33 e il 5l 0kl Ol S an 8 opl sl @50 5o cRead only

(Ml 23 3l (6,8 ) 35a0 ol gla o&aus 3 1y SIS (g, 5 Sledb

odals slolnl sl eslid LB a8 -l sBlock if wired connection is available

A dal g 3 gbes 08 WIFT 1y sl aal 3 a4 LIS JLasl &S o5 s Ll o0
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HXES |j"‘)| ‘)JEJJ)}A ejjg‘,....é.c u\j)ls S4ad ‘)‘f‘ Qb; S ghen L: J.:‘j}'uﬁ MW‘ J.l..l.&
Gl 315 ) dir b 0 01 B ol o3 45,8 55 EPS 6.0 13 collB oyl bl Ll i i
uﬂ&@bb‘co:ﬁb‘jwbuﬂﬁéu&ﬁ‘bw&‘j}'@ﬁhdbu‘yuJ}MJMJ.E))}A

Al Slme ot 55 03,5 S8 Gl p s

U’“"’-’):j e}j.a..v J—-ﬂ;ﬂ r.'l...\.«.:...u “ b )‘J"‘ QT s_“,\......ll.a‘.;a ‘.L'Z.v‘ ‘J.E..véjj.ﬁ Lf"l’- e&...u.: ulz-.’.‘.v‘ 6‘]-
33) Aoled bme co sl cud w0 15 150 Admin Settings -> Server -> Manage Devices

(.sj.;zda o33 @.pjj aolsl
Add b Jj:;- &l;- eKL.»:J ol L;JM 61.& cKS.w.) C,.....;J )‘ (EXCEptIOﬂS) (35.3 Kfﬂ )‘ o

Aol ens OF (sl 1y (AOW) sy ge o zs 2o

Device Control

[@ Enable Device Control
Device Types Exceptions
Exceptions in the Device Control policy Add

Device Name Device Type Endpoint Name Serial Number Access

No Records available

Note:

» Please refer the Administrator Guide for details about settings which are applicable as per the platform.

www.quickheal.co.ir Confidential - sslo j=0




9 Sow Cougussl Jus SeugS 1 oslaiwl &2 sloassl

Device Control cesd 43 idd USB aldél> (8 y20

G b Sl e ol S Cupde 1 35 (USB alasl>) s ol g Ll o i ol 2
el o is o5 AdMIN Settings a=io VU

*} Admin Settings

Endpoint security 6.0 Total Home Clients Settings Reports
Admin Settings
Server Clients

Change Password Manage Devices Add Devices X

Notification
Following list contains devices which can be added to the device exceptions in Device Control settings.
SMTP Settings
‘ Enter text here .
Manage Devices » -
Redirection Device Name Device Type & Endpoint Name Serial Number Authorized

ilabl
Manage Users No Records available

General

S e s bl a1y 35 USB il il 55 e 4aSs ol (g5, » SIS L 2Add

Add Device

Serial Number:

Manufacturer:
Size: 4GB
Device Name: [

O Make this device accessible only within your corporate network.

Enabling this option will make this device inaccessible to all other system(s) that do not have Endpoint Security
Client installed. This helps to prevent data loss as users cannot access the device on any other system outside
your corporate network.

Note:
1. You can add only one device at a time. If you have multiple USB Devices connected to the system then remove
all USB Devices and attach only one USB Device which you want to add.
2. If you are unable to add devices through the web console, you may also use the Device Control Tool to add
devices.This tool is available at the location given below on the EPS server.
Path of Device Control Tool: <installation folder>\Admin\dcconfig.exe

3. In case if you are accessing the web console on Windows Vista, then please turn off 'Protected mode' option
in Internet Explorer.

OK Cancel
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:Make this device accessible only within your corporate network
5 ealiad ClB 5 5 dales Jle Olojle a2 (s WSl ol il Jé 4w Sl S

Lol 3w 6;)1’) J)\Jjbjf;_: sl 0

&.'M.AJM BE) aS .L.Ial.vgfa Jedo s Co &‘J}‘ MLJJ )‘ salaiul cUSB alssl— )‘f‘ QJ}JB‘ ﬁ: ab
SV O S ) W NS WL

R Quick Heal Endpoint Security - Device Control

This tool will help you to add Removable USB Device which can be managed under Device

Control. You can add only one device at a time. If you have multiple USB Devices connected

to the system then remove all USB Devices and attach only one USB Device which you want
to add.

Click on Retrieve to see details of USB device attached to the system.

—Device Details
Serial Number: 058F63666438

Manufacturer: MULTIPLE
Size: 8GB
Device Name: [

[] Make this device accessible only within your corporate network.
Enabling this option will make this device inaccessible to all other system(s) that do
not have Endpoint Security Client installed. This helps to prevent data leak as users
can not access the device on any other system outside your corporate network.

[ ada | [ close

\Quick Heal Installing Path\Admin\dcconfig.exe
Sl
C:\Program Files (x86)\Quick Heal\Endpoint Security 6.0\Admin\dcconfig.exe
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Data Loss Prevention
e SleMbl i S sl (gl 48 35 e gnes Slojle cual ST s DLP ai

1 Olsbe 51 bt 4 il e SNl 23 GJUE aan S ol 38 e U3 ealial 35 Sl

doled o S e 5 J S

Endpoint Security 6.0 ot

aled Jlb o b Jls [, DLP oSl il 5 e 25 cnl s Data Loss Prevention (wa

Data Loss Prevention

Data transfer through various channels can be monitored and controlled. Select the channels and data that you prefer to be
monitored from the following settings.

Enable Data Loss Prevention

O Display alert message when data leak is attempted

255 S5 wbau§ ol DLP wees 0 Jls sl » Enable Data Loss Prevention
CiS gl YW ose s cDisplay alert message when data leak is attempted

b}.«": 0313 u..“..’:'\.o.: WL\A rL&.ﬁ cCJLO}Ua‘

Gl S LB Sl Jusl 5 e sl dUls i ol s Data Transfer Channels (-

Data Transfer Channels

[] pisable Print Screen

[] Monitor Removable Devices

[] Monitor Network Share

[] Monitor Clipboard

[] Monitor Data Transfer via Application/Online Services

» Applications
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amio 3 513 5 0 pas Ol Print Screen S 055 Jws e L cDisable Print Screen

ALl g e Sy 5 laee 3 ol

5 oswle (USB la il sl saslas Sl= slaylpl “Monitor Removable Devices

g g J RS

Gk 3l S s K s s el Jusl 5 s <55+ sMonitor Network Share

L o ogile 3l e (*B,e.ll L;)l.l@é\}:.i\

0lo e oMbl Jld) olojle wle e ledlbl Paste 5 Copy <8 » :Monitor Clipboard
J}‘:t‘."l" (5)}.3:15) C";}ﬁ 4.)2.9‘;— DL (AJ.J: g.ig’)fu“ ‘U.LGJN wa‘ O‘)& 4 J.US ja.sz aS él—cw‘ 9

.Jj..i&

Jusl 5 J& 4,8 ,» :Monitor Data Transfer via Application/Online Services
ol e IS 5 Lsle sl osl e T e 5 Lajlle 5 ey 51 Olesle SleSbl
W) ool o e slaely (CHrOmMe usle) s 5550 slpl Jols 30T Slods 5 Lalgile 5
562 sk » e sleas (Yahoo Messenger il Slosely 5 oo glalble (Outlook
L) e 5 sl cLalz (Google Drive Client aol) LG 56T o 18!zl
Ll o (GoToMeeting

53 L35 5555k DLP o5 Wil o oS laile e slaesls CoNfigure Data Settings (z

. 7 . . . - .
O3S e S Sy 5 s e
Configure Data Settings
Select the data to be monitored through the channels selected above.

File Types Confidential Data User Defined Dictionaries

[Z] monitor File Types
Select the File Type(s) to monitor through the selected channel(s).

[] File Types

» [ | Graphic Files

» [ ] Office Files

» [] programming Files

» [ Other Files

Actions

@ Block and Report
Report only
Default

Note:

» Please refer the Administrator Guide for details about settings which are applicable as per the platform.
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Sl L Wl sasgome 5 5 LU e g1l 4sls o cwd ol s cMoNitor File Types
sl b cword asle) olsl sl sls LG ((Pg sl Kol S sl Ll glel s ol J s

Al e smile s ol LB (ZIP ask) o b 5 (C le) o siasl

ol g BB e Sy h i ol 3 ale e s LU s, K sConfidential Data
s ool 5 (Credit/Debit Cards) L slac,8 Sledbl Jols Sl ol .o

Al e obsl LB as sl . (Personal)

355 Olojl dle e 5 pla Sledlbl 5l K15 0 &S e sUser Defined Dictionaries
i 6l XS 3 el shse Bl O syl 1 eles SldS 5 05 ged c a0 SO
oslinl A5l 5 Admin Settings -> Server -> User Defined Dictionary ¢y 3l ¢ 2255

Aoled eoliial b (g 2lSos Sl S o 5l Aol e i cpl 5o dag AS0s b 8 5l ey S

35 edich 5 GaalS &S Sose il K5 oa S ol S :Match whole world -

255 Sl iy Sl SIUL 3,8 o 3 (6505 Lo 3l walS bl TR (5200
338 o 65 5 il Dol b el Gl b day il s wls” S

35 oS G 03 S iS5 S il K5 aw S ol S Jose s sMatch Case -

b S el 3 B ol

Aoled oS 1y 3 p oo oy eo Wlo e SLS (g5, 4SSl S e isu cpl s SACTIONS

3 el s LU 1 (6 is S alS G &S Sose 50 S el Al e B Ol

Jusl 5058 s Lo Block and Report) sl dloyl iolS 5 ssdews 15 O jse 3gr s
(Report only) wla Jl,l 15 Sledbl
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WA (5 g d A %

S Gk 3l i opl S o e [ DLP i bgy e gl i0s Wil o il 5o

el o is o5 AdMin Settings a=io VU

{3} Admin Settings | (W Support ? Help | [3 LogOu

Endpoint Security 6.0 Total Home  Clients  Settings  Reports
Admin Settings
Server Clients

Change Password User Defined Dictionary

Add Dictionary Import Dictionary

Notification
User Defined Dictionaries can be created or managed from here which will be monitored through Data Loss Prevention Settings.
SMTP Settings
Dictionary Name Description No. of Words Actions
Manage Devices

User Defined Dictionary
Redirection
Manage Users

General

sS4 e (S S Al e aeSs pl g5, » SIS L 2Add Dictionary
2SS wlsl

Add a Custom Dictionary X

Name: MySensetive
Description: All Sensitive info
Add a Word: Add
Dictionary Content: = ailapme W Delete
s
Confidential
OK Cancel

AS o 35l 1y L (6 A rLS A opl s cName

Sahe s e ol 3 s badal, s ol s 4 s 5 JDESCIption -
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.,\.:SJ&\:JSAdd S pals el KoL s s S
a8 8 6l s, » DLP ol i3 a5 ¢ nils olds od cDictionary Content -

Dl oals OLiS et Cﬁ‘

aly S i b S b Gl s el s ESSs i Al e Ll s iD
J:.."Lu Jles eb;'r.‘)
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File Activity Monitor
S eslind b il o Sledbl el e sla Sy 5l S FAM) Lb el Koyl
dales Ao 1y s BBl 458 WSl e Jssle ol

2si e Je FAM g5l 4S5 0l 05 5 &S L ENable File Activity Monitor

(hG g5 i ol 5> 2Select File Types and Events to monitor within drives
W3l o e B 553 e Jlesl T 55 0 FAM &S (6 e 5 a5 5550 ol

gl Al (Delete) i~ 5 (Rename) ol i (Copy) S Jels s bl s, ol
sswle g bl By et (ol (Gpeal (Sae ome gl LB oasle Ll Cil
33 5 g O3k sla LG 55 5 (Custom Files) Lt oo Glag s i m Ol uman 3l o
e sl s Sl glasls (USB) saslis slaslys oy » b bl ol sis a8 L
Al e Aoy LB (C\ asl)
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M Support ? [> LogOut

Endpoint Security 6.0 Total (Beta) Home m Settings R

Clients

Client Status Client Action Client Deployment Manage Groups Manage Policies Assets

Modify policy settings
Policy Name: Group2_policy

Client Settings Schedule Settings
™ Letclients configure their own settings

Scan Settings File Activity Monitor

Email Settings [F Enable File Activity Monitor
External Drives Settings Select File Types and Events to monitor within drives
1DS/IPS :’:r’:mr [71 Removable Drives ~| Network Drives | Local Drives
vents
Firewall [Copy, Sansia. Delira] o S - Monitor Only Delete Activity
Web Sacurity Al Files x x
Application Control All File Types C
Device Control ~ Text Files |
Data Loss Prevention doc
File Activity Monitor > docx .
Update Settings odt
Internet Settings rif
General Settings ™t
» Data Files | ]
» Audio Files ] |
» Video Files =] |
» Image Files o
» Spreadsheet Files | ]

Database Files (] ]

-

Executable Files 0 ]

v

System Files | |

v

Compressed Files | |

Custom Files [+

Files Without Extensions

Exclusions )

%Windir%\Temp\

m

2:\System Volume Information\

%Windir%\SoftwareDistribution\
?:\Users\*\AppData\Local\Microsoft\Internet Explorer\
?:\Users\*\AppData\Local\Microsoft\Windows\Temporary Internet Files\

S%programfiles%\

NCTSUIN

Default

Note:
¥ Please refer the Administrator Guide for details about settings which are applicable as per the platform.

Save Policy Cancel

S 2 oswle Al o aS 1y ola bl s bayalsh s s W15 o i opl s cEXClUSIONS

Al et e b3 ) G s A5b) s e 31 (631005 Ao led s 3 205 plnsl g
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Update Settings

O Glayis s Ol il e g S BB il s eSSl oleks
s Slesisg Supde Sladil oS e el S cal 0 Glesis g s e s il
Bt G Sy bl s s Sy 5l

Scan Settings Update Settings

Email Settings Enable Automatic Update

Show update notification window
External Drives Settings

Frequency
IDS/I1PS ® Automatic
Firewall © As per schedule
Daily Start time: ) <
Web Security Y | Hrs Mins
Application Control Repeat after: 7 Hrs
Device Control Update Mode

O Download from Internet

i »
Update: Settings ® Download from Endpoint Security Server

Internet Settings O Download from Specified Update Servers

Default

General Settings
Delete
Up

Down

Copo b CNS Slayis s au S ol 0o Jed o,y o cENAble Automatic Update
2,8 o s S5
o by Gl bl oy il S Sl S :Show update notification window

bj*;L;‘ o3l ﬂl@ LS"L”)))J"
Aol e i cpl 3 Al g e oIS Sy sl el Frequency
355 o en S5 g IS Jleyis Sl e3L JAUtOMAtic

5 by Ll e 1y eSS Sleyss, il Jwe oS ol 31 cAs per schedule

A led (6 ael
Aoles ens a5 e 1y leyss s sl cele sDaily Start time
Aoled e ise pl 5o SIS e e 1 Sls, Sleyss LSS sRepeat after
258 o e Cudl S cand ool s AUpdate Mode

Sl s 3 NS Slayss e il olbksl an S ol S1 Download from Internet

.Jbﬁ@ (rbu‘) bj,ub
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5o il ol auS l 31 cDownload from Endpoint Security Server

J~5L54 CﬁéLi)J“) 2}5- L}"L”)Jﬁj" C,ﬁiﬁv\:‘ D9

Ssisg Glp e s conl 81 sDownload from Specified Update Servers

Sl sse O 31 LawdS ol 45 WS asdie Adly e (03 53 3 Se) wyl 4 S s

LeadS Slayis p oo o 5 Aol g o s S (olblely Slayis p so,mw pdhr &S Sose 2
Aoled Gl L bwl- Down 5 Up Delete Default cls aaSs 3l eslazal L 1,
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Internet Settings
a Jen eSS b able 5 axdls STy« 5L ol 4 dlall gl beadS oS ose

Aoled o syly i ol ool S ol sl e &5l

Scan Settings Internet Settings

Enable Proxy Settings

Email Settings
Proxy Type: HTTP Prox v
External Drives Settings b 4 1
1DS/IPS Proxy Server: 192.168.2.1
Firewall Poct 8080
Web Security Authentication to connect through firewall or proxy server
User name:
Application Control
P 2
Device Control BsswWOrd
Update Settings

Internet Settings  »

General Settings

Aoled S5y a8 opl (Sl 058 e sl sENable Proxy Settings

HTTP Proxy Kis o S, LS o aseie Cond opl 03 15 ST, ¢ 5 APTOXY Type
s SOCKS V5 | SOCKS V4

S 3l il o 1y s e S 1P sl sPTOXY Server
pybpe s i ol 3 S s POIT

ssre S Sose > JAuthentication to connect through firewall or proxy server

Aol sl e ol
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General

.JJ‘J )‘J.;Lh%%dﬁja.o QL«.:.]G.J &’Ud)‘,’_‘ )J

Scan Settings General
Email Settings Authorize access to the client settings

5 Enter Password:
External Drives Settings

Confirm Password:

IDS/IPS
Firewall Enable Safe Mode Protection
Web Security Enable Self Protection

[ Enable News Alert
Application Control

Device Control
Update Settings
Internet Settings

General Settings  »

Slakis 4 i gl il b 4 S ol ST /AUthorize access to the client settings

A a5 e 508 ey SANS

Aol syl 1y ey S coudIS ol Jhisyse yse 50, cENtEr Password
B 055 P
Al 3 lg 1y e 3a, Isdeme 2CoONFirm Password

23 e G303 3 o w8 opl 03 J L cEnable Safe Mode Protection
Aas e delsl s gt Clabls 4 La S S s s ol Safe Mode -

S8 plp o 3l eSS il i au § opl &S 5,50 s cENADIE Self Protection

g g onls Ol 8 @ el 5 Ll o =T sENable News Alert

Aol SUs Save Policy s, » b o b (gl Ll s
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Schedule Settings

Aoles Glisles 1) 6l el oSl (g5l aig (s il p J 28 DS (Sl

Client Settings Schedule Settings
v

Configure schedule settings

ClientScan * Client Schedule Scan
Application Control |:| Enable Schedule Scan
TonelD Frequency: | Dz

Vulnerability Scan RISIEAG | Hrs Mins

Repeat Scan

Every: | 1 Hrs

Notify if client is off-line

Scanner Settings
How to Scan
® Quick Scan (Scan Drive where Operating System is installed)

© Full system Scan (Scan all the fixed drives)

Select scan mode:
® Automatic (Recommended)
O Advanced
Select the items to scan:
* Scan executable files
Scan all files (Takes longer time)
Scan packed files
Scan mailboxes
Scan archives files

Archive Scan Level: | 2

Select action to be performed when virus found in archive file: | ski;

Select action to be performed when a virus is found: | Repair ~

Antimalware Scan Settings
Perform Antimalware scan

Select action to be performed when malware found: | clean

Client Scan

S IS s A5 e i ol s Al e oS Sl by s bg e i ol Jsl S e

v\iLw\thM.i% d@)ﬂ)@@ﬁd@&ﬁﬁ ‘u.ob'- dll.a)' LgLA 095 4

Al K5 b a8 pl Kl gdile; 03 5 Jws gl cENnable Schedule Scan

b Llg e (Sl Gl ey AS ems JiSe ol s LlS e 1 Sl LSS s cRrequency

Al i b Sliy, oo
Sl OS5 (Start At T ol b Daily cpss 4 (Sul (S8 5 S Sase s

A4S s L 1, (Repeat Scan)
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258 e L s (Weekday) axis 55, st Weekly Sus Sl sl 5 S
S pdy e Do mlie Sl gUbl AL ool causts S eNotify if client is off-line

335 o pasie iso opl s Sl olals sScanner Settings

Antimalware Scan Settings

338 o e I A (Sl Sl sl s
dal g |l NS (g5 Ll Ao il KSa S opl ST Perform Antimalware scan

3 ol s s a5 lusl sSelect action to be performed when malware found

Al SKIp) i oo b (3lsh) Clean wis o fee cul 335 o s il o plnll
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Application Control Schedule Scan

DSl & gt pasia Ol o b oagle @il L b asly oSl adlg e s ol 53

Unauthorized ) jl=s & 5 5lme sls b, (Unauthorized applications) s & slaast

(All installed applications) eca: a2 sla b, s4es (@nd authorized applications

Client Scan
Application Control
Tuneup

Vulnerability Scan

»

Application Control Schedule Scan
[ Enable Schedule Scan

Frequency:

StartAt: | O Hrs | O Mins

Repeat Scan

Every: 2 Hrs

Notify if client is off-line

Aoled

Scan and Report
@ Unauthorized applications
© Unauthorized and authorized applications

O All installed applications

www.quickheal.co.ir
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Tuneup Schedule Scan
23,5 o paia hles il i 53 03,8 e G (] 03 Sl A oSl sl

Client Scan Tuneup Schedule Scan

Application Control [ Enable Schedule Tuneup

Taneup: ¥ Weekday: | Monds -

Vulnerability Scan Sliis Wl Sy Hrs (g " | Mins

Repeat Scan

Every: | ¢ - | Weeks

Notify if client is off-line

Tuneup Settings
Disk cleanup
Registry cleanup
Defragment at next boot

Sibw dins oloddls
58 o plnil Sws g3Lasyy oDisk cleanup
Bl Syso (8 e $3WSL JRegistry cleanup

CiaS 53 Saduy w5 b Sl LU cGdn g5l s :Defragment at next boot

335 (g8 s S8 e G o se 5 255 0
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Vulnerability Scan
Gl ol Cand 3ol gtiibey 5 g by B Ese ) s gl cand (S

.:;deaua}w‘..a

Client Scan Vulnerability Scan

Application Control [J Enable Schedule Scan

enn Weekday:

Start At Hrs Mins

Vulnerability Scan *

Repeat Scan

Every: | ; Weeks

Notify if client is off-line

Scan and Report

Scan for vulnerability against following software vendors:
® Microsoft applications and other vendor applications
O Microsoft applications only

O Other vendor applications only

Microsoft ) Ko glacs o 5 cilus Sl gls asl &S AiS nd Al o e3> LS

Microsoft ) il b sls b, Lis (applications and other vendor applications

(Other vendor applications only) s slacs i sl wl, Lis L 4 (@pplications only
235 Sy el S
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Assets

Shealial bl o N )5S S il a8 2,08 g S Ol S bl ke
L8 allas s, Olesle (sl Blcnn 5 l3dle 5 slaalo 4S5l il o 1T Ol s OG1
oS aan Slayisy «ol e e Blisien ot ol SSLI 0155 o Jsdle ol 5l eslinad
5GP i 65 e 4SSl s G s e Sls JpeiS Sl Sl S ete 5 et S w0 )
A e gl S (55 sl Sl S

£*} Admin Settings M Support ? Help [> Log Out
Endpoint Security 6.0 Total (Beta) Home m Settings  Reports
Clients
Client Status Client Action Client Deployment Manage Groups Manage Policies Assets

In this section, you can view system information, hardware information, etc. of EPS Clients. Please select the client and click on View Details.

Endpoint name/IP Q

4L EPS Console Endpoint Name Group Domain IP Address Operating
‘LM Default ASUS-LAPTOP Default WORKGROUP 192.168.0.173 Microsoft
RanGroup2 ESI-PC Group2 FANOOS 192.168.0.12 Microsoft
EWALLCOM3 Group2 WORKGROUP 192.168.0.100 Microsoft

NOVIN-4F5007EDC Default FANOOS 192.168.0.5 Microsofi

WIN-ENSEU7HHOE3 Group2 FANOOS 192.168.0.50 Microsoft

< m »

[F] Show endpoints within subgroup

View Details

5 aelS Sledbl S Wl 5 e View Details aaSs 05,88 5 sy ciodS g5, » SIS L

Aoled cdbs |y s e
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View Details X
.

csv
System Information Hardware Information Software Installed Updates Installed

>

Computer Name
EWALLCOM3
Domain/Workgroup
WORKGROUP

Operating System details

m

Name: Microsoft Windows 7 Home Premium Edition 4
Version: 6.1.7600 Build 7600

System Type: 32 - Bit Operating System
Manufacturer: Microsoft Corporation

Local Users Accounts L4

User Name Type Last logged on Account Status
Administrator Administrator 24 Feb 2010 (14:19:40) Disabled
E Wall Technologies Administrator 21 Sep 2014 (09:13:25) Enabled

Sl ol ASl o alaMe LBt nl 3 et mele SleSWl cSystem Information
UJJ})QLA) ‘W SS9 » ol alu L;Js)li L;LAULM} CL}ALC‘ V;‘.m.:m C)L;J;- (ol cj}'mls (ab J.»LJI

View Details X

=l .Csv

System Information Hardware Information Software Installed Updates installed

System Manufacturer

| »

Gigabyte Technology Co., Ltd.
System Model

G31M-ES2C

Main Circuit Board
Board: Base Board
Processor

Count: 2

Vendor: Genuinelntel

Name: Pentium(R) Dual-Core CPU E5400 @ 2.70GHz
Frequency: 1700

Memory
Physical: 1.99 GB

Virtual: 3.98 GB v

sdalie LB fsw ol s codS gollese LIS oleslbl cHardware  Information
LA"“ alasl>= cCPU Qb%‘ cDJﬁJJLA dJﬁ 9 dL.‘.j“‘ Ld.l.a cW aJJ)L.u J.AL.:: C)LG)U&\ U'l| ML‘L}"
ddo Q)ls c&.:.é‘; C)Jls Slasie cu,«-fﬁl.’ cuﬁbb bbT LgL,a_e)C,..:ﬁjb Q‘J,‘:‘} &.m.i.) .J)LA ‘RAM
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View Details X

& csv

System Information Hardware Information Software Installed Updates Installed

Name Publisher Size Version

Microsoft .NET Framework £ Microsoft Corporation - 4.0.30319

Microsoft SQL Server 2005  Microsoft Corporation - - (=1

Mozilla Firefox 30.0 (x86 en- Mozilla - 30.0

mssilk version 1.0.0, plugin  linphone.org - -

Nokia Suite Nokia - 37.220

Notepad++ Notepad++ Team - 6.5.1

NVIDIA Drivers NVIDIA Corporation - 110

Microsoft Office Professionz  Microsoft Corporation - 14.0.4763.1C A
<[ m »

SleMbl o an 4 LIS (555 old aad glalsile s blS ) ;Software Installed

.L::L"f odalise &G&uw‘ B ‘_,-sa-: G‘)U‘gdaj.’f )‘j.%‘(:}.a )\ ‘)Als

View Details X

&= csv

System Information Hardware Information Software Installed Updates Installed

Name

Security Update for Microsoft Silv
Security Update for Windows 7 (k
Security Update for Windows 7 (k
Update for Windows 7 (KB26612¢
Security Update for Windows 7 (k
Security Update for Windows 7 (k
Update for Windows 7 (KB27612:
Security Update for Windows 7 (k

Update for Windows 7 (KB27290¢

Publisher

Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation

Microsoft Corporation

Installed On

10 Jun 2014 (08:50:57)
19 Aug 2013 (05:58:34)
19 Aug 2013 (05:58:31)
19 Aug 2013 (05:58:27)
19 Aug 2013 (05:58:18)
19 Aug 2013 (05:58:14)
19 Aug 2013 (05:58:11)
19 Aug 2013 (05:58:08)
19 Aug 2013 (05:57:49)

m

sdalie hB it b 53 heleqreen 5 sUlBle s Sleossr 48 » AUpdates Installed

sl

@)U OMW&JEJ‘O“}SLSA‘WB sz'i% ng)fJg.;.A‘U}fJA OMTJ?‘}MQ)‘W DL .'44".(’.

www.quickheal.co.ir

Confidential - sslo j=0




9 Sow Cougussl Jus SeugS 1 oslaiwl &2 sloassl

Settings
o lea pl oS Sale bl e de el G 0353 Sles Gids iy ) sls au S

u%%up)ﬁﬂwg (.:;U B .J:Jg@ JLa.G‘ e:ﬁ L;pl;— aj; C;E.bya& PLY &LACMA“% SS9

Endpoint Security 6.0 T Home  Clients m Re

Settings

Modify policy settings

Policy Name: | Defaulc ]

Client Settings ‘ Schedule Settings ‘
Configure clients settings

Scan Settings » Scanner Settings
Emall Settings Select scan mode:
Automatic (Recommended)
External Drives Settings

Advanced
1DS/IPS Select the items to scan:
* Scan executable files
Firewall
Scan all files requires more time
Web Security. [¥] Scan packed files

Application Control [] Scan mailboxes

]

Scan archive files

Archive Scan Level: [ 2 ~

Select action to be performed when virus found in archive file:

Device Control

File Activity Monitor

Update Settings

_ Select action to be performed when a virus is foun
Internet Settings

Gencral Sewings Virus Protection Settings

Load Virus Protection at Startup

Display alert messages

Report source of infection

Select action to be performed when a virus is found: | Repair -

Advanced DNAScan
Enable DNAScan

Enable Behavior detection system

Select Behavior detection level: | Moderate  ~
(Moderate: High in detection of new threats with few alerts requiring an action)
Submit suspicious files

Submit files

Show notification while submitting files

Block Suspicious Packed Files

Block Suspicious Packed Files

Automatic Rogueware Scan Settings

Enable Automatic Rogueware scan

Disconnect Infected Endpoints from the network
[ When non-repairable virus found

[0 When suspicious file found by DNAScan

Exclude Files and Folders
List of files and folders to be excluded from scanning

Path Include Subfolder Excluded For Add

Delete

Exclude Extensions

Specify the file extensions to exclude its scanning by real time virus protection.This is to troubleshoot performance related
issues by excluding certain categories of files that may be causing the issue.

| Add

Delete

Default

Note:

b Please refer the Administrator Guide for details about settings which are applicable as per the platform.

Save Policy

www.quickheal.co.ir Confidential - sslo j=0
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Reports

2
Endpoint Security 6.0 Total Home  Clients  Settings

Reports

View reports for the EPS Clients and Server.

Client Server Manage
VirusScan Generate Reports
AntiMalware Scan
Start Date: | 25 Dec 2014 G End Date: 31 Dec 2014 E
Web Security
-| Al = i . . |
Tuneup | 60U Name: | All Groups ‘ Endpoint Name: Report Type: | Chart |
Device Control Generate |
lication Control o,
= el prINT
IDS/IPS
Eirewall Virus Scan Incidents
75
Vulnerability Scan
= 64
File Activity Monitor
Asset Management Eo —
34
31
27
25 ] 23 ]
[ _ ] ___J el
Y ) Y ) £y Y
»* »* »* " > »*
® » * 3 PN

«(Web Security) <, <.l (AntiMalware Scan) ijln as Saf (Virus Scan)
«(Application Control) «t, Jz=s «(Device Control) i, Jzs «(Tuneup) .siluseg

Gl owl Sl (Firewall) Jis .6 (IDS/IPS) s o 346 5l oK 5 olubs eI
el o ms LB 25 ool s (VUlnerability Scan)

Sy e e SO S s bl 5 Jyl Jise s JGenerate Reports
b gl sStart Date

lgsl 6 cENd Date

05,5 ot :Group Name

A2l Jl Ll 5 e 4S5 5eslS o6 SCOmputer Name

Sy oMl Soye 4 b (Chart) s wis e s 58 g AReport Type
L (Tabular)
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Server

ol g:Jla-} fﬁj" codalis J.)G

Endpoint Security 6.0 Total Home  Clients

Reports

View reports for the EPS Clients and Server.

Client Server Manage

Eventlogs » Event Logs

Start Date: 25 Dec 2014 E End Date: | 31 Dec 2014 m Category: i All -
|

Generate |

» ~
®DELKTE ﬁPRINT & csv }' .PDF

Date and Time Category Message

‘ 31 Dec 2014 (08:45:14) Information Administrator logged in. %l
31 Dec 2014 (08:00:02) Information License information has been updated.
30 Dec 2014 (08:00:02) Information License information has been updated. |
29 Dec 2014 (09:04:52) Information Administrator logged in. |
29 Dec 2014 (07:59:59) Information License information has been updated. |
28 Dec 2014 (08:39:52) Information Administrator logged out. L
28 Dec 2014 (08:00:02) Information License information has been updated.
28 Dec 2014 (07:48:26) Information Administrator logged in.
27 Dec 2014 (13:57:19) Information Administrator logged out. ™

in"L.’.@ S Gl (4eS> U’~'~‘ ub:.:;‘j LJ:U)‘J'? ul;;;;l L :®DEI.ETE

Aas 0 CSV g 5 (4aSs ngjﬁ;i:.lSL_w.Er

.Csv

u
215 3559 4aSs Q—i‘ S g*lgtﬁ‘fw‘jf ub— G&‘:Hpmm

J)..if@)blnﬁ pdf C))j.»ﬁ‘\.: @-}J&'-'.'L'PDF
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Manage

o sl B 5155 4 by e Sledas i cpl s

2
Endpoint Security 6.0 Total Home  Clients  Settings

Reports

View reports for the EPS Clients and Server.

Client Server Manage

Settings » Settings

Export [0 Automatically delete reports older than ‘ 60 - ‘ days.

Delete Reports [0 Automatically email reports for past ‘ 7 ~ days to the following recipients.

Email Address (For multiple email addresses, use comma in between)

Email Frequency

Day: | Monday - | at|os00

Select Reports to email

[_] Server Reports
[] Clients Reports

["] Device Control
[C] Application Control
[] 1D0S/IPS

| Firewall

[ Vulnerability Scan
["] File Activity Monitor

[] Asset Management

Save }

Note:

To receive report emails, SMTP settings must be configured in Admin Settings.

Settings

Wl ool LB oS Sy e sl Sledas () i o

Goy e e 5 05 K5 L cAutomatically delete reports older than ... days
238 o Gl 5sSde Ol e 3l b 5158

4l Automatically email reports for past ... days to following recipients
|y i glasss sldas a0 gy pe 50155 Q8355 g a8 A8 Wi o5k | ) sSesiy p l
R

ki Ll e () LS LS e sl il 3 1) dade fees! sl cEmall Address
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Pled G 25 Jll Lol & 45 50055 850 43155 e 3155 £ 05,5 S L

Device TJuneup Web Security AntiMalware Scan Mirus Scan

Vulnerability Scan , Firewall JADS/IPS .Application Control .Control

Export
G S Cose by pasie Glesl s 1 s sy gla 518 Wl e Gise cpl s

..).siSJ:Lo f}f.-

Client Server Manage

Settings Export Reports

Export reports to PDF.
Export »

Select Criteria
Delete Reports ® All Reports

© As per below criteria

Start Date: 11 Feb 2014 E End Date: 18 Feb 2014 B

Group Name: | All G p Computer Name:

Select Reports

Server Reports

Clients Reports
Virus Scan
AntiMalware Scan
Web Security
Tuneup
Device Control
Application Control
IDS/IPS
Firewall
Vulnerability Scan

Export

Delete Reports
A3 8 G e 1S Se Sl e B s D3 g0k 1 a s Sladas Wl e s opl o

Client Server Manage

Settings Manually delete reports

Export ® Delete reports older than | 60 v | days.

Delete Reports ¥ O Delete all reports
Select Reports

Clients Reports
Server Reports

Delete

L5, Gl b 58 (ame Sy oods 3l o cDelete reports older than ... days

Lo ol 5S aea i cDelete all reports

335 o e iSo opl s Gl cgr e 3158 Ol sSelect Reports

www.quickheal.co.ir

Confidential - sslo j=0



L3 S Bl oS gl s 18 cClients Reports
L3S Gl s e sl 1S sServer Reports

L5 S e Gl e 5158 aaSs ol gs, SIS 5 B8 s e ol L Delete
GV S5 ol Ul 03 esms S 5 e S 4 mxly Gospe slaslel 5 b DD
53 it el sy pladl 4 Slma Loy 3B (sl Saly sl Sae) AT o 3 Sl 4 4o
Ol Sde s Il a3l s ol sl Sl Co kil Gl Ll K s e 3L e Lasl -
by Flp Sl e olad Sl el caal Ol sld (el sl Slu i p et S ol Y50

(..._5 Sl
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Admin Settings

Change Password

*} Admin Settings

Endpoint Security 6.0 Total Home Clients Settings Reports
Admin Settings
Server Clients

Change Password » Change Password

Notification
SMTP Settings
Manage Devices
Redirection
Manage Users

General

The Quick Heal Endpoint Security server is password protected to prevent unauthorized users from modifying the settings or
removing the client program from the endpoints. The Quick Heal Endpoint Security setup program requires you to specify an
Administrator password. However, you can change the Administrator password from this page at any time.

old Password: [

New Password:

Confirm Password:

Apply

S a e | s sSelis plil JaSa 5S o m uss e Al e e ol 02

S 3,051 LS se5e, cOld Password
.J\:S J)‘) b J..LJ\> )ﬁ.f«}'ﬁ) :NeW Password

S 5,0y Tsdees 1) d 56 50, 2CONFirm Password

www.quickheal.co.ir Confidential - sslo ;=0




ANotification

Email & SMS Notification
Lg.\....fiq &@LM\ Gk Sl el el Sl t?\.b\ o by oleks s ol
Server Clients

Change Password Email & SMS Notification

> Select Event for which notification should be sent

Notification
Notifications to be sent
SHALE SEthng w Virus Infection and Virus Outbreak
Add Device Events Email  SMS
Redirection Virus detected on clients = (]

Virus active on client ) |l
Manage Users
]

Virus outbreak in network [
General

Intrusion Prevention

Device Control

v

Application Control

Update

Install through Active Directory

Clients

v

License related

Configure Email & SMS for Event Notification Configure
Number of sms left 9g Buy Now
Apply

cbb ol S ol 055 Ko L sSelect Event for which notification should be sent

3 g @b)t‘j\bl Wﬁ,\ﬁp@;ﬁt slasli gy sl Sy 55 5 ol Jlab

338 o e e g Jlsl oo 5 Sl ol g1l i cnl s Notifications to be sent

sk Email) Lt b s SMS) Sl 3 b 5l Bl o Sl O

33 esns s S ot 4 b Gl O AVirus Infection and Virus Outbreak
el gy Sy BB sl

Pl 4 A3 lalbd oSS (55, 2 mans &S Suse L2 SVirus detected on clients
Ay e

e bl 4 il Js oIS (55, s &S Sose L SVirUs active on client
.J\MJ.:

PS5 paed o 3 LELNS 55 2 ms s S S 2 2Virus outbreak in network
Aol Bl |y sl et o g A5l e Customize s, », SIS L) sy ke et

(C,«w‘ ol &Lﬂhﬁ:&b)b)bﬂ%)b Ml{.‘)'l“’."é_ﬁ)j‘)"}ﬂ) J‘Ja.?d}:

www.quickheal.co.ir Confidential - sslo j=0




BB s ol s Sle b 348 51 S 4 b e Sl o3I dNtrusion Prevention
el gk S
Pl s plalid foIS @ Slews b 358 4SS 3 zIntrusion detected on client
.J..,;J..» ﬁ.u
Port ) o S 3 gy Sg e O s> [Port Scanning incident detected on client
OR U=xR 290 DI P D

ey ke 3B 4 S (855 2 (Scanning

G35 2 o ki w55 e M e 55 Sy 53 (DDOS Attack detected on client

oy e POl 4 oS

Al o o S B St cnl 53 Ll US4 b e Sl 51 Device Control

ol w s ¢l NG4S s JAttempt to access unauthorized device
SRR A4 (o wd Sl o B

Al o s S BB el s aslp J S 4 by e Sl 65 Application Control

G g Sl WS e s JAttempt to access unauthorized application

W CBUal«.gc:j:f Sy g Sl b sla sl

Sy 5 S BB i cpl 3 Glasisn a bsrse Gles U Update

opSalio p il gl Ll K wse &S Sose L3 SSErvice pack s available
Ay o e C)Ua\ @ c.s.sjffi.:‘..o J:\A&.:.US

Shisp Lo &S 5w s Clients are not updated to latest virus definitions
.V\MJL;G ﬁJ-A CW‘ “ ch; o lis

okl leyss Fb S ose »» [Update Manager virus definition date is older
st e bl 4 il 05 (Update Manager) -

BB il 0> (68 pls St 4 by e Sl ¢3l cInstall through Active Directory
Al e g Sy

L ol pKea &S Sose > cSynchronization with Active Directory failed

Ao e G4 A s S S L (6558 5o 50
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Al o b S B i ol 5 S @ by e il 51 Clients

Sallcde 4 cwds byl 31 Client disconnected from the network on infection
R ISR o RYREESL L

cle 4 e bl S1 Client disconnected from the network on DDOS Attack
ey o e Bl 4y 338 alas 4SS DDOS 4.~

S e 4 s Lyl 81 Client disconnected from the network on Port Scan

.qu)@ﬂ.la CW‘M(JJJSC}&;&JJ‘ <o

Ao o Sy BB il 3 Y 4 b e Sl g3l ALicense related

Syt g 03ls Bl s s (Y LBl g0 :License expired

o303 gAMbl pde 4 A3l LaBl Jl-ys oY &S y5e s clicense s about to expire
e

i Y Sl 31Ul el cemd SIS sl &S L5 s cLICENSE [TMIT exceeds

D g 03ls POl e 035

355 SMS 5 Ll cws ol s Lonfigure Email & SMS for Event Notification

Ssbgn 3k ey CONFIQUE aaSs (555 SIS L S o st S Slasg DBl sl 1,

Email & SMS Notification X

Email Notification

List of Email ID's:

Add
3 Edit

Delete

SMS Notification
List of Mobile Numbers:

Add
1 Edit

Delete

Apply Cancel

355 Gles b Cod @ Al Add oS5 055 5 bolse osleds ool anlis 035 )5 L
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SMTP Server Settings
Ll SMTP Server o, sSucs pbl by 5018 5 Gley o9l sla el Loyl 512

23,8 ks S

*} Admin Settings

Endpoint Security 6.0 Total Home  Clients  Settings Reports
Admin Settings
Server Clients

Change Password SMTP Server Settings

Notification Specify SMTP Host Details. All mails from Endpoint Security Server, for e.g. Notification mails, Report mails, will be sent to

following SMTP Server for further routing.
SMTP Settings »

R SMTP Server: [
Manage Devices
Redirection ~ O'F
Manage Users Notify from Email Address: (All emails sent from the EPS server will have this
Email address as the sender's address)
General [0 Require Server authentication
User name: | }
Password: i ‘
User Authentication Method: | None -
Apply

i e 3y b ol s SMTP 5 (SMTP Server

J)‘“’:@ ")‘} -'\“L::-9 L)'i‘ DL SMTP SRR Q)jﬁ LJ'“J"T .‘POI’t
s )l Glos gl ¢ Jeasl sl 0T 4 oS Leasl sl cNOLITY from Email Address

ol el Coga il 4 5 SMTP 5,0 8 5550 s ARequire Server authentication

LS S e S

'J)"':Lf" ")“9 “U‘:" Q—:‘ BE LS;))‘S rU :User name

Badpe 3y b ol g3 e 56, JPaASSWOI

Ao Dy e aseie b ol s Sllol -l (oK, e cUser Authentication Method
:b TSL L SSL (None .l e
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Redirection

Endpoint Security 6.0 Tota

Admin Settings

Server Clients

Change Password  Endpoint Security Server Redirection

Notification If you would like to change the EPS Server or upgrade to a new version of the EPS, you may redirect all existing clients to your new
EPS Server. All the clients will be redirected to the new EPS Server and communicate with the new EPS Server thereafter. In case of

SMTP Settings version upgrade, the old version of the EPS client will be uninstalled and a new version of the EPS client will be installed, after the
old client communicates to the new EPS Server.

A

Manage Devices

Status
Redirection »
Clients redirected: o
Manage Users Clients remaining: [
General g pyings

Server Name/IP: I

Port | (Client Server Communication port)

Redirection Type L

© Redirectall clients
O Redirect selected clients

Apply

AEndpoint Security Server Redirection

s s s (Upgrade) w7 ol (g sSaci p bl Jau S die gl S 5l S
233 O Al o bl s 3 ramen Sl e LIS 65 Sl a5 Gl 4 5L O
Aers i 1 555 Sl bl e gl a4 eSSl Bl 5 s

2 e s (3,8 e Sime e wes LG Ve Vaans) dder s LS Sppe s
D9 4w Do el L IP sl s S o ol b oy 5yl LS 53 b5 e 55w S5
S35 g A o 3l i sl R a3 1 S il i e D el 5 —
sl L s 5 s edd e Sl il Ll s e w0 (olr Sl sl e 3 LIS den
D e LIS (655 SIS LA, S e a5 G S5

el 305 e g i il 53 s e e UL TP st ol 5l s b

Lo i sl &S g ) S e 3ls 1 e S il IP L 5 e ol sSETVRr Name/IP

(S 3505 15 5 smelS prmn oL L 1P sl s S ol A3 55 Olen (555 2 1

S ol w‘)JI QLAA Q)ﬁ: U’“);T cJ.:.'.S })‘j u.:pu U'»’-‘ BLl b .L:Ja- C,a.;ﬁ);‘ C)Jﬁ: uw)bT .‘POI"[
Quick Heal Endpoint Security s 5 i &g Sie) 208 o 135 bliyl o b eSS

(.,\JL:L;‘: 088 w)JT 460

J‘)U B ‘nJS j.:'«'S‘ b CM.:).."J." L dses ‘JS.!‘ chd= 90 4 LAC,...L% Jlasl LS‘JJ G
53 e e pkl (5044 Yae) s ojled 5 (192.168.0.2 Sio) IP sl 5 eas L3 JpuS
Aol 5l Redirection s
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Manage Users

JM.J:L'L}A C,.Lﬁ.l.a JAG ‘&))—:}Sﬁ-“qﬂ—;ﬁk‘ dj—ws )‘ oS eslaad u|f)15 ‘U’:""" U'l| BE

Change Password Manage Users Add User
Notification
User User Type
SMTP Settings
Administrator Super Admin Edit | Delete
Add Device )
Employeel Report Viewer Edit | Delete
Redirection

Manage Users »

General

O i il cemd Oley 3 O g ey S L. ADMINIStrator e 5l 55 i e

ol oS
.bJ‘J S4 39 &Ju‘}}.]a.iﬁb“)ﬁulﬁ e e CJa..uLulj)Li u.b-‘,u:..ibw c(}b‘g}é‘ ul.ia‘
Bad e ol L S 035380 6 o 4aS3 ol 55, SIS L Add User

Admin Settings

Server Clients

User name:

New Password:

|
|
Confirm Password: |
| Administrator v

Type:

Save Cancel

Sadp 3ils Wb cpl 53 e g8 b cUser name
s a)ls Ao ol 3 e 5e, New Password
Badi 3 bl 3 ssee ey oz cCONFirm New Password

sdalin L s (AAMINISIIator) ,.s Ll o 45 555 o jaside o iws g sl s SType
L2l (Report Viewer) 158 ouus
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General

S Gesiia lyC kil e yjc,pddjﬂgswru.."\ Ol ISl 5 o s cpl

Admin Settings

Ser\};r | Clients

Change Password *» Change Password

Notification
SMTP Settings
Manage Devices
Redirection
Manage Users

General

The Quick Heal Endpoint Security server is password protected to prevent unauthorized users from modifying the settings or
removing the client program from the endpoints. The Quick Heal Endpoint Security setup program requires you to specify an
Administrator password. However, you can change the Administrator password from this page at any time.

0Old Password: ‘ [
New Password: ‘

Confirm Password: ‘

Apply

b pde 5 ah3s 4 ed Lasiie Ol ldie <28 51 sSet session time out period

ML"_;“ Gllos & sdee 5555 4 5L ‘;_UQJJ}M'S
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Client Installation
ol e Sy BB i dS al iyl b b e Sledas (Clients) oo S e s

e )

{z} Admin Settings

Endpoint Security 6.0 Total Home  Clients Settings Reports

Admin Settings

Server Clients

Client llation » Client

Please specify client installation path
Inactive Client

%PROGRAMFILES%\Quick Heal\Quick Hea I[

(e

Asset Management
Scan and Report
Perform following scan when Endpoint Security gets installed:

Scan for vulnerabilities

Scan and report all installed applications

Apply

Note:

} Please refer the Administrator Guide for details about settings which are applicable as per the platform.

L oo sl e Al o a5 ool s cPlease specify client installation path

b dal gt rt?gl)js.).awﬁg;i%@‘ﬂz Coygd 33 hds i

Gy p e 3w S 5 oSl 4 b oledis s ol s sScan and Report

RGN [p-N W WER FER EYGAT, I

el g i 5 5y ol (Sl 4 g el plasl 31 2SCaN fOr wulnerabilities

oSl 4 g s 5l e wemal plall 3l e 2SCaN and report all installed applications

Al o T 51 a8 a5 edd coad slaael o aes
Sy el il 3 4 53 e glacidS ledas cInactive: Client Settings

v oS Sl S opl 035 Jwe L Enable automatic removal of inactive clients
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Endpoint Security 6.0 Total

Quick Heal Endpoint Security 6.0 (Build 6.0.1)

Sady e D 4SS 0,0 L Led B b slad] b aens

™

Y

m Clients Settings Reports

Endpoint Security Client, Version 15.00, Virus Database 30 Dec 2014. Update Manager | View License

Network Health

Threat Level - Normal

©

Ml

‘ Attack Name Type Endpoints
‘ I-WormKido.ih Virus )
‘ Infected Archive Virus 4
| Trojan.Agent. WL Virus a4
‘ LNK.USB.Exploit Virus 3
‘ ° ° ° ® ®
.\./' 2 Worm.Conficker.Gen Virus 3
25 Dec 26Dec 27 Dec 28 Dec 29 Dec 30 Dec 31Dec
Status Security Compliance Assets
Protection Connection Update
Endooint(s) Endooint(s) Endooint{s)
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355 5L Status S, .. s License Manager « L . » «=in b auls SUS View License

Endpoint Security 6.0 Total m Clients  Settings  Reports

License Manager

Status License Order Form

License Status

This copy is licensed to

Company Name  ——

Product Name Endpoint Security - Total
Product Key it
Product Type - Regular

Installation Number : 8.-8.1

License valid till : OB Aug 2018

Maximum number of systems under console - 480

Update License Information } License History

Warning: This computer program is protected by copyright law and international treaties. Unauthorized reproduction or distribution may result in severe civil and criminal
penalties and will be prosecuted to the maximum extent possible under the law.

Update License Information «.ss g5, e oy Sloyisp s Sless Jes! gl »
Aaled SIS
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Start > Quick Heal EPS Console 6.0> Client Packager
. Al

f
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-

P — administrator
i Merterwce
Documents
4. Quick Meal Endpoint Security
| Quick Heal EPS Console 6.0
Computer
|| Administrator Guide e
B3 Client Packager Network
@ ogin Script Setup
28 A
& Quick Heal EPS Console P -
@ Uninstall EPS Console
4 Update Manager Devices and Printers
[ whats New
b Redau Administrative Tools
e ———
Sore Help and Support
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4 Back Windows Security
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5 guick HealEndpoint security Cient Packager K|
This utility is used to create a client installer for deploying the Quick Heal client
agent.

Note: The installer created using this tool is used to deploy the Quick Heal client
agent, and can be used to install Quick Heal on endpoints where the other
deployment methods are not possible (such as Through Active Directory, Remote
Installation and Login Script).

@ Create ClientAgent installer including Quick Heal installer.:

" Create ClientAgent installer without Quick Heal installer.
" Create MSI ClientAgent installer.
" Create ClientAgent Installer for Mac.

Select setup type |32 hit 'l

Select a group underwhich the client will be managed after installation:

I Default Browse |

Specify the path to create the Quick Heal ClientAgent Installer:

| Browse |

The Client Packager can be used to install the Client through file sharing, Email, CD
and USB Drives.

Create I _S_endMaiII Close I

S obssl 1 as$ o Jsl sCreate ClientAgent installer including Quick Heal installer

Dy atle Ja Sy S sliS ceal Jold 5 ol seo 4 Sl SIS 4 S ol Ol b

bis @y S .l obsal L sCreate ClientAgent installer without Quick Heal installer
MMMJ‘MJ‘MJ}ﬂ)Jj&L&JiU))}J& C}Lﬂ@;ﬁ‘@i%awwg}mb

238 o Jme oSS

MSI e @ siS al g0 ey S opl bl L Create MSI ClientAgent installer

Sy s Sl Sl
Al s VLYY w5 e ClientAgent ¢, oS (solers ¢ 5 4 e sSelect setup type

3 51 81 :Select a group under which the client will be managed after installation

AU S e el 3 1 e 8 Sl el 658 i i il e 55 el 5 0 S
s 3l e 5035 by Default o ysm w1 05 8 Wl5 o eimen 5 atle o5 5 O L conlize

J:..).wa? WL\"{j;W‘)OT‘C*‘,’,% L;.}JJ"

caNS cxle e sSpecify the path to create the Quick Heal ClientAgent installer

J:.Supul.ab DESktOpwjuJS Browse J"&"‘j:gja J}&&um cm..,.."eu.:\ BE k:,a?hl‘

ol ods 4 S Ly 50 sl oygee 4 il S Jll 0Kl :Send Mall
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Endpoint Security 6.0

Installing Quick Heal Client through web.

You can install Quick Heal Endpoint Security Client on your system through web based installation procedure.
Web based installation method requires following prerequisites on your computer.

1. 35 MB of free hard disk space
2. Microsoft Internet Explorer 5.5 or later.
3. Service Pack 4 or higher for Windows 2000.

To install Quick Heal Endpoint Security Client, you need to login with the user having administrative privileges.
Click the Install button to start installing the Quick Heal Endpoint Security Client

Install

C"J)::‘i‘ DL b JiJ JUJDT Uj‘-’) Lﬂl‘ DL .L\::Lvde cIE )‘ e;l.é.;»‘ LAC»«%% 6‘5))& &_ME-J Jiﬁﬁ eb
J..:Sdogic.lSmSta” w:dj}ﬂj°b;))|jﬁ)l§)‘)).l?ms‘

https://SERVER-IP:PORT/ghscan6/install.htm

https://192.168.0.1:9099/ghscan6/install.htm
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