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} Admin Setting ™ Supp:

Endpoint Security 5.3 Total @ Clients  Settings  Reports

o SMS Credit Limit has reached to maximum. Buy Now X

Threat Level - Normal
J |

Network Health View for: ‘LastWeek v

Quick Heal Endpoint Security 5.3
Endpoint Security Client, Version , Virus Database . Update Manager | View Lic

\

—_—
v ® h
12 Feb 13 Feb 14 Feb 15Feb 16 Feb 17 Feb 18 Feb
Deployment Status Client Status

Total Computers: 51

\ B oeployed Clients: 41

Client deployment failed: 10

Total Deployed Clients: 51
B onlineclients: 31

B offline Clients: 20

Clients disconnected from
. Unprotected Computers in the network: 0

the network: N/A

Enumerate Now
Update Status Web Security
Total Clients: 41 Total Websites Blocked: 0
W Total Clients up-to-date: 37 No data available.

Not updated for last
3 days: 2

Not updated for last
7 days: O

- Not updated for last

1S days: O
Device Control Application Control
Total Devices Blocked: 0 Total Applications Blocked: 0
@ co/oVDs blocked: 0 No data available.

B configured USB devices
blocked: 0

USB Devices blocked: 0

Write access denied: O

Top Vulnerabilities Vulnerability Severity

Total Vulnerabilities Detected: 27106
B cve-2009-2493:

w

0

High: 80 %
B cve-2009-3003: 30 & rie

! CVE-2009-3129: 30

CVE-2009-3131: 30

B Medium: 19%

Low: 1%

Others: 26986
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Client Status

Sse ol s LClient Status (o
Total Deployed Clients: 51
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' Online Clients: 31
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Clients ) col otd aad oS3 L OF bliyl —( 88 ol 25w 5 Lo o3l &5

disconnected from
S yd e 035 sl (the network

Update Status

c~sy Apdate  Status  (z

Total Clients: 41

@ Total Clients up-to-date: 37 --’jﬂj’g‘ osls Olis u-:*’” C)-i‘ BL L}'.’L""JJ.}J'E
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Not updated for last 7 ) Wl s ol axadS 55, V 5l S LS slaws (last 3 days
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eb Security 25 ol s AVeb Security (o
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Device Control

Total Devices Blocked: O

B co/ovDs blocked: 0

. Configured USB devices
blocked: 0

1 USB Devices blocked: 0

Write access denied: 0
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Application Control

Total Applications Blocked: 0

No data available.

Top Vulnerabilities

B cve-20090-2493: 30

\ B cve-2009-3003: 30

q 8 cvE-2009-3129: 30
7

CVE-2009-3131: 30

Others: 26986

View Details

Vulnerability Severity
Total Vulnerabilities Detected: 27106
B High: 80%

B vedium: 19%

B oow 1%

View Details
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Clients b ca)s

BB oIS s s T gl i S cadS ts s b . Clients Lol S e s

Client Status (/¥

M Support ? Help [> Log Out

Endpoint Security 5.3 Total

Clients
Client Status Client Action Client Deployment Manage Groups Manage Policies
d &) csv
-4 /EpS Console Computer Name Group Policy Domain IP Address M
4L Default MZRW-CART Default Default WS52003 192.168.2.4 &
BERIMANI-ABBAS Default Default WS2003 192.168.2.86 —
NASIRI-BASHIR Default Default WS2003 192.168.2.180
EBRAHIMNEJAD-M Default Default WSs2003 192.168.2.94
ZAKIZADE-HOSEIN Default Default WS2003 192.168.3.124
EISAZADEH-KARIM Default Default WS52003 192.168.2.215
ABOLFAZLI-PC Default Default WS2003 192.168.2.157 Fe
< ) | -1

[0 Show computers within subgroup

View Status

b oS s S WS e amio (pl 55 s e OLE | s G Candy S e
SNl l5 o o S ol 5055 55 05 S 0l (g5 SIS L doled sdalie 1) ol sleas S
FeelS oU i Sl sl e Default 55ty 658 s 15 055 0T b5 s e gla 5 sslS
G okd Jlasl (118 conlws (GIOUP) ol 0T yze S &5 a5 8 (Computer Name)
S8 Sy ool (IP Address) ol . sl (Domain) «uls (Policy) o5 5 L s of
Installation ) a5 coxss (StAtUS) 035 DI L 5 oW1 cons s (MAC Address)
s (Virus Database Date) jl.,;; » &b (Product Version) ol J swams ass (Status
WS o Olge o, p SIS L oss e wll i opl s (Last Scan Date) oSl 1 &=t
VIEW  waSs 555 2 SIS 5 codls & bl L8 e plndl (g3l oe el 0T ol
Show computers «. ;3 058 S5 L 335 o alyl ab gy e <S5 LIS oledbl Status
L3 S e cad Slssles S 5 sae sleodS aes Within subgroup
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Client Action 5 aw (s

15 g0 o S amio ) 3 b oIS (5, 2 Ll LB Slles

M Support ? Help [ Log Out

Endpoint Security 5.3 Home m Settings  Reports

Clients

Client Status Client Action Client Deployment Manage Groups Manage Policies

Scan
Scan Computers

Update to latest virus definitions

Tuneup

Improve performance of computers

Application Control Scan

Determine Authorized, Unauthorized and Installed applications in your network

B3 ) D)k L

Scan
Scan for vulnerable applications installed in your network

Note*:

» Some client actions are not applicable for the clients installed on Mac and Linux platform. Please refer Administrator Guide for more details.

Scan
4.'4»)5@‘ng)ﬂg.i;.lSLZ.Jﬁ&a:Li”wu‘Q}fO.l‘)")jbo‘)j‘u%%&@jﬁ)jéw\&\ﬂ

Aoled (Sl 5 bl b g e 05,8 51 B 5550 sla SIS Wl5 oo 45 550 5L s 0 2y

Select the computer(s) from the list below and then choose an action to perform.

To perform manual scan on selected client computer(s), click Notify Start Scan. You can also change the scan settings by clicking on the Scan Settings.

aQ

[] Computer Name Group Policy Domain IP Address
=-4L EPS Console
AL Dpefault [] EBRAHIMNEIAD-M Default Default W52003 192168298 =&
[[] ZAKIZADE-HOSEIN Default Default WS2003 192.168.3.124
[J S-SEYEDPOUR Default Default WSs2003 192168.3.129 |
[J ESMAEILI-MOALLE Default Default WS2003 192.168.3.140
[] ESMAEILI-HASANN Default Default WSs2003 192.168.2.163
[J JAVAN-DABIRKHAN Default Default WS2003 192.168.3.203
[J AHMADI-ALIASGHA Default Default WORKGROUP 192.168.2.158 ¥
< | >
[ Show offline clients
[0 Show computers within subgroup
Scan Settings Notify Start Scan Notify Stop Scan n

Hagled i 550 5 5eslS oUdsls o 2V e nr G b
4S8 s 1, Show offline clients « ;S 56l gle codS iules gl
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Al e eis LB SCaN Settings a.ss 5 b 5l Kol ol das

Awles SUS 1 Notify Start SCan «uSs 4b o 5 5uelS Ol 5w (Kl 520 bl g1

NOLIfY «aSs (55 2 35,5 i gro ab g0 CdIS (5 2 Sl Slkas dal s 068 5550 5o
33,8 ol S 4 LB 5 s b s SCIs Stop Scan

SOP 55 2 Wl o Ll ol Olendy Sl B85 L 5 g8 s Jljl 51 &S S0 )
33,5 Ui e o s Jle I b oS SIS Notification
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Update

Select the computer(s) from the list below and then choose an action to perform.
To update Quick Heal on selected clients click Notify Update Now.

B2\ TR [J computer Name Group Policy Domain IP Address.
AL Default [ EBRAHIMNEIAD-M Default Default WS2003 192168298 2
[0 ZAKIZADE-HOSEIN Default Default WSs2003 192.168.3.124 %‘
[ S-SEYEDPOUR Default Default WS2003 192.168.3.129
[J ESMAEIL-MOALLE Default Default WS2003 192.168.3.140
[ ESMAEIL-HASANN Default Default WS2003 192.168.2.163
[J JAVAN-DABIRKHAN Default Default W52003 192.168.3.203

[0 AHMADI-ALIASGHA Default Default WORKGROUP 192.168.2.158 ™|
i | ¥

Select computers with out-of-date Quick Heal
O show computers within subgroup

Notify Update Now Stop Notification

AL Sl gl (Sl Dldes s 4 5L 5 LSl e S Do g b ST Sl
S ol 3L ASlE e s ol (6558 1 el SIS Sleyss s dnl Al A s 4 ST L
Ao led eslaa

Ly el jsp sl sS4« 38 ol 2Select computers with out-of-date Quick Heal
S e ol

@S> pl Go) p SUS 5 s S s, Al 5 leodls ol L cNotify Update Now
Sy o se b CodIS 4 Ca T s Ll

LS e b ge |y Slayss 5w Jeol 2StoOp Notification

www.quickheal.co.ir Confidential - eslo y=0




i J9Saw SIVET FAV] Y T SwgS 1 oslatiwl &2 slaasl

:Tuneup

.Cme\rb.gj\J.{LEMsymbﬁwl&}j)’j,\;wsjﬁwsﬁjdju%

Tuneup

Select the computer(s) from the list below and then choose an action to perform.
To perform Tuneup on selected client(s), click Notify Start Tuneup.

a

51\ EEETGE [J Computer Name Group Policy Domain IP Address
A\ Default [ EBRAHIMNEJIAD-M Default Default WS2003 192168294 2!
[J ZAKIZADE-HOSEIN Default Default WS2003 192.168.3.124 =
[J s-SEYEDPOUR Default Default WS2003 192.168.3.129
[J ESMAEILI-MOALLE Default Default WS2003 152.168.3.140
[] ESMAEILI-HASANN Default Default Ws2003 192.168.2.163
[J JAVAN-DABIRKHAN Default Default WS2003 192.168.3.203
[J AHMADI-ALIASGHA Default Default WORKGROUP 192.168.2.158 ™|
i | >
[ Show offline clients
[0 Show computers within subgroup
Tuneup Settings Notify Start Tuneup Notify Stop Tuneup Stop Notification

dog Lyl bl plonil LB 4aSs cnl (55 SIS L 5le ane SleassTUNEUD Settings
3k (6 e L3 Sledbl 3LSL (Disk Cleanup) w1y cledbl g5lust 3 b 5l sl
Defragment at ) sux; (s3llel; 53 Jolo i pge sla L6 a8 a5 5 (Registry Cleanup)
ol el LG (NeXE boot

sl gl S/ IS @ g3l g £ s ges Ll :Notify Start Tuneup

LBl Gl NSNS @ (gl ang iB 5 s Ll ANOtITY Stop Tuneup

S 4 smees Jlyl 5l Gl sl Stop Notification
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Application Control Scan
CMi%L.{Caﬁ%d_})fov\dw‘_gube)M‘ﬁﬂ‘Mf‘ﬁ‘Jﬁ‘jdon‘)b

Aale b aa>le REPOrt isw o1, ol (3058 5 e300 5 3,50 gla

Application Control Scan

Select the computer(s) from the list below and then choose an action to perform.
To perform Application Control Scan on selected client(s), click Notify Start Scan.

O-1\ FEPEEETSIE [J Computer Name Group Policy Domain IP Address
A\ Default [] EBRAHIMNEIAD-M Default Default WS52003 192.168.2.94 ﬁ
[J ZAKIZADE-HOSEIN Default Default Ws2003 192.168.3.124 =
[J S-SEYEDPOUR Default Default Ws2003 192.168.3.129
[J ESMAEILI-MOALLE Default Default WS2003 192.168.3.140
[J ESMAEILI-HASANN Default Default WSs2003 192.168.2.163
[J JAVAN-DABIRKHAN Default Default Ws2003 192.168.3.203
[J AHMADI-ALIASGHA Default Default ) WORKGROUP 192.16842,158) »~
[ show offline clients
D Show computers within subgroup
Scan Settings Notify Start Scan Notify Stop Scan Stop Notification

s w1 e el Sl Sledis LlS e aeSs opl g5, » SIS L SScan Settings
Unauthorized ) i eis jles é lad ol i, db 3 oS (63,08 glaasl s Al
Unauthorized and authorized ) = & 5 5b=e o 4l «aa L J@pplications
I, (All installed applications) oS s, , sdi ai sla wsb » aea L 5 (@pplications
Aales il OF 5l JelS o058 5 Sl

Bl gl S/ IS o Ls sl Sl IS g s Il :Notify Start Scan

Bl gl oSS s el Sl b sz JLa )l ANOLITY Stop Scan

S 4y s Jlyl aul s 5 2Stop Notification
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Mulnerability Scan

oo otk ndh sl sl 5 sy Sl Sbe Jale i sla (6 1y ol 51 S 55158
s «1,1 Oracle Mozilla. Apple Adobe wsle sl o158l ¢ 5 ilis la oS5 51 cnds
390 LSL“ A.L,pj)w)ﬁ b J?&Jbéu AJLL‘) @’.ﬁﬁ\ Caro @'}\)M@\j&;ﬁj u.:\b..\.ﬁ)

Aol cab s 1) 5k

Vulnerability Scan

Select the computer(s) from the list below and then choose an action to perform.
To perform Vulnerability Scan on selected client(s), click Notify Start Scan. You can also change the scan settings by clicking on the Scan Settings.

Computer Name Grou Poli Domain IP Address
=-41 EPS Console B & g 2
A\ Default [J EBRAHIMNEIAD-M Default Default WS52003 192168294 2!
|
[J ZAKIZADE-HOSEIN Default Default WSs2003 192.168.3.124 ‘
\
[J S-SEYEDPOUR Default Default WS2003 192.168.3.129
[J ESMAEILI-MOALLE Default Default WS2003 192.168.3.140
[J ESMAEILI-HASANN Default Default WSs2003 192.168.2.163
[J JAVAN-DABIRKHAN Default Default WS2003 192.168.3.203
[J AHMADI-ALIASGHA Default Default WORKGROUP 192.168.2.158 ™|
&5 — i - | ]
[ show offline clients
[ Show computers within subgroup
Scan Settings Notify Start Scan Notify Stop Scan Stop Notification

S s Sl b gla gl el &S LS ums LSl e SCan Settings s, SIS L
s Sn sl oS La Gl s el LS L5 il Sl la sl ol b L Ks ol
LS R S s e
s> s Notify Start Scan aess s, » SIS 5 ki s e ol L V)
338 o Jlsl oIS a5 gy ol S
s Notify Stop Scan s, » ¢l ol oSl dulp Uid g pmwes Jlayl gl v
S

s s Stop Notification s, 5 sies Jlyl 51 Gl il cgr v
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Client Deployment 5w (Z

.Jﬂ%dr@‘ﬁw‘)bu%%d&)%@’ﬂh

Support ? Help

Endpoint Security 5.3 Total Home m Settings  Reports

Clients

Client Status Client Action Client Deployment Manage Groups Manage Policies

ugh Active D

Throu e Directory
Q Sync with Active Directory groups to deploy Endpoint Security Client.

Remote Install

Q—Q Install Endpoint Security Client remotely.

Notify Install
Send e-mail notification containing URL to Client Installation.

tinstaller for manual installation.
Login Script
-ﬂ Assign login script for client installation.

Disk Imaging
@ Deploy Endpoint Security Clients through imaging.

Remote Uninstall

.
= Uninstall Client remotely.

Note*:

} Some client deployment methods are not applicable on Mac and Linux platform. Please refer Administrator Guide for more details.

S o ooliial |y eal s Nl Bl SO TS e ot dddes Billae 5 aSLE s Sy

Client Agent .z 1l o Sy o0l 5l eslzal L :Through Active Directory .y
Vi amio 53 iy Olbess das obuil Active Directory als Jzs b 5l 1, Jacess
el 3450 O 5 Sy il glazal

o e Semd ol 53 595 ol Sl s S il codS e 0l :Remote Install
el 32 50 O ) oSSy il GL3 TV amis 3 5 S slealy il sl

S Sl L Ll S ass cnl Sl eslinal b sly e hles e ) :Notify Install ¥
ot 53 il e JeaS S cead S Ll Lol opldpled Jll a3 08 4 a5 o
cadS e s, IE 5 b sl (nttps://[SERVER-IP:9098/install.htm) & o) wslys e
Aled ol 5 25l @ g Ja S S s | Jeasl JLel 05

wb 3l eslinad b Jhsy opl 53 il e caad Lo, o 5eulS 5 0 5 esle (Client Packager .
Gk 3L s a8 S1aal 4 et 53 1 0T 5 e S sl sdiS al BB S 2 NS oL
3513 SIS 5lss 4 3L LS SIS o 3 e Al B S e e S0 SlasidIS 4 il alasl-
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Client Packager ;i sslizal (gslguin osle S a0, 3510 vy Sladsd (g 555 455 & b
Al

BB S s ol s el Ll LB wels e sls a3 WS 2, ol :LOQIN Script Lo
238 o e wuls 5g e a4 LIS Oud o SY e 4 S S s sd e el QHEPS.BAT
Laaly 8) amio 3 i Olbws o

s ol image ;i sstieal L 1y i3l o3 5 5sidns cal & 5,00 L3 :Disk IMaging 2
Sl BLLT Gl 550 62,08 ls sl p 5 Sty o 51 e Al o Led g Sl 40 S opl ot
Pl s el i | Client Packager .. s ois ax=le AgENt sa 563 S s ) eds
x;s‘j@)lsﬁjﬁ'c))jﬂ@ﬁw&ﬁcm‘@w@ww‘j‘.%um‘yb@
238

3 e led Gl oIS (g, 51 eSS Ko e 4 08 81 :Remote Uninstall
b CooS (g9, 31 B> (gl 5 .;;ﬁ@g@d S0 2 S35 g 4 JA S S e (51U

e oslizad 4y 58 ) 5l W15 e ke L

Remote Uninstall

Select the computer(s) from the list below and then choose an action to perform.
To uninstall Quick Heal from selected computer(s) click Start Uninstall Notification button.

Warning: After uninstallation the computer will remain unprotected. E‘
[] computer Name Group Policy Domain IP Address
B 41 EPs Console
&L pefault [T] Asus-LapTOP Default Default WORKGROUP 192.168.0.136
— &b off
< (1] >
[F] Show offline clients
[F] Show computers within subgroup
Start Uninstall Notification Stop Uninstall Notification

Start Uninstall  wss 5, 5 5 bl |l 5,5 codlS el S5 (Ol gl ,
Stop Uninstall 5, , i e )l 51 Glal gl s KIS Notification
s s Notification
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Manage Groups 5 s sw (3

Solsedes w1y e S g U,f S e gﬂf" e

{3} Admin Settings | (@ Support ? Help [® Log Out
Endpoint Security 5.3 Total Home m Settings  Reports
Clients
Client Status Client Action Client Deployment Manage Groups Manage Policies

In this section, you can create groups and subgroups to manage clients. All clients within a group share the same policy. You can add, delete, rename or set the policy for a
particular group. You can alse move clients from one group to another and can alsc import groups from Active Directory.
All the above actions can be performed by using the Right click menu. You can also Drag-Drop particular group or client to move it to another group.

Q E~ Ccsv
B AR TR [] Computer Name Group Policy Domain IP Address

—AL Default [0 MZRW-CART Default Default W52003 192.168.2.4 &
[] BERIMANI-ABBAS Default Default W52003 192.168.2.86 =

[] NASIRI-BASHIR Default Default W52003 192.168.2.180

[] EBRAHIMNEJIAD-M Default Default Ws2003 192.168.2.94

[] ZAKIZADE-HOSEIN Default Default WS2003 192.168.3.124

[] EISAZADEH-KARIM Default Default WS2003 192.168.2.215

[] ABOLFAZLI-PC Default Default WS2003 192.168.2.157

%

[:l Show computers within subgroup

Bgd e oslinad S p o cpl Sl S s 2 B 5, 1S Sl Jlesl 5 sk 05 S sl 2
3o b CoS dan (55 iy Dose a4 S o S il og S5 sl ey S Lo e oyl s s
Gl L oo 03ls Siled 05,8 O sie sl CadS 05,8 8 g5, » SIS L st . Default o5 S
o e 53 Aol olssl |, Add Group ;.3 5 cl, SUS EPS Console s, 50 ol o5 S sl
255 « &1 Drag & Drop  Leds obesl L .(FINANCE Do) dsles 55 15 058 il ot jalls
SIS 038 ons Son oy s oS | be CodIS 65 S il e (550 SO s il Jil oS0D) S
Al o Move 10 Group «u 8 Cbsl 5 e odS L oIS (g5, il

G253 Jlesl 035 opl o5 2 bl ol 33550 05,8 53 e CdIS Ols,l 3 5 sbml 51
SIS 055 655 p Gl Jlesl gl 253 12l 05 S ol sla SIS (555 » o ls sl
sl 1 e antle |3 5l a8 zalew o 5530 g5 5l 5 bl | Set Policy oS 505 S
Sy S s b s dalp oLl O 4 aalsl 3 & OT sl 1 ey S Sl Jlasl oS e

Db ols oled 55 sl S 0 S el s el SIS

Aaled Ll 3 g go 03,8 4058 15 S Wily e A Group

33 S el s, 05 S ADelete Group

Sk o e i e S el uis REName Group

3515 b coS el Al e S Sose e dmport from Active Directory
S e oalinal 4y 38l 51 edaled 351y (6598 s

By e o3lital 43S pl 5l S ulw Lol b olantl ¢l sSet Policy
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Manage Policy i w (0

350 odgs » s codis LS)‘K sl S e kf»‘

{3} Admin Settings M Support ? Help [> LogOut
Endpoint Security 5.3 Total Home m Settings  Reports
Clients
Client Status Client Action Client Deployment Manage Groups Manage Policies

In this section, you can create different policies as per your requirements. These policies contains different Client Settings for different groups in your organization.

Add Delete Import Export
Policy Name Groups Access
[ Default Default, 1 more Default
B Finance off Let client configure

Slakal dan 30 o Sge b SIS s 31 (IS sl by e ci )l i opl s
oy A el G SIS Ll e s BB s cpl s b SIS S S s s S
Aoled el 1T 4l

(SIS e 03331 JAdd

S8 clw i cDelete

A3 g a5 S Olgnty OF 3108 S (08 b Slelais 03 S 5,15 SlMport

3 s JEI L 5 Ol gl OIS ol Sladis 03 5 3l SEXOIT

3 g e;\;&aL«JJiJzWUJﬁL«J&ASAdd Sy ld b 035380 (6l

{3} Admin Settings W Support ? Help [> LogOut
Endpoint Security 5.3 Total Home m Settings  Reports
Clients
Client Status Client Action Client Deployment Manage Groups Manage Policies

Add policy settings

Policy Name:

Client Settings Schedule Settings

I~ Letclients configure their own settings
Harlad 3,05 1 doled sl sl o a8 ol ol Policy Name =, ;s
Schedule Settings ; (cods wloks) Client Settings &, v 55 Gl amin ol

Aol e (il Sladas)
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Client Settings & y

il e s S ey ol Sl Jols S s
Sk S il S S ol &S S50 e et clients configure their own settings
S Sy 23 o o3l LT a0l 2o S e Il 1Sl (pl e sla S
S Sy il S S pl &S Sope o3 Bl andls S g Sl s el
Sladis 4 osbss A Jleel SIS 3, 1 Glekas I8 815500y 0 S peo g Saom

338 o g s PR S

Scanner Settings

{3} Admin Settings (MW Support ? Help 3

Home m Settings Reports

Log Out

Endpoint Security 5.3 Total

Clients

Client Status Client Action Client Deployment Manage Groups Manage Policies

Add policy settings

Policy Name:

Client Settings Schedule Settings
.

[T Letclients configure their own settings

Scan Settings

Email Settings

External Drives Settings
IDS/IPS

Firewall

Web Security
Application Control
Device Control

Update Settings

Internet Settings

» Scanner Settings
Select scan mode:
@ Automatic (Recommended)
© Advanced
Select the items to scan
@ Scan executable files
Scan all files (Takes longer time)
Scan packed files
Scan mailboxes
| Scan archives files

Archive Scan Level

Select action to be performed when virus found in archive file:

Select action to be performed when a virus is found: | Repair v
General Settings

Scan  Jyl Lisw Aibe sdaline LB oS g S cile gla Jisn o Cee o
g bl s s o1 oSl ol Settings

Automatic (s, » o5 i Cose a4 aS 338 e el Sl S asmio glunl s
Advanced - s 1 s rie s S Lls e bl s s il e (Recommended)
NWIES

U2 L oo 4 Select action to be performed when a virus is found «. 3 Ll s
S e 1y Ol g s G O asly pla 48 il e e ) Sy 8 3L . Repair 5
b (SKip) L Lo (Delete) G- Wiy o Kos gls a8

Virus Protection Settings

Confidential - eslo y=0
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Virus Protection Settings
Load Virus Protection at Startup
Display alert messages

Select action to be performed when a virus is found: Repair - ’
Soge G, P s il S S cnl S cLoad Virus Protection at Startup
..>.>J§uﬂ ‘Ja-‘jtg)‘.lf)l.g %%W}J EEE L;.’T)Lizf-
2 g 03ls 0L IS sl gls ply 035 Jlad &y 50 3 :Display alert messages
osrs Od Iy &y se 5 2Select action to be performed when a virus is found

s (SKip) L o, (Delete) Gl (Repair s |51 oS S S0 ladlons law 3

Advance DNAScan

Advance DNAScan
Enable DNAScan

Enable Behavior detection system

Select Behavior detection level: | Moderate -

(Moderate: High in detection of new threats with few alerts requiring an action)
Submit suspicious files
Submit files

Show notification while submitting files

by o5 (DNASCAN) Ll o3 ads 5 o a iy oSl @ by e Sledas tsw ol s
Sl DS 4 e Ja S S Bl s Ak e Sl Sy BB esyls |y abial gla s s Sl

.-XJSL;G‘.}A&)WJ‘)J.«N&’J;LC4503}{3}56&%%@6})‘)—:

358 o J a8 Sl slalgs 4w F opl 035 S L cENable DNAScan

S a e e s DNAScan . oo sEnable Behavior detection system
4 Al Sl g dhem Sl a5 AL e (bl ) L, lad S0 plubd e o siae
335 o Jld e a3 0l 0350 ST L33 5 o R

el il el mla WIS e tsw cnl s sSelect Behavior detection level
Aol s

ol S S bl a4 a8 dadsn s ol S S50 4o SSUDMIL suspicious files
335 oo Jl) 0T g a8 181y b sl S5 a8 ol 5 AL

Juo)l p&a s sl S5 S ol 81 :Show notification while submitting files

s g 0ol 0L )8 w4 play S S LB
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Block Suspicious Packed Files
Block Suspicious Packed Files

ic R Scan S

) &>

Enable Automatic Rogueware scan

Disconnect Infected Clients from the network
[E] wWhen non-repairable virus found

When suspicious file found by DNAScan

Exclude File and Folders
List of files and folders to be excluded from scanning
Path Include Subfolder ~ Excluded For Add
Delete

Gl s sla bbb aS 555 0 Cmse 4 S opl 035 K5 /Block Suspicious Packed Files
A3 8 s S St (Packed) o

Gl s S oS opl 03p S5 oy > JENADle Automatic Rogueware scan

35 r Sl S0 Do s e

BB oS 555 1y sy s enp Jb oS ol 81 AWhen non-repairable virus found
335 o L3 alad aSs 3l s JT oIS LB e

SSie bbb oy ey Jwb ag S ol S When suspicious file found by DNAScan
238 o bli ) adad 4K 51 S St CdIS 5 iy e s DNASCAN Lo 5

Exclude File and Folders
Loy (oas S5 sle Ll 5l oles b)) o35 osps sls & Ay ol aip L LG S

G 53 0 w358l 5 LL L s OF (05,8 A ) 03550 5 e doles sbimad 00 lews s
S o Sl s pe s L B el OF sde slemdS by e
Lol @ by o Sladits WSl 5 o 48 555 00 o3l Liles (gl o e AT waSs (g5, » SUS 51

-L:J“l.a.' C)J QT DL b Q.LJJ
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Exclude item X

@ Exclude Folder
@ Exclude File
Enter folder path

C:\Install\

Include Subfolder

Exclude from:
[F] Known Virus Detection
[FIpNAScan
Suspicious Packed Files Scan

Behavior Detection

OK Cancel

LG aal s 815 Exclude Folder <8 aus claal (Sl 5l 15 ¢l 4y Al o 3]
A8 ol | Exclude File a8 s cbaal 1) ol

S e oly isu pl ol Jl sy W e sENTer folder path

O oS opl 5 S5 il ols adg 3 s adp S S,swe s cINClude Subfolder
LS o g Sl Bl oy s adg s

33 5 o Laseie Lizal 5yl i3 opl s ZEXClUde from

Liel Kl 5l o axstlid (gla wy s 4en 43S pl 035 S5 L sKNown Virus Detection
i3S

238 o s Bl 53 s 5e UL as s I DNASCAN 5 pae [DNASCEN

WS S (gl s gla b Sl 3l s Ll SSuspicious Packed Files Scan

eSS el el 5 0 Lzl ABehavior Detection

£xclude Extensions
Exclude Extensions

Specify the file extensions to exclude its scanning by real time virus protection.This is to troubleshoot performance
related issues by excluding certain categories of files that may be causing the issue.

Add

Delete

L 2 L JPG Al o e S Ll Sl 51 ool ol gla e il 5 o i o0l o
Add w5 033 5 b s b dgled Ll 0 Sl 515 Gt ol aal 055 g Si) ool
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Default
Note*:

} Please refer the Administrator Guide for details about settings which are applicable as per the platform.

Save Policy Cancel
Als S o e Al Wilg e |y 4 S o e Sledas o s Default

b asl e 503 S SIS aeSs opl ) 2 b ol b 055 63 gl sSave Policy

Sydesls Joled b gile o s Cdbge <=LL;.»7
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Scan Settings

Email Settings

External Drives Settings
IDS/IPS

Firewall

Web Security
Application Control
Device Control

Update Settings
Internet Settings

General Settings

Email Settings

Email Settings
» Enable Email Protection
Enable Trusted Email Clients Protection
Enable Spam Protection
Spam Protection Level
O Soft
® Moderate
O strict
[[] Enable white list

Email ID Add

Import

[ Enable black list

Email ID Add
Import
Dele!
Delete All
Default

338 o ool Sliilows 00 b s 4 S ol 055 Js ENAble Email Protection

Gl CoMS 5l Clabloms 40 S ol 035 Ko L sENable Trusted Email Clients Protection

25,8 o s (OUtIOOK 15le) tedas foo!
23S o D30 el 5 aaly pa Chablows a8 ol 03 JUeb L AENADIE Spam Protection

(SOft) o5 0I5 o & el BT 235 5 Chlim =haw au S cnl SSpam Protection Level

LS e s 1y 2L (Strict) s L (Moderate) L sz

S duled el L1550 1y b el 31 (g e a8 0l 05 5 Ko L cEnable white list

.»,iﬁ,tsg;,g%b\,Huk\o\ym)lwﬂmwm.ﬂ\duij\
S dpled et Ll e s ol 1 sl e 438 ol 055 S L ENable black list

S o 53 aslipn 5 e el Ul 4 | el o)l pes ol 5
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Scan Settings

Email Settings

External Drives Settings
IDS/IPS

Firewall

Web Security
Application Control
Device Control

Update Settings
Internet Settings

General Settings

External Drives Settings
Al e bt slealis (Sl w bg e Sladas Jels i ol

External Drives Settings

Scan External Drives

Autorun Protection Settings
Enable Autorun Protection

Mobile Scan Settings
[E] Enable Mobile Scan

Default

Gl aasl= b ils Jlasl om0 3L SO au S opl &S 55 Lo SCan External Drives

S o gl Sl plBl S5 2 ) o 4 Jea Sy S USB

o3l 5 el Jle 0l 5T claslis il K5 oS opl 81 Enable Autorun Protection

s e 1y sl gl sl 1 0l 5T laolrs 5 gl !

« PC2Mobile Ll Sul S S opl 055 K5 o5 5 £Nable Mobile Scan
JrSa S B AS o S8 (silaml (Sis onl 338 e Jb (el nl b e e 058 sl ledS
5038 Sl s ol gle il 5 ale e Sl s w0 o0l flse 255 (05 » mad Ok

Al slast ol sy 3ty SS9 hlse sl g s alS
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IDS/IPS

Sy LIS s $oas 8Sud sl S L uS eSS fas S IDS/IPS ,{,\} o
JAS 48 Jls s sl s 338 (ol bl sls i 358 5 e (sl 2l e 5 438 3 Lo
S a5 2l Sos eslsen L LI 618 sl ol el S 65 S L SVl
O 5 S S glaslihy edalie g 3 s s L b <K Lk, IDS/IPS 5l s e L
.»deas,a;,c)mé\ﬁ\du

Scan Settings IDS/1PS

Enable IDS/IPS

Detect Port Scanning Attack Customize

Email Settings

External Drives Settings . _ ) ‘ .
Detect DDOS (Distributed Denial of Service) Attack Customize

IDS/IPS ¥ Action to be performed when attack is detected
Firewall Block Attackers IP for |5 |2 | Minutes
Web Security Disconnect system from the network (only in case of DDOS and Port Scanning attack)
Application Control Display alert message when attack is detected
Device Control Default
Update Settings

Internet Settings

General sttngs
23,8 o Jw IDS/IPS S5 5 4038 opl 035 Jli L cEnable IDS/IPS

o Sk O 5l plebid |y S S s oSl ool cDetect Port Scanning Attack
— s gle g 5 IP la sl 5 Clablons v Lily o Customize s, » SIS L s
Aoles ol 1y =03 S Liel

Al s el 5 Lt cDetect DDOS (Distributed Denial of Service) Attack

-’-’th;‘dl’d A.u“qu.L\ Qbyt_igbmjﬂ)&;‘o.\.&@)ﬁ CJ)L»;-

sl oK 3 & Jaall .S AAction to be performed when attack is detected
338 o s ide opl 53 5,8 0 S so S e
4ids 4 Gloy Sde slp |y orlee IP s ool Lilg e i opl s cBlock Attackers IP for

.l._.'.ll.a.t R W

Disconnect system from the network (only in case of DDOS and Port Scanning
BLi) whad 4 5l pre DDOS 5 )5 Sl S plKn 3 il S au S opl Slaattack)

'JJJ§L5°
25 &l pliy S35 2 ;50 s Display alert message when attack is detected

gl a3l QLS
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Firewall

Ll o cpenl (L3 S o i i pl 53 s SIS (655 JoaSo S I b b e Sladas
SL L sy S sl 1 ol o L Jas 5 b5 28 g s Jo) Sl eslial b
Loled

Firewall

Enable Firewall

Level

@ Blockall (Block all Inbound & Outbound traffic)

© High (Block all Inbound & Outbound traffic excluding exception)

® Medium (Block all Inbound & allow all Outbound traffic excluding exception)
@ Low (Allow all Inbound & Outbound traffic excluding exception)

Display alert message when firewall violation occurs
Enable firewall reports

Enabling this option will generate reports for all blocked connections. If the firewall policy is set as 'Block All' or
'High' then firewall will block all connections and will generate many reports. In this case you may observe
increase in network traffic.

Exceptions
Exception Name Protocol Direction Action Add
Allow File Sharing over UDP - Inbound ubp Inbound Allow 2 e
Allow File Sharing over UDP - Qutbound uop Outbound Allow B Import
Allow File Sharing over TCP - Inbound ce Inbound Allow Export
Allow File Sharing over TCP - Outbound Tce Outbound Allow Move Up
Allow access to file shares TCP - Inbound Tce Inbound Allow Move Down
Allow access to file shares TCP - Outbound Tce Outbound Allow

-

] | »

335 0 oS Gy dls b 0l e c e 4 S ol 03 5 K cEnable Firewall

33,8 o s Iy b Sl mlan (tw il s cLevel

a7 s saaus sl Sl s s sBlock all (Block all Inbound & Outbound traffic)
LS e dgde | a5 Ao 4

Sl 5 aea cHigh (Block all Inbound & Outbound traffic excluding exception)
Ll S 15 Ll Sl 3 a8 e Sl e S e ssdes | s 5 5 (63505 Sl

Medium (Block all Inbound & allow all Outbound traffic excluding
58S o Sl 5 s sl S5 den 5 o3 S ssdes |y (93555 S 5 aes EXCEPTION)

LS oo lae 1 Ll 4 S 13 Ll Sl
Sl 5 wenslow (Allow all Inbound & Outbound traffic excluding exception)

LS o slme | Wbl oo 5 s 5 5 250 gl

53 kb Je ay S ol 81 :Display alert message when firewall violation occurs
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DS 3 poime Sy g0 3 g pb D31 O3 b S0 ;Enable firewall reports

335 0 S e

Js) opdir 25 L Coogo a3 S e Co e i opl 3 Jls b glalinal JEXCEpTiONS
L PINg 0350 Jd sl ICMP sle il i a8l 53 0 Ll (gl 3,558, 056
.. DHCP

Llg o « (Protocol) |G, «(Exception Name) L.l UTE R PRE
s~ L (nbound) (¢s5,5 Xiys . « (Direction) ce> il TCP/UDP/ICMP
Coxss s (DENY) e 2 b (ANIOW) Sles 15 s 45 (ACHION) o, 5o pl3l sl (Outbound)
Cardy S 2 SIS Ll sdalie LG asl (OFf) 2l L (ON) e w5 e o5 (Status)
A5 T gl e s BT Gl Tl e sl

o 4aS3 pl 03,80 3| e 353 e oslitul aaSs pl Sl dde limal Jy, 035380 gl JAdd
sleon b Ol 5 eslanul Sl S e esliul ol O sl &S AS e eslital (g5l O ganle 5]

358 o AL 5 ey A (o5, » SIS L5 Sl o sloms & g0 0 db s e

Add/Edit Exception X

Exception Name:

Next Cancel

Haled 3,1 Ll sl 5 L oL sEXCEpTiON Name

LTCP Wig o JSSon g8 S o Dbl | JSSsn g0 o orl o> sSelect Protocol
Joo & U 2 Gl b S Jd 1) S5 4w b 3 a0 STt ICMP L UDN
S SIS 1 NEXE 4S5 s S (i o5 | 5200
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Add/Edit Exception X

Select Direction:
Inbound

Back Next Cancel

G353 Nl o Sl 5 S S e e |y K15 g i ol s SSelect Direction
S SIS 1 NEXE waSs e . aib cg 53, L (Outbound) 5 = «(Inbound)

Add/Edit Exception

IP Address:
@ Any IP Addresses

M @ ipaddress:

@ IP Address Range

Start IP Address:

End IP Address:

Back Next Cancel

sareia |y 555 el Wl 6oy 2 b s o6 056 S 1P la oysl 2o ol s cIP Address
S e

S S IP gl oysl aen g5, » 050l il S S ol S ANy IP Addresses
35,8 o Jlesl conl b5 e LT L

338 Jlasl OF 655 2 Jos opl o b S s | ol IP G dais il s 2P Address

o 0B dlesl gl 1 TP essume il S S ool 31 AP Address Range
slaals s 1, (End IP Address) out IP .57 5 (Start IP Address) g5 IP ool s
S SIS 1 NEXE aaSs o dslas 3515 4b o 0

Add/Edit Exception X

TCP/UDP Ports
@ All Ports

Use Comma(,) in between to

© specific Port(s): enter multiple ports.

© PortRange

Start Port:

End Port:

Back Next Cancel

s sl Wl sy » Lb sl 056 S 1 lg,s ise opl s JTCP/UDP Ports
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wrl B e LT b DS S L aen 655 p 00 oal il S S ol ST AL Ports
.aaﬁ@dwl

Ol sy 2 o ol S B S s 1) ol g e L K Wil e 2Specific Port(s)
Gy 2 das Al e ST S eslizad ot gsluldlr gl () LI 51 s S Jleel
(80,443 s 5 oo S Jlas! £4Y s A sl oy

S o oeens 050 Jlesl gl 1y g | ensdoee SO wil S a0l 1 Port Range
S e Auled 3505 by e el s 1, (End Port) oLl o, 5 (Start Port) Forh Son
A8 SUs 1, Next

Add/Edit Exception

Action
@ Allow

4 © Deny

Back Finish Cancel

5 das 035 Slme gl o AllOW sl 6,8 ol £ 4S WS o e Ll s SACHON
LS L ol IP L s o s il o STLEL sy 035 Slre b slae 4 DeNy
23 8 bl Allow .l

335 Jlesl 5wl Jg, b aes SUS FiNish wass o5, » sl s

G db e Ju) aSs opl Suy L SIS 5 lalimal Jads Sl oy s, ol U cDelete
238

o3lizal JyuiS ol 5 0t sl B3 &S sla Uy 5l Al e 4aSs cpl 65, 2 SIS L lmport
Ao led

b Jas 5 olendy S ls o ae Sl oo 2 SIS 5 oy ke L S bl L EXpoOrt
3 03 o3l sdoes o Olo 3 b K03 sla US55 2 o el 5 a8 8

A Jos @l Caslsl Ails o aaSs opl G 2 SIS 5 ol s U, sl L cMove Up
ks

L das ! Coslsl dils o aaSs cpl 55 » SIS 5 ol s Jy, ol L ZMove Down

Ay fals
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Web Security
s lnle i a5 s el gl Clabbws (g3l Jled 35 S e s Oy Sl Jise cpl s
B R B v 1E o Vi ol W E RS | PR N W

Scan Settings Web Security

Email Settings Browsing Protection
Phishing Protection
External Drives Settings

./ To exclude URLS from browsing and phishing protection, Click on Exclusion Exclusion
IDS/IPS

Eirewall Display alert message when website is blocked

Web Security * Web Categories

T [ Restrict access to particular categories of Websites
Application Control

Exclusion
Device Control Carsgony Status ion
fo ]
Update Settings Advertisements and Pop-Ups m: ;’
Internet Settings Alcohol and Tobacco ( Bery

General Settings Anonymizers |—m
s [ aiow. SN
Business m:
Computers and Technology m

&
Block specified websites
[] Restrict access to particular Websites
List of restricted Websites/URLs
URL Block Subdomain Add
Delete
Delete All

Enable Web Security reports
Enabling this option will generate reports for all blocked websites. In this case you may observe large number of

reports depending upon the web usage.
Ul 5l 5038 SIS w g b 5o bl 4y S cnl 035 Wb L ABrowsing Protection
LS e dablos 03 )1 slacule ol s
Sosid 5 oS gl Culu B33 5 o o ge 4 S opl 05 S Phishing Protection
u\J‘).a;J S gk

S e K Sl 5l ol ol Wl5 s aaSs opl g5, » SIS L sEXClusion

S edalin dad 8 &S L& Display alert message when website is blocked

Spdoesls Joles b et VL“"* 3ols el 3 e ol
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Web Categories

Mio) be ol g 3l ool s Wil o AL o o e BB s ol (gl anas iy pl s
Lgs 500 ol Cole G035 5L 5 058 sadens DG ames dolad 35 018 6l 2 1) (0L
Al o

il s a8 opl 0op K5 L JRestrict access to particular categories of Websites
Status oy 55 T Gl b ssdome [ s Cule o Sl ol (goy 4s & o 2w
ol G35 SIS Lol sy s 0T O3 Slama et LKLl L T 5 syl e 0L
ead sd Slme p8 g Slme 4 | Cundy Al S e 4aSH

G Jes Sl g0 S pae &S Lol Cole Wils e eSSy opl g5, » SIS L sEXClUsiON
SIS Sl g o il S s (53U sl ol ann e S s 05 8 0T (sl el
Also Exclude 055 Lo syl O 53 1) Sole pb il oS 3580 Lol oy

Al st 50 1 ol OF sla wuls ;5 <o Subdomains

Block specified websites
JJM—J.'U‘JJ‘JB Lwd r‘u‘sw 4&.‘)‘ C)l;-— b ‘_;Ujla S48 dl.fh C,.»[L.n J.;.v‘}s & u.';}u u.;‘)b
Ao led

Gl ol 4wz a8 ool 055 K L JRestrict access to particular Websites
.JJ;JA g eews J@w‘)b ok &_.4.3‘]&.?

e)‘bu:u»l.‘u'().Lf&)).l.w.aQ@;.-JJE-J)}AC,.Lh»u.uJJTOJJSDJULS‘ﬂﬂjoﬁd.;Add 4aSs 03,08 L

Enter URL:

ZJ}J@

[F] Also Block Subdomains

(Enabling this option will also block subdomain of the added domain. E.g. If you
add xyz.com and enabled the checkbox 'Also block subdomains' then
mail.xyz.com will also be blocked.)

0K Cancel

o 25 il 3 1 s b OIS s Sl e STy b sl cENtEr URL
(yahoo.com »w) .a. b

S e ol SOl wsls s aen Al e &S s s fAlSO Block Subdomains
(mail.yah00.com ) .aole S5 1 4o S ol (s T e

O ls i35 5l 5018 yls bl & 5550 L3 cENAble Web Security reports

S Il 1 255 ol daled b, edd 3 (sla ol sdalie )
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Application Control

(Application Control) s wl, Jz8 ( msfacundl oo s gbv Shs 5l S
Olge 4 5ys0 w2l oS g 1 Ol sle w035 3 Ol S5y cpl AL
L s Babylon L 5L L (IDM sile) 5zl s 5lils (gla el o 2ws K15 oo ot ke e
R i Ol Bl sl (S Sl s [ Bl ol lajlsil e S
(s S5 IDM ssle) S15l o5 550 e sls w51 018 ST &S fns cpls il ol
OF plolis Ol sl J 28w ol Sl Sl abgr e ol LU (liael 0 g cdoled oslizl
o315 1,1 1, (Custom Applications) s lie wl b me S JoacSu S Ll s o s 5l
Al o s S OTG dgled e a8 1) 355 BXE LU Asls o oS

Scan Settings Application Control

Email Settings [ Block unautherized application when accessed

Notify clients when an unauthorized application is blocked
External Drives Settings

1DS/1PS Application Categories Authorized Unauthorized Custom
Archive Tools Al
Firewall 3
Backup Softwares =2
Web Serurity CD/DVD Applications
Application Control » Download Managers
Dewiee Cositrol Educational Softwares =
Update Settings Following is the list of application under selected category:
Internet Settings Application Name Unauthorized

General Settings

Add Application
You can also add an application that is not listed in the above list. Click on Custom Applications to add an application.

Custom Applications

s aal » J =8 <ib 03 5 Js s, sBlock unauthorized application when accessed

s » Unauthorized) jles & gls b, gl >t (ulblB ol 03 Jled Ll S5 b a8 oyl
335 o oSl 01,8

ol S e s ANotify clients when an unauthorized application is blocked

o e Lo 5 aol (63 5 lio plig ST 1l 1) (g5l 8 sl el o 8 5 sl S ag S

A .\A‘f osls OlEs j‘ “

bl Lol sy ciliis gls wil (g awes Jsa ool 5 JApplication Categories

05,5 Ol byl o3 IS usls o (VL -SL s Custom L Unauthorized Authorized «. 8

a1 s S O sz aalyy i b S hle &S S50 55 bl L3l b Slme i s |y
Al Slma b Sl b ol mSU S sy ge a5 lssl | 65 S OTCUSIOM w38 L s
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Los 3l sgmms (o8 i e 55 e 5 5550 el a5 5 5e 5 ZCUSTOM Applications
ol B S RGP\ P SN VU R e J.ll.é L (Os S 5 M) JL:J;JA 4 0L wl x>l Jil.é

SU 25 ey aaSs ul 033 5 ey 3 pdy Do 23 U sl me JaSo S 4 Obs s 1) ael

Custom Applications X

St

You can add an application that is not listed in the Application Control list. You are advised to add only those applications
that are not part of the operating system or any other system files.
Add Application Delete Application
[ Application Name Application Category
-
Close

Cd 3l ol ael p aaSs ol o, SIS 5wl ol L cDelete Application

..>.>J§L5A k.%.l;—
o iy O 05,80 31 58 e ealizal 4aS3 ol 5l s w0355 gl JAdd Application

.:.sjfdejb.ub'ﬂb;ﬂé‘j;_;Lécd\tg\ﬂcgj_(p

Add Application X

To add an application click Browse and provide complete path of the application.
Browse

Application Name

Application Category | Select Category =

Please briefly inform us the reason of adding this application. This information wiil help us to improve Application Control.

-

Submit Application metadata to Quick Heal Lab
} 1. Maximum application size can be up to 200MB.

2. Adding and Unauthorizing any application which belongs to Operating System or any other system
specific operations may cause system to become unstable.

3. Added Application will be listed under ‘User Added Applications' of respective category.

Add Application Cancel
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355 FaelS 11y sy LB o5 3,25 |, BrOWSe waSs >l LB bome 5 03558 gl
S Ol

Harlad 3,15 ol &) s w0 |5 4l U SApPIication Name

0o i Caedd Sl ASS e 1y 555 asli 05 S 5 o axws SApPIication Category
el Wl e 33 8 al 3 0T J a8 Ol 5 4 S 15 a8 OF 53wl ol b oS s
Aens plelon S cnl g5) 2 1) J S 5 ams 3 0ther $so5

bl Lils e bl osse > SSubmit Application metadata to Quick Heal Lab
o o P S S S b 055 e Bl VL 5 sl Jl)l JoaSu S 151N w
ST N (LN JENE

S WLl 4aSs ol 033 Loy S ced w1, aal, JAdd Application

Bl O 4 sl 45 15 255 Wl o e (Bolh (53,0 sl 035380 51 2o 5 b Sl
55 5 esls 13 CUSIOM Il 53 15 05,5 O dily oo cwimmen doles Sls 8 (Others sie) sus
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Device Control

CD/DVD- 55 5 (o5 JU zuST slas,le da 2l asle) USB gl abasl> il 55 o i ol o
m e B aes 05 S ssdse (05 S Sl b JulS O3 S s Ol oy e | laRom
Bl Gl ssdas opl Sl S5 4 Y ol sd an S ks Al s el (Bome gle 25
335 w5 USB sl oSl s Sl 5l aslinad

Scan Settings Device Control
Email Settings [ Enable Removable Device Control

: ; Select policy for removable devices
External Drives Settings .
Block complete access to removable devices

IDS/IPS Read only and no write access

Firewall Customize access to admin configured devices

Device Name Block Access Read Only Access Full Access
Web Security

Application Control
Device Control »

Update Settings

Internet Settings

General Settings

Allow read only access to other USB storage devices

Allow complete access to CD/DVD drives

oS ol il JpS cupde Lise 04 JWe ¢l sEnable Removable Device Control
AL Sl

Glr 5y ol Wilg e i ool s sSelect policy for removable devices
Aoled e 1 (o5 lagls s USB gle dlasl>) juslis glealans

dabl= a4 wmws oS opl ol L sBlock complete access to removable devices
Lles o3zl USB gls 25 51 Wil 5 = 8 e ml sl .;:;&CEBJ»S &y 50 4 USB (sla

23 5l Okl Ol e S pl olbisl o s JRead only and no write access
(Sl &5 1 51 (6 1S sl 3500 2L 305 1SS (g, 5l SLedbl Ol o Js 035 San 2L

wlyl il ez daly= e 81 Customize access to admin configured devices
g 5 Lo 25 den Wl e Jle Olgie 4 S Ol 1 a8 opl S Co e Sl s
G s WS o s S eslitd 4 Sl ) Cude 2 L) ol sl 2 Ll s S
S Slms b g 350 55 1, CD/IDVD sla sl s

BIOCK ) ssie 1) Lol mlss OF iy o e 53 0l 03533 mls b Sl
FUll ) cospios 05 5 o8 vz L 5 (Read Only Access) .l Lis (ACCESS
S Uael (ACCESS
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Ol w8 opl s K5 L JAllow read only access to other USB storage devices
33,8 o lael =l ol 625 33) Ced @ G&L@.ﬂjlﬁ.&« a— s USB (gls absil> 0 Sl Laid

23 4 e jiws 43S ol 03 JWo L sAllow complete access to CD/DVD drives
""’de" 5= CD/DVD s
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Device Control cuwd 4 idd USB aladl> b yro

GYL g b 3l il S o e 1) 5 (USB alasl>) e oles ils e 25 cpl o
el o zws 15 Admin Settings i

4} Admin Settings | [® Support ? Help [® LogOut

Endpoint Security 5.3 Total Home Clients  Settings  Reports

Admin Settings

Server Clients
Change Password Add Device
Plug a removable device to the system and click on Add to fetch the device details
Notification
Add
SMTP Settings
Manage Removable Devices
Add Device »
Device name Serial number Manufacturer Size Status
fediection mydeive 058F63666438 MULTIPLE 868 i

Manage Users

General

if you are unable to add devices through the web console, you may also use the Device Control Tool to add devices.
This tool is available at the location below on the EPS Server.
Path of Device Control Tool: <Installation folder>\Admin\dcconfig.exe

Remove

[ & 2013 quik et vecrooioges o .|
S me e Sl w1y 355 USB Sl ils e aaSs cpl 65, » SUS'L ZAdd

Add Device

Serial Number: 058F63666438
Manufacturer: MULTIPLE
Size: 8GB

Device Name:

ake this device accessible only within your corporate network.

Enabling this option will make this device inaccessible to all other system(s) that do
not have Endpoint Security Client installed. This helps to prevent data leak as users
can not access the device on any other system outside your corporate network.

Note®:

You can add only one device at a time. If you have multiple USB Devices connected to the
system then remove all USB Devices and attach only one USB Device which you want to
add.

OK Cancel
<3 -p1 81 :Make this device accessible only within your corporate network
L 55s sls Ol s eslinal a5 55 dali Jli Olosle a6, 2 W s opl il b

(Sl 3w 31 6 S ) 54l

AELNTES b Sews 2 s LU 2dilG
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This tool will help you to add Removable USB Device which can be managed under Device

Control. You can add only one device at a time. If you have multiple USB Devices connected

to the system then remove all USB Devices and attach only one USB Device which you want
to add.

Click on Retrieve to see details of USB device attached to the system.

—Device Details
Serial Number: 058F63666438

Manufacturer: MULTIPLE
Size: 8GB

Device Name: [

[ Make this device accessible only within your corporate network.
Enabling this option will make this device inaccessible to all other system(s) that do
not have Endpoint Security Client installed. This helps to prevent data leak as users
can not access the device on any other system outside your corporate network.

Add | [ Close

s Sl aal gl >
\Quick Heal Installing Path\Admin\dcconfig.exe
sdile

C:\Program Files (x86)\Quick Heal\Endpoint Security 5.3\Admin\dcconfig.exe
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Update Settings

Sliss Capde Olakes il e gy Sy BB su pl s b codS Sl oledas

Scan Settings Update Settings
Email Settings Enable Automatic Update
Show update notification window
External Drives Settings
Frequency

IDS/IPS ® Automatic
Firewall © As per schedule
Daily Start time: "
Web Security Y | Hrs v Mins
Repeat after: Hrs

Application Control

Update Mode

(O Download from Internet

Device Control

i »
UpdateSettings ® Download from Endpoint Security Server

Internet Settin; O Download from Specified Update Servers
gs

General Settings Default

Cogo 4 b SIS Sluyis e ausS opl 03 J &5 s JENADIE Automatic Update

258 o s S
© by Sl gl oy il S 4y Sl S| :Show update notification window

J}Jru» 0313 g):“f.L“" L;JL&))‘}JJ

Aoled e i pl 53 1S e 1y e oS Sl e Sles oL SETEQUENCY

335 o s 8555 e CoMS Slais e Sl o3L JAUtomatic

Wby s gtisley ls o 1y be cadS Slayss kil Je 4o S ol 81 2As per schedule
WSS

Aoles s dls e 1y Sl sl cels cDalily Start time

oled aend 550 ol o3 Wils e 5w 1, wlisy Sleoss oSS cRepeat after

335 o e Sl Sl e ol s cUpdate Mode

Syl s s IS Sy e il olssl oS 0l 31 -Download from Internet
.aajfv.a (rlq;s‘) 5 5kl

Sl oS sl obssl S opl 31 sDownload from Endpoint Security Server

&S&Cﬁﬁh).}bbydhﬂ))‘}f%ﬁ&‘)jﬁ
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Sz @lp s 5s,m <okl K 1 :Download from Specified Update Servers
Lk ]

Lo CodS Slasinm s i 5 Wl e s S (oIlely Slusss 5o ki &S (S50 02
Aole Gl L bul- Down 5 Up Delete Default cla auss 5l eslizal U 1,
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Internet Settings

L feaSs S oIS B adle 5 anils o w5k o ol o Jlasl gl o e oIS &S S50 s
D Je . g e RO B an Al Py 4 SN

Scan Settings
Email Settings

External Drives Settings
IDS/IPS

Firewall

Web Security
Application Control
Device Control

Update Settings
Internet Settings

General Settings

ol o sls Lise ol 3 Ly ST Sl 340 Jate 232l

Internet Settings

Enable Proxy Settings

Proxy Type: HTTP Proxy X
Proxy Server: 192.168.2.1
Port: 8080

Authentication to connect through firewall or proxy server

User name:

Password:

Aoles S 1y au S opl (S 058 Jé gl cEnable Proxy Settings

HTTP PIOXY wis o ooSly S o asets Sond ) 53 1 oS 5 PPOXY Type

3L SOCKS V5  SOCKS V4
J.;.S J‘)b u.:}u U'l‘ DL b 29 Lf"s‘ﬁ IP u.»).)T :Proxy Server

2y >l o C)'.’.‘ BL L;“‘S‘J:’: o ;Port

sase &S Sose s [Authentication to connect through firewall or proxy server

53 1, (Password) | ,e 50, 5 (User name) s . 8 ol 3503 Cuga 5l 4 5L sl b STy

-L;J“LQJ ")‘Ju’t’.”.‘;ﬁ.‘
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General

305 53 s SIS e ses Sledas Jis cpl s

Scan Settings General
5 X ¥ i i i
Email Settings Authorize access to the client settings

¢ Enter Password:
External Drives Settings

Confirm Password:

IDS/IPS
Firewall Enable Safe Mode Protection
Web Security Enable Self Protection

[ Enable News Alert
Application Control

Device Control
Update Settings
Internet Settings

General Settings  »

Slass & o s gl 2 L Jl a8 o0t 81 ZAUthorize access to the client settings
A el g ok o8 ey SIS

Aaled 5yl 1y a8 SIS (gl Sl s, 50 55 56, JENTETN Password

Aoles 38 1) e e Isame SCoNFirm Password

2 e @3l Ole3 L3 e 4 S cpl 03 JWb L ;Enable Safe Mode Protection
s e aalsl 5 il 4 S S s s ol Safe Mode -

G55 ol st 3l eSS il Jeb au § ol &S 5,50 s JENADIE Self Protection
S e Clablons sy o g azel g2 U S

B g onls Ol 8 4 ballat 5 Ll - =1 cENable News Alert

Aoles SUs Save Policy s, » b o3 6l 2 Ll s
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Schedule Settings

Lilg oo i cpl 5 el gl y Sladad gy S w by e nddl o e £33 S

Aales gl 1 6ol camel Sl (gl aing s il J xS e oS S

Client Settings Schedule Settings
v

Configure schedule settings

ClientScan * Client Schedule Scan

Application Control D Enable Schedule Scan
et Frequency: | Da
Vulnerability Scan SEEEAL Hrs Mins

Repeat Scan

Every: | 1 Hrs

Notify if client is off-line

Scanner Settings
How to Scan
® Quick Scan (Scan Drive where Operating System is installed)

O Full System Scan (Scan all the fixed drives)

Select scan mode:
® Automatic (Recommended)
O Advanced
Select the items to scan:
* Scan executable files
Scan all files (Takes longer time)
Scan packed files
Scan mailboxes
Scan archives files

Archive Scan Level: | 2

Select action to be performed when virus found in archive file: | i

Select action to be performed when a virus is found: | Repair ~

Antimalware Scan Settings
Perform Antimalware scan

Select action to be performed when malware found: | clean

Client Scan

LS S Al e SR onl 00 il IS Sl sl b e e o) Dl S
Alad LSS ol s @ pu st Jr S S ol Slej sla oy 50 53 &S

AL S b oS opl (Kl dile 03 S Js sl » sENable Schedule Scan

L Llg e Sl Gla oy S am e cal s Aile e |y oSl usls s cFrequency
Al Sada b 4lis, O e

SIS s (Start A Sl ST Sl wst Dally om0 (Sl 68 g &S Sose 5o
S e L |, (Repeat Scan)

335 ens AL 5o (Weekday) wis 55, st Weekly  Seia Sl 05 5 S

Sl e g e Gy p3b1 sl 30T s S eNotify if client is off-line

www.quickheal.co.ir Confidential - eslo y=0




335 o pasie i ool s Sl sledas SScanner Settings

Antimalware Scan Settings

338 oo e Ol A Sl Sladas sl s
dal s Ll CadS (g5 Sl s sl K oS ol 1 Perform Antimalware scan

Nl 38l elea 45 &5 lusl SSelect action to be performed when malware found

Al (SKiP) o o b (s3ls) Clean wis o e cpl 33 8 o ot il o ol
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Application Control Schedule Scan
al Sl o @j& oasein Ol 53 B duled glisley 1y s ael 0 Sl Wil g o iy ol s
Unauthorized and ) jls & 5 5l=e sls b (Unauthorized applications) jl-s & sls

AL (All installed applications) s.s a5 sla 4t » «oa (@Uthorized applications

Client Scan Application Control Schedule Scan
Application Control » [J Enable Schedule Scan

Frequency: a
Tuneup 9 Y: s

Start At: 0 0 N
Vulnerability Scan rt £ | Hrs | O Mins

Repeat Scan

Every: | ; | Hrs

Notify if client is off-line

Scan and Report
® Unauthorized applications
© Unauthorized and authorized applications

O All installed applications
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Tuneup Schedule Scan

.Jsjf@ubhiﬁd.ugbjdj\diﬁqﬁ -Jbﬁywﬁwbidjb%%‘éwbj

Client Scan Tuneup Schedule Scan

Application Control [ Enable Schedule Tuneup

Tarieup: ¥ Weekday: da

Vulnerability Scan SartAt |0 Hrs [0 s Mins

Repeat Scan

Every: | 1 - | Weeks

Notify if client is off-line

Tuneup Settings
Disk cleanup
Registry cleanup
Defragment at next boot

silw dpp lanbis

S o ploil Sws (3L Disk cleanup

Bl e Sy g (8 e $3WSL AREQIStry cleanup

CoeS 53 Sadus e 5 ateew Sla LU a3l s cDefragment at next boot

33,5 (58 s 8 v SRl e 5 355

Confidential - eslo y=0
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Vulnerability Scan
Gl ) s ol gaiiley 5 s sl BB i ol s gl el S

.::deeubd..a

Client Scan Vulnerability Scan

Application Control [ Enable Schedule Scan

i Weekday: onda

Start At: Hrs Mins

Vulnerability Scan *
Repeat Scan

Every: | ; Weeks

Notify if client is off-line

Scan and Report

Scan for vulnerability against following software vendors:
® Microsoft applications and other vendor applications
© Microsoft applications only

© Other vendor applications only
Microsoft ) s la w8 3 5 Cilas il sl il 8 AsS (s Sl m 233 i 3
Microsoft ) cislu, Sl sls b, Lis «(applications and other vendor applications
(Other vendor applications only) s sles s sla b, Lis L 5 (@pplications only
335 Sy el S
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Settings

g less ol &S gl bl e i el G 0530 diles Uids io ol e 4 S

LQC,..._[% d‘pfgf:"»?ld“‘gl’l éb)b .JJ;UA Jlesl 03 g0 dpb c)ﬁ@.awé&u%% X3

Support ? Help

Endpoint Security 5.3 Total Home  Clients Reports

Settings

Modify policy settings

Policy Name: D

Client Settings Schedule Settings
v
[T Letclients configure their own settings

Scan Settings » Scanner Settings

Email Settings S?Iect scan mode
® Automatic (Recommended)

External Drives Settings

@® Advanced
IDS/IPS Select the items to scan:
@ Scan executable files
Firewall
Scan all files (Takes longer time)
Web Security | Scan packed files

Application Control /| Scan mailboxes

] Scan archives files

Device Control .
Archive Scan Level:

Uncate Sertings Select action to be performed when virus found in archive file:

Internet Settings

Select action to be performed when a virus is found: | Repair -
General Settings

Virus Protection Settings
Load Virus Protection at Startup
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Reports

A3l o S o3 Y Gl S o ol asls I3 REPOIS Lol S 5 3 ls 5158

M Support ? Help [® LogOut

Endpoint Security 5.3 Total Home Clients Settings

Reports

View reports for the EPS Clients and Server.

Client Server Manage

Virus Scan * Generate Reports

AntiMalware Scan
Start Date: 11 Feb 2014 E End Date: 18 Feb 2014 E
Web Security
Group Name: | All Groups - Computer Name: Report Type: | Chart v
Tuneup

Device Control Generate

Application Control é PRINT
1DS/IPS

Virus Scan Incidents
Firewall

Vulnerability Scan

525

osrs oSl by gl 518 il W B il Calmee sl 318 Client sy s
< (Web Security) —; .l (AntiMalware Scan) i sluas Sl (Virus Scan)
e (Application Control) «L . J zs «(Device Control) ,i5l J s (Tuneup) (sl
Gl canl Sl (Firewall) Jis .6 (IDS/IPS) s o 358 5 o800 5 olubs
sl o mws LB 25 ol s (VUlnerability Scan)

b o i8S A bl s Jsl is s SGenerate Reports

g% g0b Start Date

lgsl 06 /End Date

055 ¢b ;Group Name

A3 Jl Wl e oS s oU COmputer Name

Sy Dbl Sope w0 b (Chart) glspe Wl .o« B8 s cReport Type
Azt (Tabular)
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Server
oS bl gt by e gla 21S il 55 AEL e SEIVET s 55158 a3 i
] ;_JL?)JJJ} codalis J..»G

{3 Admin Ser 3 M Support ? Help [> Log Out

Endpoint Security 5.3 Total Home Clients Settings

Reports

View reports for the EPS Clients and Server.

Client Server Manage

Eventlogs » Event Logs

Category: | All -
® DELETE & PRINT E]‘ csv }' PDF
Date and Time Category Message
18 Feb 2014 (14:20:34) Error Failed to send Email notification. Please check if your SMTP host is running ar &
18 Feb 2014 (14:20:28) Error Failed to send Email notification. Please check if your SMTP host is running ar
18 Feb 2014 (14:08:17) Error Failed to send Email notification. Please check if your SMTP host is running ar ;
18 Feb 2014 (14:08:02) Error Failed to send Email notification. Please check if your SMTP host is running ar —
18 Feb 2014 (14:04:19) Information License information has been updated.
18 Feb 2014 (14:02:44) Error Failed to send Email notification. Please check if your SMTP host is running ar
18 Feb 2014 (14:02:23) Error Failed to send Email notification. Please check if your SMTP host is running ar
18 Feb 2014 (14:01:06) Error Failed to send Email notification. Please check if your SMTP host is running ar
~
E2) i ) &

H 4 1:: RER S P M 1 of 35

L ® DELETE

-
53 Lsv

.MJ&CSVLﬁ-)J}cMSJJ“_Q‘})ﬁ&AS\{I

]
215 39 aaSs ul (s S*lsbu;)‘ﬁglz- OIS B8 pRINT

.
-PDF

;p@)sbpdfc;)y@@b}:
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Manage

M Support ? Help [® Log Out

Endpoint Security 5.3 Total Home  Clients  Settings

Reports

View reports for the EPS Clients and Server.

Client Server Manage

Settings » Settings

Export [0 Automatically delete reports older than days.

Delete Reports [0 Automatically email reports for past days to following recipients.

Email Address (For multiple e-mail address, use comma in between)

Email Frequency
Frequency: Day: | 1
At:

Select Reports to email

Server Reports

Clients Reports
Virus Scan
AntiMalware Scan
Web Security
Tuneup
Device Control
Application Control
IDS/IPS
Firewall

Vulnerability Scan

Save

Note*:
To receive report emails, SMTP settings must be configured in Admin Settings.

Settings

el ol B SoolS o e sl wledas (Jsl ise s

Gau Sl essy 035 S L JAutomatically delete reports older than ... days
A5 8 o Bl 5 Sde Oley e Gl s 518

wly e sAutomatically email reports for past ... days to following recipients
bﬁ:&.ﬁdlﬁ)}) )‘MML};JA U’L)‘Jf c)lSJj} Q)%MASJ.:..SV:}QJ&)P b ﬁ)x&«%ﬁ&‘
LS o]

ke Lilg e () LS LS e osyls e cpl g5 |y dads el ool cEMail Address
S e Gl e

www.quickheal.co.ir Confidential - eslo y=0




Device

JTuneup

Web Security AntiMalware Scan Virus Scan

Vulnerability Scan , Firewall ADS/IPS Application Control.Control

4 S ose w

Client Server

Settings
Export »

Delete Reports

.JJ>J§ R

Client Server

Settings
Export

Delete Reports  »

Export
Loy pasde Sl o3l oo 1o 5 s)5e sled)l S Wils o Jisu cnl 5o

S sl s

Manage

Export Reports
Export reports to PDF.
Select Criteria

@ All Reports

© As per below criteria

Start Date:

E End Date:

Group Name: | All G Computer Name:

Select Reports
Server Reports
Clients Reports
Virus Scan
AntiMalware Scan
Web Security
Tuneup

Device Control
Application Control
IDS/IPS

Firewall

Vulnerability Scan

Export

Delete Reports

Manage

Manually delete reports

@® Delete reports older than | 60 v | days.
O Delete all reports

Select Reports

Clients Reports

Server Reports

Delete

A3 8 Gl s 518 (e Sley oode 51w Delete reports older than ... days

L 558 wen i cDelete all reports
35,8 o oS i cpl 53 Gl g s 3,158 Ol Select Reports
L3 5 Gl s e sla o158 Clients Reports

A5 8 Gl s, sls 2158 sServer Reports

A3 S Bl s 518 aaSs pl s SIS 5 Ggbosylee ol L cDelete
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Admin Settings

Change Password

{3} Admin Settings (W Support ? Help [® LogOut

Endpoint Security 5.3 Total Home Clients  Settings  Reports

Admin Settings

Server Clients

Change Password » Change Password

Notification The Quick Heal Endpoint Security server is password protected to prevent unauthorized users from modifying the settings or
removing the client program from the computers. The Quick Heal Endpoint Security setup program requires you to specify an
SMTP Settings Administrator password. However you can change the Admin password from this page whenever you prefer.
Add Device

Old Password:

Redirection
New Password:

Manage Users
Confirm Password:
General

Apply

S a5 | ) e i bl Ao S (G s e MslS o A5 cpl s
S syl 1y LS e e, AOld Password
S 3505 1y Lds s 50, [NEw Password

S 35l Tsdoma |y ddr 5o 30, 2CONFirm Password
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Notification

Email & SMS Notification
S Se Sely b sl ok 5l el sl Sl oMbl a4 by e ladas e ol s
e e OBl 4 Sl b el b 5l T e il slasllast ol gl LS e

Server Clients

Change Password Email & SMS Notification

Select Event for which notification should be sent
Notification »

Notifications to be sent
SMiFcttings w Virus Infection and Virus Outbreak
Add Device Events Email  SMS
Reditaction Virus detected on clients O F]
o

Virus active on client 2|
Manage Users
]

Virus outbreak in network [
General

Intrusion Prevention
Device Control

Application Control

v v v

Update

Install through Active Directory

Clients

v

License related

Configure Email & SMS for Event Notification Configure
Number of sms left g9 Buy Now
Apply

ekl opl 4 S ol 035 K L sSelect Event for which notification should be sent

.;ﬁw@uJ@Us\Wﬁm«{ozﬁ;ﬂl(;l.m.)w);bﬁlc;)yﬁ,ondw

338 o e e byl oo 5 Glay o3l plsl i ol o Notifications to be sent
b Email) et b s SMS) Sy 5 b 5l s e Sle, bl

35 e 5 S ot 4 by Sl 3l MVirus Infection and Virus Outbreak
el g S BB i ]

e OBl 4 A pLalid LS (555 p s &S Sose )2 2Virus detected on clients
s

P ke 3B 4 il Jlad LIS (555 » s s &S S L3 SViTUS ACtive on client

S 5 g s dm 53 NS G5 2 s S Sose 2 2Virus outbreak in network
3l bl 1 Sl 6 gt o 5o Lly o Customize s, » SIS L) e ke bl 4 il

(CM»‘o.LZ uiL.«L,& L;LAJAJLAQ-)JMLJ)J.Q-6})jwjﬂjb|.l&;4>:
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JB i ool 55 Slme b 35k 51 i 4 by Sley M Antrusion Prevention
el (50 S

PB4 b plals DS w4 Slee 354 S 555w L cINtrusion detected on client
e e

Soy 2 Sop e 3, &S 5,40 s cPOrt Scanning incident detected on client
Ay e ¢BI 4 (e DIS

2okt w35 s SO ahe 55 45 Sose 55 SDDOS Attack detected on client

S g Sy BB il 53 Ul IS a by e Gl ¢l Device Control
Sl 4wz gl S S S, se s Altempt to access unauthorized device

S s S KB i cnl s el IS 4 b e Sl eI Application Control
G s Sl W S S,se s JAltempt to access unauthorized application

Db s S KB i nl s Slass s 4 b e Sl bl Update

oS p bl Gl Ll K s S Sose o3 SSErvice pack is available
Ay o e Bl 335 i S S

Slesisn b caodS S 5,5 o JClients are not updated to latest virus definitions
Aoy o e C‘)Uo\ TRV P

ol Sleys e Fb S e s22Update Manager virus definition date is older

ey o e gl o (il 5 (Update Manager) -

HB isw opl 53 o85S pls St w b e Sl el cInstall through Active Directory

3 o (S Sy
551k sl oKen S 5,50 s 2Synchronization with Active Directory failed

.M)Jﬁ#&%‘gcﬁjﬁ))@&ibé)jﬁﬂb
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5 Sl cde 4 s 81 Client disconnected from the network on infection
ey o e OB S DLl s oS

do e 4 s 31 «Client disconnected from the network on DDOS Attack
s o e 51w S bl e 4 5 DDOS

S e e cods 31 Client disconnected from the network on Port Scan
Ay o e CW‘QM&SLL_JJCE}@)W

S gl Sy BB i nl 53 Y @ by e Sl ¢l icense related
35 g 0303 gIBI ke (i gLkl o, 4o s cLiCENSE eXpired
35 g 0303 gL ke b Ladil Jl- 55 i )5 s cLiCENSE IS about to expire

b Y e 3l 1 el sl SIS i &S S5 s cLicense limit exceeds

Sy 03l t)Ua\ ke 4l

555 SMS 5 Ll cnd ool 55 Lonfigure Email & SMS for Event Notification

ssde 3k ey CONFIGUIE auss 65, » SIS LS o iy S Slaspdbl 511 1,

Email & SMS Notification ) 4

Email Notification

List of Email ID's:

Add
3 Edit

Delete

SMS Notification
List of Mobile Numbers:

Add
e Edit

Delete

Apply Cancel

357 Sy OB cad 4 il o A 4aSs 035 5 bl oled 5 Jeaal aslid 035 3505 L

T
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SMTP Server Settings

33,8 g S

Server Clients

Change Password SMTP Server Settings

Notification Specify SMTP Host Details. All mails from Endpoint Security Server, for e.g. Notification mails, Report mails, will be sent to following
SMTP Server for further routing.
SMTP Settings »

SMTP Server:
Add Device
Port:
Redirection
Manage Users Notify from Email Address: (All emails sent from EPS server will have this Email
Address as From address.)
General Require Server authentication
User name:
Password:
User Authentication Method: | None A
Apply

s o 3ly s ol 3 SMTP 5,0 SSMTP Server
dpde 35ls M ool 3 SMTP 50 oy sl POIT
s Jll Sl el sl sl OF w0 oS el sl ANOLITY from Email Address

ol els Cusa el 4 L SMTP 5 0 o5 5,5 s ARequire Server authentication
S S a8

2 35l A opl 03 5,08 e AUser name

s e 35l Wbl s e 56, Password

Ao 5 g g pasede A opl s ol 51 K5, axe cUSeEr Authentication Method
s, TSL L SSL (None wis .
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Redirection

Server Clients

Change Password Endpoint Security Server Redirection

If you would like to change the EPS Server or upgrade to a new version of the EPS, you may redirect all existing clients to your new

Notification
EPS Server. All the clients will be redirected to the new EPS Server and communicate with the new EPS Server thereafter. In case of
SMTP Settings version upgrade, the old version of the EPS client will get uninstalled and a new version of the EPS client will get installed once the
old Client communicates to new EPS Server.
Add Device

Server Name/IP:
Redirection » /

Manage Users Port:

General Apply

£Endpoint Security Server Redirection

s s s (Upgrade) o ST 0l 5 pSaci sl LSS e gl S 5l S
w233 O3k A8 e foled Dy 03 fpamen AL e e SIS (655 Sl el 5 Bl w50 O
s e 1y s Sy s bl e ol a gEdIS () 5 Gl s

R e s (055 e s L e LSS AVl Vaens) i s LS s 3
d w5 P sl e S e el A S LS 5 L e e S
Cope & S e aols Coy bl LS s 5o 1) Gl sl i s S el s mea R
S Cose Lo s el R o il Wl s e 4 (SOl Sl bl g e B e COS des S0
Dy e b SIS (555 CoOIS a5 s sl Gl 8 LS e

Harled 35l (o s i opl 53 L i s e L IR sl sl 5L s ol ol

Chpdl & oo 03) S e 3l Ly A Cu kil IP L, U SServer Name/IP
(A8 3505 1) 5 300lS cpran oL L IP ol s S a3 s e Oles Sa) 1 ) i

S ol 3l Olen Sy eosl S 3l i cpl s 1y Ll i p kil Sy s sl SPOIT
Quick Heal Endpoint s 53 (i Sos Ste a8 o 3, bl jom L b cods
(Al e 0088 .ol Security 5.3
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Manage Users
U PRSP CHRPN Vi W S PV WG v VWL | P VoL P 300 | S C - RN

Change Password Manage Users Add User
Notification
User User Type
SMTP Settings
Administrator Super Admin Edit | Delete
Add Device )
Employeel Report Viewer Edit | Delete
Redirection

Manage Users  »

General

e S kil sl Ol 3 01 e ey oS Lib s ADMINIStrator el 55 s e

ol 0l

.J)‘JJ}};} d&‘j}.ﬁblﬁ)ﬁmwﬁ»;ch.»bQ\J;Jlsubjﬁ\ﬁ}cdb)ﬁ‘d&a‘

Sad ool L S 0558l 6 ety 4SSl Gy SUS'L sAdd User

User name:

New Password:

Confirm New Password:

Type: Administrator Z. ;

Save Cancel

e 3l A opl 03 i )8 oL :User name

By e 3l A ol s e 50, [NEw Password

e 35l A ol g5 yse 5e ) Isdee JCONTIrM New Password

L 5 (AdMINIStraton e Lls oS 335 5 jaseis gwiws g A nl 55 STYPE
b (Report Viewer) )58 saus siali
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General

Admin Settings
Server Clients
Change Password General

Notification Set session time out period: | 20 v | mins

SMTP Settings

< Apply

Add Device
Redirection

Manage Users

General »

b pde 5 adds 4 edd jasiie Oloj i <3S I sSet session time out period

Al e wlele @ sdome 35,55 4 5L o Sod J S
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Client Installation
ol gy Sy BB LIS s 1 3w by e Ole s (Clients) £33 S oy 53

Admin Settings

Server Clients

Client Installation » Client Installation
Please specify client installation path

%PROGRAMFILES%\Quick Heal\Quick Heal[

Scan and Report
Perform following scan when Endpoint Security gets installed:

Scan for vulnerabilities

Scan and report all installed applications

Inactive Client Settings
[F] Enable automatic removal of inactive clients

Remove a client if inactive for: | 5 | days

Apply

Note*:

} Please refer the Administrator Guide for details about settings which are applicable as per the platform.

Ll CodlS cam s Lil55 o 250 ol o Please specify client installation path

Q.%ﬁ.lﬁM‘j} r@‘)ﬁhw)J@i%uﬁ‘ﬁanjyijﬁﬁbﬂaj

SIS (555 g o 3l oy VS 5 Sl 4 b e Sl iy ol s 2Scan and Report
el s S0 BB W

Al o= 5 Sl Sl @ g5 omal plasl 3l ey 2Scan for vulnerabilities

aolp aen Sl @ g5 00l pladl 51 ey SSCAN and report all installed applications

A5 TS S ek i sl

Sy el Gio cnl 3 oS3 s Jlad b gla cdIs leas cInactive Client Settings
e 4 codS Sl S ul 038 Js L sEnable automatic removal of inactive clients

33,55 Jeate S pkil s« Remove a client if inactive for w s sas axis 5,

.xs@;\)TJQ;WL;},J{;.M;L;\ﬂ\)mea;ﬁ)“mq»\ﬂ%ﬁm
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und ¥ 9 g

Sl Obes b Glie ey Ll s e Slael Ol e sladil Bl ey
Aens Gl st S S ) sy 5l

S S sl 05581 Ol (S i 5o a8 gl Sl Sl (S ies
ol 30 Al Al led ais by oS sl Sde 31 e sl Olge 4 ol 4l W >
Sl (B L odoms JalS iV b 5 b e J 5S4 55 O cdls Slme i sl
Aaled (6ol 5 eV o en 53l 5L 55 50 sl

«>s « Quick Heal Endpoint Security BUSINess ;| J suass aseus i)l oSl pioman
A2l o s L SIS 5 5 J S 3dme B 5l 4 55 05 TOMAD lels

Spdy o Do 4aSs S 05,05 L Les B sl b aan

W Support ? Help [3 LogOut

Endpoint Security 5.3 Total m Clients ~ Settings  Reports

Threat Level - Normal

(J—

Network Health View for: ‘ Last Week v |

Quick Heal Endpoint Security 5.3, Service Pack 1.
Endpoint Security Client, Version 15.00, Virus Database 07 May 2014. Update Manager ||View License

@ o/\o o/\o

01 May 02 May 03 May 04 May 05 May 06 May 07 May
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S S35 2 TS amin Gl S 5 L5 50 5 S Jlasl gl Y 2l
View License « L o axiw b 1yl o SIS License Manager &, .. 5 Status. ;& 5L

{?} Admin Settings (M Support ? Help [> LogOut

Endpoint Security 5.3 Total m Clients  Settings  Reports

License Manager

Status License Order Form

License Status

This copy is licensed to
Company Name : Quick Heal of Iran

Product Name : Endpoint Security - Total
Product Key

Product Type : Standard

Installation Number

License valid till

Maximum number of systems under

console

Update License Information

Warning: This computer program is protected by copyright law and international treaties. Unauthorized reproduction or distribution may result in severe civil and criminal

penalties and will be prosecuted to the maximum extent possible under the law.

Update License Information «.ss g5, »» (o cands Slasis 5 Sl Jbesl gl
o les KIS
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Sl (594 9w

4 315 syl e By N esls 22 Client Deployment j:x 5 &5 sailes

L6 (Workgroup , Domain-based) 4l glajbsbe g1l 655 2 b oy nl oS 0 o L2

Sl onlaal

Client Packager i/ oslaiwl (i)l

&)Jﬁbdij‘uﬁ-uov\;;s@ﬁ&&U&.Mﬁyguqﬁﬁdj)ﬁ@ebszobu

S ol e (L 5 oS

Start > Quick Heal EPS Console 5.3 > Cllent Packager

@ - e e
& - —
 —-

Y e wwe

-

4 Back

)Jé)‘ﬁ&‘ﬁ‘bwjbj‘)uw%

S eslitul yg w13 aes Cllent Packager LG :=l. sl

- —
——— .

-—

- R
el o
b e ALl

., Quick Heal Endpoint Security
. Quick Heal EPS Console 5.3
L_J Administrator Guide

@ Logln Scrlpt Setup
& Quick Heal EPS Console
@ Uninstall EPS Console
& Update Manager I
3] Whats New
-

— j

administrator
Dacuments
Computer

Network

Control Panel
Devices and Printers
Administrative Tools
Help and Support

‘Windows Security

I Search programs and files

Log off »I

Ibﬁdaobbﬂuﬂjmcﬁgg %%CA}LAMLJ,L;‘F‘)‘W

www.quickheal.co.ir

Confidential

- 6ulo j=0




i J9Saw SIVET FAV] Y T SwgS 1 oslatiwl &2 slaasl

3 Quick Heal Endpoint Security Client Packager E3

This utility is used to create a client installer for deploying the Quick
Heal client agent.

Mote: The installer created using this tool is used to deploy the Quick
Heal client agent, and can be used to install Quick Heal on systems
where the other deployment methods are not possible {such as
Through Active Directory, Remote Installation and Login Script).

& Create ClientAgent installer including Quick Heal installer.
" Create ClientAgent installer without Quick Heal installer.
" Create MSI ClientAgent installer.

Select setup type I 32 hit 'I

Select a group under which the client will be managed after installation:

I Default Browse I

Specify the path to create the Quick Heal ClientAgent Installer:

| Browise I

The Client Packager can he used to install the Client through file
sharing, Email, CD and USB Drives.

Create I SendMaiIl Close |

bl 1 S s ACreate ClientAgent installer including Quick Heal installer
s atle S S o kS s bols Bl g 0 izl oIS 0 Sl Ol LS

Lis iy S ol ol L sCreate ClientAgent installer without Quick Heal installer
f 4SS e ) o Sl day s S sle RB 5 s e antle ool CadIS sliS el ule
33,8 o Jie oS

MSI &0 & sdiS ol g5 408 o0l Sl L Create MSI ClientAgent installer
Syt M sl Sl

s VLYY Wi e ClientAgent ¢ 208 (glans 0 4wy 2Select setup type
Ak

;51 31 :Select a group under which the client will be managed after installation
B S s oo opl 03 L es S ls o il o3 S i a8 iy il s 03 el 5 05 S LS
5l eSS Wy Default s w1058 il o womer 353 antle o5 8 OT L cnlize 2
Al 35 e 03 8 e 5 0TS (535 p

csle e 2Specify the path to create the Quick Heal ClientAgent installer

saseia |, DESKIOP s 5 05,5 BIOWSE Wil 5 o 35 o0 Lasedns oo (pl 53 Cizel CiadS
S

S SUS 4aSs pl (555 2 s 5 izl SIS 54 ol e ACreate
el 0 4.’.'.9; jk"))ﬂ." J':‘*'l. S g A C,\..>=_s" Cﬂi% JL.»J‘ Ol .'Send Mall
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19 il 0 3lsiw] b cruai (v

Endpoint Security 5.3

Installing Quick Heal Client through web.

You can install Quick Heal Endpoint Security Client on your system through web based installation procedure.
Web based installation method requires following prerequisites on your computer.

1. 35 MB of free hard disk space
2. Microsoft Internet Explorer 5.5 or later.
3. Service Pack 4 or higher for Windows 2000.

To install Quick Heal Endpoint Security Client, you need to login with the user having administrative privileges.
Click the install button below to start installing the Quick Heal Endpoint Security Client.

install

il 53 L s sl s gl s Al dE 1 eslind b cadS g e s 6l
S o SIS INstall aess 555 505 5 5515 8 5, 5kenS]
https://SERVER-IP:PORT/ghscan503/install.htm
Jee
https://192.168.0.1:9098/ghscan503/install.htm
2y e el SIS (655 el T e 5l

ails>

S JaS s (smarter, lighter, faster) o o 5 5 radm Jol jles aw JLS s
S pde 5 Gl el 3ty IS (Sl Jpol Cales il b 51 Bl stz bl
A3l o op b 4 S s ST nl SIS hlse 51 s S S S 50 Sy bl

ST s Ol cgr s B B) 01l 5> HOneypot 5 ..., Update Server (g;lulel
ol Ll 1Y ol s @ (1l o s s ps B Sl gl Ol (gladlae Slews 2
Ol gl el ol gl Kos 5l beadS wen 53 DNASCAN ol s it
Al o el e s Ll il 5l g Sl

Lo facSu S Glagld ot oS i Glanly 5 (28 o8 dhauls 05l 5 jetes 5 i BLS )|
ol OV e ey sdsles Olpe a0 sl Oledbl 5 bl g ke oS 5 58 ole ol
238 o Joa S S 4 05y Sty 5l 010l bl Oluabl o e Ol ) 5o Glesle

G Jea Sy S lagdals 5 SV same ple el Gl 5l 2iy Sledbl 2dl s ¢l
Aole Lol ol s YV-IIEYOTT o)led L L 5 anl e oS 5 ol
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